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Abstract—Digital signature schemes allow a signer to trans-
form any arbitrary message into a signed message, such that
anyone can verify the validity of the signed message by the
signer’s public key. But, sometimes, we need to constrain the
signer’s signature times. In this letter, we propose a k—times
short signature scheme and show that the scheme is secure
without random oracle. The scheme makes that the signer can
only produce k times signature, and only need one time point
multiplication operator in whole signing phase, and the size of
the signature is only one element in a finite field. Thus the scheme
is very suitable to mobile agent.

Index Terms—short signature, k—times, random oracle, secu-
rity analysis

I. INTRODUCTION

Digital signature schemes are an important cryptographical
tool and allow a signer to transform any arbitrary message
into a signed message, such that anyone can verify the validity
of the signed message by the signer’s public key. In general,
digital signature can be divided int two classes. The first
class includes one-time signatures and their variants based
on one-way functions. These scheme can be used to sign a
predetermined number of messages, we call them multiple-
time signature schemes. The other class is based on public-key
cryptography and they can be used to sign unlimited number
of message.

Despite the limit imposed on the number of messages
signed, multiple-time signature have found many applications.
for example, in the design of public-key signature scheme[6],
on-line/off-line signature[7] and broadcast authentication pro-
tocol[8].

To adapt to practice demand, short digital signature had
been put forward. Short Signature are always desirable. They
are necessary in some situation where people need to enter
the signature manually, such as PDA that is not equipped with
a keyboard. Additionally, short digital signatures are essential
to ensure the authenticity of message in low-bandwidth com-
munication channels. In general, short signatures are used to
reduce the communication complexity of any transmission. as
noted in [1], when one need sign a postcard, it is desirable
to minimize the total length of the original message and the
appended signature.
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We know, the size of DSA signature is about 320 bits
long, but A 320-bits signature is too long to be keyed in
by a human. To Construct a short signature scheme, several
proposals show how to shorten DSA while preserving the same
level of security. Naccache and Stern[1] propose a variant of
DSA where the signature length is approximately 240 bits.
Subsequently, Mironov [2] suggests a DSA variant with a
similar length and gives a concrete security of analysis of the
construction in the random oracle model. Another technique
proposed for reducing DSA signature length is a signature with
message recovery[3]. In such systems one encodes a part of
the message into the signature thus shortening the total length
of the message-signature pair. For a long message, one can
then achieve DSA signature overhead of 160 bits.

Because the 160-bits elliptic curve key size can provide the
security of 1024-bits RSA key size. Recently, some efficient
cryptosystems based on elliptic curve have been proposed.
In particular, the signature schemes based on the bilinear
pairing of elliptic curve have been proposed, and some scheme
can realize short signature, such as D.Boneh et.al ’s short
signature[4]. Based on the above problems, in this letter, we
propose a k-times short signature scheme and show that the
scheme is secure under the Square Decisional Diffie-Hellman
assumption, and the size of the signature is the same as
D.Boneh’s short signature.

The paper is organized as follows. In section 2, we review
the preliminary knowledge. In section 3, we propose our k-
times short signature scheme. In section 4, the security of the
scheme is discussed. Finally, we conclude the paper in section
S.

II. PRELIMINARIES
In this section, we first review a few concept related
proposed short signature scheme.
A. Bilinear Pairing

Let G; be additive group whose order is a prime ¢, and
G2 be a multiplicative group of the same order g. Let e :
Gy x Gy — Gy be the bilinear pairing with the following
properties, please refer to [5,4] for the detail content.

o Bilinearity: e(aP,bQ) = e(P,Q)% for all P,Q €

Gi,a,b € Zq
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o Non-degeneracy: There exists P,(Q € Gy such that
e(P,Q) # 1, in other words, the map doesn’t send all
pairs in G; x G; to the identity in Go

o Computability: There is an efficient algorithm to compute
e(P,Q) for P,Q € Gy.

For example, Weil pairing and Tate pairing satisfy the above
three properties. We would like to suggest adopt the Tate
pairing for implementation since the current research indicates
that there exist quite a few efficient algorithms to compute the
Tate pairing.

B. Square Decisional Diffie-Hellman Assumption (SDDH As-
sumption)[10]

Let G be a large cyclic group of prime order ¢q. P is a
generator of the group G, then e(P, P) is a generator of the
group Go. Let g = e(P, P), we consider the following two
distributions:

o Given a square Diffie-Hellman triple (g, g%, g“”g), where
x € Z4 is a random string chosen uniformly at random;

« Given a random triple (g,¢*,¢"), where z,r € Z, are
two random strings chosen uniformly at random.

We say that the Square Decisional Diffie-Hellman Assump-
tion holds in G5 if no ¢-time algorithm has advantage at least
€ to distinguish the above two triple distributions in Ga.

C. Generalized Square Decisional Diffie-Hellman Assumption
(Generalized SDDH Assumption)[10]

For any k, the following distributions are indistinguishable:
Rk,

e The distribution of any random k+I1-tuple
(9,9%1,9%2,--+ ,g%) € G, where 1,22, , 2 € Z,
are uniformly distributed in G

o The distribution D* of k+1-tuples (g, g°, g 7gg”k) S

G%, where = € Zgqare uniformly distributed in G5.

III. OUR PROPOSED SIGNATURE SCHEME

In this section, we are ready to present our new k-times
short signature scheme. For simplicity, without loss of gen-
erality,we set k = 2 to discuss our k-times short signature
scheme. We use the following notations:

o S: a signer,

e V: a verifier ,

e m : a message to be signed by S.

e H(-) : a hash function, s.t H: {0,1}* — Z,

[Key Generation]
1) S chooses a generator P at random, and randomly selects
T, 8 € Zg.
2) S computes V) = sP,g = (P, P) and for (1 <i < k)
the signer S computes v; = g" .
[Key Parameter]
- the public key of the signer is (g, Vi,v1, v, -+ ,v) and
the corresponding secret key is (r, s).
(Note that when k = 2, the public key is (Vi,v1 = ¢",v2 =
9"))

[Signature Generation]
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To produce a signature on the message m, the signer S
executes as follows:

the signer sets S = 1P;

the signer S computes

e = H(m) and

a = (r+e)*S (Note that when k = 2, = (r + €)%5)
send message-signature pair (m, «) to the verifier.

[ Verification]

o the verifier V first computes e = H(m). ‘
« V then checks whether e(Vi,a) = []F_, (v;)Ckek—ige"
(Note that when k = 2, the verifier checks e(V;, )
’Ugv%e 3 geQ)
Note that the exponentiation operations in G2 are signifi-
cantly faster than pairing operations.

IV. SECURITY ANALYSIS

In the section, we will discuss the security of the pro-
posed scheme and show that the scheme can only provide
k signatures. At the same time, we also show the security
of the scheme is based on Square decisional Diffie-Hellman
assumption.

Theorem1: Our proposed k-times Short signature scheme can
only provide k signatures on k different messages.

proof: According to the above signing process, we know the
signature of message m is o = (r + e)kS . However, in fact,
a=(rk+ C,ierkfl + C’,%rk’262 +---+€M)S. Since , S are
two unknown numbers, we set y; = 7S,y = r*71S y3 =
r*=28, ... Jypy1 = S, then we can obtain

a=1y + C’%eyg + -4 C,’jflykek_l + ekka

To solve the above k£ + 1 wunknown numbers
Y1,Y2, - ,Yp+1, We must obtain at least k + 1 signatures.
Namely,

o = yi+Creiya+-+ C;f_lykelf_l + el ypia

a = 1§ +Czi€2y2+"'+C;§_lyk€§_l+€§yk+1
aes1 = Y1+ Crepprye + -+ C’Q*lyke’zli + e£+1yk+1

By the transformation, the k& + 1 signatures can been written
as follows:

(al’... )ak+1) =
1 0 1 1 1
0 C,% 0 ey €k+1
(yla"' 7yk?+1) : . . :
0 0 1 el ey

the numbers of the catercorner is non-zero in first matrix.
The second matrix is a Vandermonde matrix, when the signer
produces signatures on k different messages, then e; = H(m;)
forl < i < k is different. Therefore, we obtain that the



two matrixes are singularity, the two matrixes exist reversible
matrixes.

According to the state above, we obtain to solve
(y1,Y2, -+ ,Yk+1) by k signatures on k different messages.
That is to say, our proposed scheme can only provide k
signatures on different messages. L.

Theorem2: Let A be a forger against our k -times Short
signature scheme, where the group G has prime order q. Then
the SDDH problem can be solved in G with probability €' and
within T".

Proof: We are going to construct a probabilistic polynomial
time Turing machine F' which will use the attacker A as a
sub-routine in order to solve a given instance of the Square
Decisional Diffie-Hellman problem. Therefore, F' will try to
perfectly simulate the environment of A.

The machine F receives the two distributions
(¢,G1, P21 P,xoP,- -,z P) € G¥, where x1, 29, -, 2 € Zq
and (q,G1, P,xP,22P,--- ,x*P) € G¥, where » € Z,, and
its goals is to distinguish the above two distributions.

For simplicity to discuss, we set (a1P,asP,- -, aiP),
where  (ai,ag, - ,ak) = (v 22, ,2F)  or
(a17a27"' 7ak):(xl7x27"' 7xk)-

The machine F' randomly chooses a number s € Z, and
computes V; = sP, then sets the public key as follows: for
(1<i<k)

v = e(aiP, P)

then, the machine F sends (V4,v1,v9, -+ ,vy) as the public
key to the forger A. If the forger A can forge a signature on
the message m with probability & and within 7", then the
machine F' can distinguish the above two distributions with
probability &’ and within 7".

As the size of signature, the signature of our proposed
scheme is only one element in a finite field. While standard
signature based on discrete log such as DSA require two
elements. Therefore,our signatures are much shorter than all
current variants of DSA for the same security. When we
adopt a supersingular elliptic curve over finite field F},» with
embedding degree £ = 6 and the modified Weil pairing[4], the
length of an element in Z; and G can be approximately loga2g
bits, therefore the total signature length is approximately logaq
bits. Thus, our proposed scheme is very suitable to mobile
agent.

V. CONCLUSION

As a special signature, ring signature is an anonymous
signature which allows a user to anonymously sign on behalf
of a group. In real life, we often work in the multi-user
setting and hope only the designated users can check our
signatures, such as hospital records. In the work, by combining
ring signature and designated verifier signature scheme, a ring
signature scheme with Multi-designated verifiers are proposed
to satisfy the multi-user setting. And the proposed scheme is
proven to be secure in a novel assumption: the Chosen-Target-
Inverse-CDH problem under the random oracle model.
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