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ABSTRACT

A video watermarking embedding and detection algorithm is
proposed in complex wavelet transform (CWT) domain. The
host video sequence is firstly segmented into shots. Then each
shot is projected onto 3-D CWT domain. To achieve robust-
ness while keeping imperceptibility, a perceptual mask de-
rived from 3-D complex wavelet coefficients is introduced to
weight the watermarks and the results is added back to the
complex wavelet coefficients. Finally the inverse 3-D CWT
is applied to obtain the watermarked video shots. The ex-
perimental results illustrate that the proposed algorithm has
more advantages in remaining video qualities while keeping
the same resistance to attacks over that in discrete wavelet
transform (DWT) domain.

Index Terms— CWT, perceptual mask, DWT

1. INTRODUCTION

Digital watermark is a promising technique to protect data
from illegal copying. The goal of watermarking is to embed
unnoticeable information which represents the ownership of
media contents. It has found widely applications in copyright
protection, broadcast monitoring, data authentication efc. The
ideal properties of a digital watermark consist of the imper-
ceptibility and the robustness. That is, the watermarked video
should retain the quality of the original video as closely as
possible. In addition, the watermark should be robust to at-
tacks, which can protect itself from being removed.
Watermarking techniques can be performed either in the
spatial domain, or in the transform domain which is more
robust. Consequently, most of research focus on the latter.
A watermarking approach operating in 3-D discrete Fourier
transform (DFT) domain has been proposed in [1]. A spread
spectrum approach in 3-D Wavelet Transform (WT) domain,
which first performs a 2-D spatial WT and then a 1-D tem-
poral WT, has been presented in [2]. A video watermarking
technique using the 3-D Discrete Cosine Transform (DCT)
has been described in [3]. Furthermore, in order to make the
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embedded watermark imperceptible, a perceptual mask has
been presented in [4].

Dual-tree CWT proposed by Kingsbury in [5] adopted
two wavelet trees with real coefficients which were operated
in parallel to achieve the real and imaginary parts of the com-
plex wavelet coefficients. As a result, the CWT has a re-
dundancy of 2:1 for 1-D signals. As for 3-D signals, the
two trees operate on each dimension separately, so the redun-
dancy becomes 8:1. Many researchers clarified that this re-
dundancy must be modified before embedding [6][7]. How-
ever, the redundant information includes ampler directional
details and large embedding capacity for watermark than that
of the DWT, which can help us embed watermark in a more
imperceptible and robust way. Therefore, a new watermark
embedding method in 3-D CWT domain is proposed in this
paper. By adopting an effective embedding mask, one can
process the redundancy in a far more imperceptible way rather
than modify the complex wavelet coefficients.

2. WATERMARK EMBEDDING USING
PERCEPTUAL WEIGHING AND DETECTION

In the proposed watermarking method, the video sequence is
firstly segmented into non-overlapping spatio-temporal plot
units (shots). Each shot is processed as follows, which is also
shown in Fig.1.

Step 1: The shot is projected onto the one level 3-D CWT
domain, and then we obtain 8 main subbands and their sub-
sidiary subbands. As each main subband has 7 susidiary sub-
bands, there are 56 subbands in total;

Step 2: Perceptual masks are evaluated from the coeffi-
cients of the 56 subsidiary subbands in CWT domain;

Step 3: The watermark to be embedded is got by multi-
plying the original watermark sequence with the perceptual
mask and the weight of the original watermark;

Step 4: The watermark is embedded into the 56 subsidiary
subbands;

Step 5: The 3-D ICWT is performed to realize the trans-
formation from CWT domain to spatio-temporal domain, and
then the watermarked video shot is obtained.

Finally, all the watermarked video shots are assembled to
form the watermarked video sequence.
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Fig. 1. The proposed watermarking approach using percep-
tual mask in 3-D CWT domain.

In the following, the proposed watermarking method will
be discussed in details.

2.1. Watermark Embedding

By evaluating the variance on the 56 subbands, we can weight
with higher value in the area where objects are fast-moving,
which is insensitive to eyes. To reduce the computational
complexity, the mask is evaluated on the main subbands and
some corrective factors are applied to weight the correspond-
ing subsidiary subbands. Specifically, a 3-D sliding window
of size 2 X 2 x 2 is applied on the main subbands to evalu-
ate its local variance 0,,(n),n = (n1,n2, n3), which is then
normalized. The masks of its 7 subsidiary subbands are ob-
tained by using some corrective factors to modify the o, (n).
As specified in the following, « is the corresponding order
number of its 7 subsidiary subbands.

V2,0 =3,5,6,7
(@) (n) = . ’ I
o12)(n) = 0 (n) { A 1)
Let u(n) be a shot composed by N3 frames of dimension
Nj x Ns and v(n) be its corresponding form after 1-level
3-D CWT. v\’ (n) (a = 1,--- ,7) denotes the 7 subsidiary
subbands in CWT domain which belong to one main com-
plex wavelet subband. Watermark is a pseudo-random binary
sequence with values in the set {-1,1}. To guarantee the im-
perceptibility of watermark as well as robustness, perceptual
weighing is performed. As a result, the embedding strength
of watermark is inflexible and depends on the masking char-
acteristic of human visual system.
In more details, the embedding is performed according to
the following rule:

f{)/gx)(n) — Vga) (Il) + J - m(n) . Uga) (Il) (2)

where § represents the embedding strength, m(n) denotes the
watermark sequence rearranged in 3-D, and aga)(n) is the

weighing function which is obtained by Eq.(1).
2.2. Watermark Detection

The correlation parameter p between the watermarked 3-D
complex wavelet coefficients and the watermark sequence to

be tested can be expressed as follows:

p= 5 3 YA () m(m) G)

a=1ne)

where Q@ = [0, N1/2] x [0, N2/2] x [0,N3/2], and C rep-
resents the normalization term. When we determine whether
the watermark is present or not, the correlation p need to be
compared with a threshold 7. With the Neyman-Person cri-
terion [8], the probability of false detection is

Py = Lerfe (T/ zag> @

where aﬁ denotes the variance of p, which is assumed con-
forming the Normal distribution. By requiring a probability

of false detection Py < 1078, a threshold 7' = 3.968, /203

2

is obtained. As detailed in [8], the correlation variance o s is

obtained by means of the following estimator

1 o
i > (0 m)’ 5)

a=1ne)

3. EXPERIMENTAL RESULTS AND ANALYSIS

In order to verify the effectiveness of the proposed water-
marking approach in 3-D CWT domain (called CWT algo-
rithm in the following), we conduct three groups of experi-
ments to compare with two methods in DWT domain (called
DWT algorithms in the following). The first one is used to
test the detection performance of the CWT algorithm, and the
other two experiments with different methods are employed
to compare the performance of perceptibility and resistance
to attacks. The experiments are performed on three uncom-
pressed videos separately: the football, tennis, and coast se-
quence, which are composed by N3 = 360 frames with the
size of N x Ny = 240 x 180 pixels. Every video is parti-
tioned into several shots with fixed length of 72 frames. The
size of the embedding watermark is 45 x 60 x 36 and the
embedding strength § is 0.6 in the CWT algorithm. The re-
sistance performance to three kinds of attacks, namely frame
averaging attack, frame cutting attack and Gaussian noise at-
tack, have been tested after normalizing the correlation p of
different methods.

3.1. Watermark Detection Results

Fig.2 shows the detector response expressed in Eq.(3) to 200
different marks with the embedded mark at position 100. It
is evident that the real watermark is the only one that gives a
detection value higher than the threshold, which also means
that the CWT algorithm is effective for blind detection.
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Fig. 2. Detection results of the CWT algorithm for different
sequences.

3.2. Comparison under the Same Parameter

In this experiment, the DWT algorithm has the same em-
bedded areas and the embed strength as the CWT algorithm.
After 1-level 3-DWT, 7 subbands (except the low frequency
subband-LLL) are watermarked with the perceptual mask de-
scribed in Eq.(1). However, it must be pointed out that al-
though we embed watermark in the same area in the CWT
and DWT algorithm, the number of embeddable subbands in
CWT domain is 8 times than that in DWT domain. The per-
formance can be evaluated from two aspects. The quality of
the watermark embedding video can be analyzed by the com-
parison of the PSNR and the detection results with different
attacks reflect the resistance to attacks.

(1) Perceptibility: Although the video quality appears no
different in Fig.3(a)-(c), from the comparison of PSNR in
Fig.3(d), it is found that the PSNR of the CWT algorithm is
higher than that of the DWT algorithm, which means CWT
algorithm can achieve higher perceptual vision qualities.

(2) Resistance to attacks: The detection results with dif-
ferent number of frame averaging, frame cutting and different
PSNR with Gaussian noise are shown in Fig.4(a)-(c) respec-
tively. The more averaged frames are, the closer to still se-
quences the video shot is. Due to the fact that movement is
one of the main areas we can hide our watermark with the 3-D
method, the detection results decline with the increase of the
number of averaged frames. It is also evident that the CWT al-
gorithm shows a bit strong at resisting averaging attack, while
it gains apparent advantage over the DWT algorithm in the
case of cutting attack. The higher the PSNR is, the weaker
the Gaussian noise added to every frame in a sequence is. As
a result, the detection results are worse with lower PSNR. As
CWT has more directional information than DWT, the per-
ceivable distorted area in CWT algorithm is smaller than that
in DWT algorithm. Therefore, the CWT algorithm is more
sensitive to noise than the DWT algorithm.
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Fig. 3. Watermark embedding sequences and comparison of
PSNR between them.

3.3. Comparison under the Same PSNR

For easier comparison, two ways are applied on the DWT al-
gorithm to achieve the same PSNR results as the CWT algo-
rithm. One is adjusting the embedding strength of the DWT
algorithm, and the other is resizing the embedding areas of the
DWT algorithm. For simplicity, the two methods are denoted
by DWT1 method and DWT?2 method respectively.

(1) Perceptibility: Comparison of the embedding strength
and repeat times of watermark between the CWT algorithm
and these two DWT methods are showed in Table 1. It is
found that the embedding strength of the DWT1 method must
be lower than 0.6 and the repeat times of watermark decrease
to keep the same PSNR with the CWT algorithm, due to the
fact that both the embedding size in one subband and the num-
ber of embedded subbands in the DWT2 method must shrink.
However, due to the existence of perceptual mask, the degree
of decreasing is not constant. If the repeat time of watermark
embedded is lower than 1, it means that in DWT domain, one
can embed watermark only in one subband which is water-
marked partially.

(2) Resistance to attacks: Experimental results of frame
averaging, frame cutting, and Gaussian noise are shown in
Fig.5(a)-(c) respectively. It is clear that the CWT algorithm
shows more superiority to attack resistance than DWT1 and
DWT2 methods.
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Fig. 4. Comparison of detection results with different attack.

Table 1. Comparison of embedding strength and repeat times
between the CWT algorithm and the DWT algorithm.

method football | tennis | coast
CWT(embedding strength) | 0.6 0.6 0.6
DWTI1 0.3 0.18 0.18
CWT(repeat times) 56 56 56
DWT2 1 0.85 0.5

4. CONCLUSIONS

In this paper, we present a blind detecting video watermarking
algorithm in CWT domain. During the embedding, a percep-
tual mask derived from 3-D complex wavelet coefficients is
exploited. With comparison between the CWT and DWT al-
gorithm, it is illustrated that the proposed method has higher
PSNR, larger embedding capacity and noticeable stronger re-
sistance to attack than the DWT algorithms. Furthermore, the
CWT algorithm has more repeat times of embedded water-
mark than methods in DWT domain. Consequently, it is more
effective when spread spectrum is needed. Although exper-
imental results show that the proposed algorithm has advan-
tages in detection performance, we need to further optimize
the video watermark embedding and detection procedures so
that it can be performed in real time.
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