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Abstract—Analysis of keystroke dynamics can be useful in 
protecting personal data because an individual is authenticated 
not only by password, but also by that individual’s keystroke 
patterns. In this way, intrusion becomes more difficult because   
the username/password pair, as well as the typing speed and 
correct keystroke pattern must both be duplicated. The purpose 
of this paper is to present a keystroke analysis tool that can be 
incorporated into distributed systems and web-based services.  
This study also assesses the potential of keystroke analysis as a 
complementary authentication mechanism. Eleven individuals 
entered a password into specially developed keystroke analysis 
software twenty times over a course of four sessions. The data 
were statistically analyzed to determine keystroke patterns. Tests 
were performed to verify whether the users could be properly 
authenticated. Results show that authentication with mean key 
press timings resulted in very good false acceptance rates, while 
allowing access to appropriate users. 
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I.   INTRODUCTION 

 Biometrics is the study of employing physiological and 
behavioral characteristics that uniquely identify a person [1]. 
Physiological characteristics, including fingerprints, retina
vascular patterns, hand geometry, and facial characteristics, 
are biologically-based characteristics that are unique and 
unalterable, unless they are altered by physical harm.   
Behavioral characteristics, such as handwritten signatures, 
voice patterns, and keystrokes, comprise behavior patterns that 
can also be considered as unique. These characteristics arise 
from certain physiological traits (i.e. keystroke patterns are 
affected by hand size and finger musculature), as well as 
psychological and environmental factors. Behavioral measures 
are dynamic, as they may change throughout life [2].  

 When attempting to access a computerized system, people 
are normally authenticated through a username and password. 
It has been demonstrated that this form of authentication is not 
completely safe because, through a series of different attacks, 
an intruder can determine the username and password, which 
would then allow unauthorized access [3, 4]. Behavioral 
biometrics, such as measures based on keystroke analysis, 
could be used as complementary metrics to defeat intrusion 
attempts. Keystroke measures are different from many other 
behavioral biometrics because of the specific human computer 
interaction component. Behavioral biometrics such as 

handwritten signatures do not directly involve the target 
device (i.e., the computer keyboard), whereas keystroke 
patterns have a direct relationship with the specific input 
device through which authentication takes place.  

  Keystroke-based authentication is a very active sub-field 
of computer security, and has already reached a high level of 
maturity [2]. Numerous studies have demonstrated the 
uniqueness of keystroke patterns for each individual. In 
systems that implement keystroke patterns as part of their 
authentication mechanisms, the login process requires not only 
the correct username and password, but also matching specific 
keystroke patterns that have been identified and stored for that 
individual. Such a mechanism could increase the difficulty of 
intruders being authenticated, as the unique typing pattern 
would be very difficult to reproduce [2, 5].  

 While previous approaches examined total password entry 
time, keystroke latency based on press and release timings, 
and other patterns, this paper focuses on the analysis of timing 
intervals between key presses, and proposes a small, portable 
keystroke-based authentication system that can be used in a 
variety of applications.  The primary goal is to defeat 
intruders, while still maintaining an acceptable rate of 
acceptance; that is, false rejection is considered to be less of a 
problem than false acceptance. Using key press intervals, a 
more robust signature identifier may be established. The 
implementation does not require excessive computational 
power, and is mostly platform-independent. The primary target 
group is comprised of “non-casual” users who use a keyboard 
on a regular basis to perform everyday duties that require 
some degree of typing proficiency. However, such a system 
could also potentially be used for distributed applications over 
the Internet.  This study, therefore, supports the conclusions of 
other authors delineating the efficacy of keystroke dynamics in 
authentication [2, 4, 5], while emphasizing the role of interval 
timings as a complementary measure against false acceptance. 

II.  RELATED WORKS

 Several authors have investigated the various aspects of 
keystroke dynamics.  In a relatively early study, keystroke 
profiles that can successfully identify users were generated 
with pattern recognition techniques [2]. Participants 
downloaded an executable program which they ran for data 
collection from their own machines. Upon data extraction and 
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analysis, users were then classified according to identified 
patterns.  Correct identification rates, varying from 83.22% to 
92.14%, were reported, depending upon the classification and 
identification technique. It was also noted that users should 
enter pre-specified text instead of free text during 
authentication – an approach that was adopted in the current 
study. 

 The feasibility of validation through digraphs and 
trigraphs was also investigated [6]. In this context, a digraph is 
defined as the time difference between the key press event of 
the first key and the release event of the second key, while a 
trigraph is the time difference between the key press event of 
the first key and the release event of the third key. The study 
tested users who logged in as themselves, and also as someone 
else to simulate impersonation attempts. The false rejection 
rate was between 0% and 55%, and the false acceptance rate 
was 0% for 80% of those acting as intruders, which was 
considered to be a satisfactory result. 

 The effectiveness of fixed strings within free text of 
English and non-English words (such as “ttyl” – “talk to you 
later”) as a tool for authentication was also investigated [7].  
This is a form of continuous authentication that proceeds 
during keyboard entry. From data collected from several 
individuals and from over 9.5 million keystroke events, it was 
found that non-English words were more effective for 
identification than English words.  

 In a different approach to keystroke analysis, research was 
conducted to test the effectiveness of adding pauses and cues 
to a password [8]. A pause is a specific place within a 
password where entry is delayed for a pre-determined amount 
of time. If cues are used within a password, sounds were 
presented to indicate when to pause and when to continue 
typing. It was concluded that the use of pauses and cues are 
more effective than employing keystroke dynamics alone. 

 Although the previous studies generally focused on the 
standard QWERTY terminal-style keyboard, a recent 
investigation attempted to determine whether keystroke-based 
authentication could be applied to mobile devices, such as cell 
phones [9]. Eleven digit telephone numbers and specific text 
messages were entered.  It was found that this system is 
inadequate because of the extra computational power required 
to perform this type of authentication, which is not suitable for 
those who do not use mobile devices on a regular basis. 

 This brief survey underscores the attention devoted to 
keystroke dynamics, and underscores its potential as a 
complementary authentication measure.  With the exception 
for mobile devices, which are greatly dependent upon the 
specific interface, results to date have been very encouraging, 
and suggest that keystroke-based authentication techniques 
will continue to develop and to improve. 

III.  METHODS

 In the current study, key press intervals were employed as 
the authentication measurement. Specifically, a key press 
interval is defined as the elapsed time between two 

consecutive key presses. For authentication to be successful, 
key press interval timings during password entry must 
reproduce, within a specified tolerance, those that were 
recorded during an earlier data collection process, known as 
registration.  Determination of these tolerances is explained 
below.  It is proposed that this type of keystroke analysis will 
result in a low false rejection rate (FRR) and, more 
importantly, a low false acceptance rate (FAR), where the 
FRR is defined as the rate at which a user is rejected when 
they should be accepted, and the FAR is the rate at which a 
user is accepted when they should be rejected. 

Eleven volunteers, all intermediate to upper-level 
undergraduate students, participated in this study. Although 
this is a small sample size, the range of typing abilities varied 
enough that they approximately represent people who would 
be affected by keystroke analysis on a regular basis. None of 
the users were trained typists, but they all perform work daily 
that requires a keyboard.  

Each participant was assigned a username derived from 
their own name, as well as a unique password representing a 
course code for the Computer Science Department at 
Nipissing University (for example, cosc1557). As course 
codes are frequently typed by students, it was expected that 
this choice of passwords would reflect each individual’s 
specific keystroke dynamics, and that these codes would be 
entered consistently.  Having all participants use a similar 
template also facilitates the study of inter- and intra-user 
variability.  The passwords also contain a combination of 
letters and numbers, which, in real applications, typically 
increases password security [2].  

The keystroke application software was written in Visual 
C# under the Microsoft® Visual Studio .NET 2003 
framework. Visual C# is a fully object-oriented language, and 
this paradigm facilitated the development of the programs 
required for the system. For example, information could be 
passed to a main class, which is then used during the 
processing of registration information. Visual C# also has 
built-in networking and database connection capabilities, 
enhancing utility for web based services. Networking 
capabilities are also helpful where the login information is 
stored on a single password server. Finally, Visual C# has 
encryption capabilities that allow password and keystroke 
information to be encrypted en route to the server.  However, 
the keystroke system could be implemented in any appropriate 
language. 

The data collection, as well as all login attempts, was 
performed on the same laptop PC using a standard QWERTY 
keyboard that did not include a number pad. The data were 
stored in an MS Access database, which were queried through 
SQL invocations.  In the experiments, the participants entered 
their user name and password twenty times over the course of 
four sessions. During each session, the users entered their 
information five consecutive times. The system stored the 
timings of the keystroke intervals, from which a profile was 
generated. 
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For each key press interval, the data were observed in 
order to determine the timing that best represents each 
individual’s normal key press patterns. For example, if a key 
press interval had registered times that fell between 90 and 
200 msec, but most of the times were approximately 150 
msec, then a timing of 150 msec best represents the normal 
key press time for that key press interval. Fig. 1 shows the 
mean results for a specific user that were obtained by this 
method.  The bars in this figure represent the mean time of 
each key press interval, and the error bars denote the standard 
deviations.  As seen from this example, the standard deviations 
for the key press intervals “c-o”, “o-s” and “s-c” are very 
small, indicating that the “cosc” portion of the password was 
entered in a consistent manner. The standard deviation for “c-
x” represents the transition from typing characters to numbers. 
The standard deviation in this case is relatively large, 
indicating that this portion of the password was typed 
inconsistently. Additionally, for key press intervals in the 
numeric part of the password, the standard deviations are 
much larger than those of the intervals containing only 
characters, indicating that for this individual, the interval 
timings for the numbers in the password are less consistent 
than for the characters. 

Initially, it would seem that tolerance bounds should be set 
according to the standard deviation of interval timings 
obtained during registration. However, the variability in the 
timings during entry of the numeric portion would allow 
intruders to have easier access.  As a result, for this study, the 
standard deviations were used as the basis to empirically 
tighten – and, in a few cases, loosen – the bounds, with the 
goal of eliminating or greatly reducing false acceptance.  
However, such an adjustment was based on the timing 
variability as observed from analysis of the experimental data, 
resulting in tolerances that are unique to each user.  In the 
sample population, most of the timings had high standard 
deviations, especially during the transition from entering 
alphabetic to numeric characters, and during numeric entry.  
For these participants, the tolerance bounds were tightened.  
For those individuals who exhibited consistent timing 
intervals, the bounds were slightly loosened. 

Figure 1.  Key press means at registration, Participant 1. 

It was also empirically determined that the timings for key 
press intervals should fall within the specified tolerance for 
five of the seven intervals (for an eight-character password), as 
the same interval timings will not be registered every time 
passwords are entered. For instance, typing patterns may be 
affected by injuries, psychological factors (e.g. moods, stress, 
hurriedness), along with many environmental factors.  These 
factors can also potentially affect other keystroke metrics. 

After registration and setting tolerances, the system was 
tested with each participant attempting to log in five 
consecutive times.  The false rejection rates were recorded. To 
check robustness with respect to intrusion, three of the eleven 
users attempted impersonate users different from themselves 
during authentication. The person that they were 
impersonating was selected based on the similarities within the 
two individuals key press times. For example, if two people 
type “c-o” within 110 milliseconds, “o-s” within 90 
milliseconds, and “s-c” within 124 milliseconds, then the 
typing patterns were considered to be similar. Testing against 
individuals with similar keystroke patterns was considered 
useful because a successful system must prevent intruders 
from being authenticated as users who have similar keystroke 
dynamics. 

IV.  RESULTS

 The primary goal of authentication with keystroke interval 
timings is to defeat intruders.  In other words, the requirement 
for such a biometric is a low FAR.  After adjustment of each 
participant’s tolerances, the FAR, as measured by successful 
intrusion attempts, was zero (0%).  Over all the testing trials, 
36% of the participants were able to successfully login more 
than 50% of the time;  27% were able to login between 20% 
and 40% of all attempts, and 36% could not be authenticated.  

Users who were either unable to login, or who had a low 
acceptance rate, were found to have the most inconsistent 
keystroke patterns, and therefore the bounds for these 
individuals could not be properly determined. The false 
rejection rates of each user are found in Table I.   

TABLE I. FALSE REJECTION RATES AT LOGIN

User False Rejection Rates 
(%) 

1 0 

2 20 

3 100 

4 40 

5 80 

6 40 

7 100 

8 60 

9 80 

10 100 

11 100 
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Figure 2.  Mean key press times at registration, Participant 10. 

An example of an inconsistent user’s key press times is 
seen in Fig. 2.  This figure shows the means of the key press 
times that were found for each interval at registration, and the 
error bars represent the standard deviations.  For this 
individual, there is only one key press interval (“c-o”) which 
was typed with low variability.  That is, only one interval 
could be used to determine an accurate tolerance. Generally, 
the intervals of the password containing numbers have larger 
standard deviations than the character intervals of the 
password for all participants.  Therefore, Fig. 2 is an example 
pattern from an unusually inconsistent typist, who may 
represent “casual” users that could not be authenticated 
through keystroke analysis, because the normal keystroke 
patterns for these individuals could not be determined.  Further 
relaxing the tolerances (for true acceptance) would likely 
result in a higher FAR. Higher FARs allow easier access for 
intruders, which is what the system is specifically designed to 
avoid. Therefore, authentication of this user through 
keystroke-based metrics would pose difficulties.

As mentioned previously, during registration, it was 
observed that participants typed the alphabetic portion of the 
password with much less variability than the numeric portion, 
resulting in difficulties during authentication. In a false 
rejection, the key press times were generally not within the 
correct range for the numeric portion of the password.  To 
illustrate this point, consider timing information for two 
additional participants, as shown in Fig. 3 and Fig. 4.  
Comparing the timings in these two figures, it is observed that 
the mean times at login have decreased for most of the 
numerical key press intervals.  The mean timings for the 
character key press intervals remain stable, indicating that the 
user was not reproducing the correct key press times for four 
of the seven key press intervals, which explains why this 
individual was not properly authenticated.  

Fig. 5 shows the differences between a participant’s mean 
interval timings, one of that person’s successful login 
attempts, and an intruder’s attempt to impersonate that user’s 
keystroke patterns.  The two lines that represent each of the 
login attempts have a similar shape, indicating the similarity in 
typing patterns between the true user and the intruder.   

Figure 3. Mean key press times at registration, Participant 5. 

Figure 4. Mean key press times at login, Participant 5. 

Figure 5. Intruder login attempts vs. valid key press timings. 

The intruder was generally able to type within the bounds 
for two of the key press intervals, but this is not sufficient for 
proper authentication.  

As presented earlier, each participant who attempted to 
impersonate another user had a 0% false acceptance rate.   
These results suggest that keystroke interval authentication is 
capable of defeating intrusion based on similar keystroke 
interval timings.  Although the false rejection rate was found 
to be higher than would be acceptable in most applications, 
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there are many circumstances in which keeping intruders out is 
a preferable outcome, at the cost of occasionally rejecting 
legitimate users.  High security applications, where users are 
authenticated on specific keyboards, constitute a large class of 
these situations. Further study will be done to determine how 
to decrease false rejections, while maintaining very strict false 
acceptance rates.  

V. DISCUSSION

  The extremely low false acceptance rate observed in this   
study demonstrates the efficacy of keystroke interval timings 
in defeating intrusion attempts.  However, the false rejection 
rate, which was unacceptably high in some cases, strongly 
suggests that keystroke intervals should be employed only in 
specialized applications, where at least a moderate degree of 
typing proficiency can be expected.  The results also suggest 
that, at present, adjustment of acceptance/rejection tolerances, 
even with empirical methods, is necessary. 

As with behavioral biometrics in general, authentication 
based on keystroke dynamics has drawbacks. For example, 
typing patterns and entry speed are very dependent upon 
emotional factors [1]. If, during the registration phase, an 
individual’s emotions affect typing patterns, statistical analysis 
will produce bounds for authentication that may not properly 
represent the person’s normal typing patterns. The same holds 
true during normal password entry after registration.  

 Furthermore, personal behavioral characteristics, 
including keystroke dynamics, are likely to change over time 
[2, 4, 11, 12]. Consequently, a keystroke-based authentication 
system requires maintenance on a regular basis. Determining 
the regularity of system updates could prove to be difficult. 
Behaviors of some individuals may change more rapidly than 
others, and if the data for those people are not frequently 
updated, system integrity could be compromised.  

 Current systems that authenticate through username and 
password make allowances for human error, as mistakes can 
be corrected.  However, with keystroke-based authentication, a 
mistake generally means that authentication needs to be 
restarted – or at least the error must be removed from the 
keystroke pattern before analysis. Non-authentication based on 
“incorrect” keystroke patters could lead to frustration, which 
may further affect typing patterns, resulting in an individual 
being constantly denied access. 

 A secondary form of authentication may be needed for 
those who have sustained an injury and are incapable of typing 
properly.  Such measures, a security question, for instance, are 
common practice when users forget their passwords.  
However, it may be relatively easy for intruders to obtain the 
proper information required for authentication.  Other 
behavior biometrics not based on human-computer interaction 
may then be used to complement authentication. 

VI.  CONCLUSIONS AND FUTURE WORK

 The investigation presented in this paper focuses on a 
specific group of computer users: those who use a keyboard on 
a regular basis. This is an important issue, because people 
naturally type differently on different keyboards. Becoming 
familiar with unknown keyboards requires time.  As a result, 
keystroke interval timings are most appropriate for computer 
users with typing efficiency, who are entering their passwords 
on a familiar keyboard.   

Due to the inconsistencies in registration information of 
specific individuals (see, for example Fig. 2), this type of 
authentication would be less practical for casual users (i.e. 
those that require authentication when using email). Keystroke 
interval timings may however, prove to be beneficial for those 
who are working in high security facilities, or for those who 
access sensitive information. For instance, keystroke dynamics 
add an extra security measure for online banking.  An 
interesting question is whether individuals who are aware that 
their keystrokes are being analyzed would be more 
conscientious of their typing during registration, as well as 
when they are attempting to log in. 

Keystroke-based authentication systems decrease the 
possibility of password attacks by intruders (e.g. dictionary 
attacks), because, even with login and password information, it 
is extremely difficult for an intruder to reproduce keystroke 
patterns.  Attacks on behavioral biometrics are difficult 
because, as has been previously stated, behavioral biometrics 
are unique to each person: a fact that has been employed for 
years in signature verification.  Keystroke patterns are difficult 
to reproduce, even with much practice.  As biometrics 
measures, these patterns vary from person to person, even 
among those who have undergone the same typing training, 
just as students learning cursive writing from the same teacher 
still have different writing styles after training.  Furthermore, 
behavioral biometrics change over time. They can even change 
between consecutive entries, making forgery very difficult for 
intruders [2, 4, 11, 12]. For these reasons, keystroke-based 
dynamics comprise a good complementary security tool. 

The results of this study also suggest future research 
directions.  Initially, the passwords consisted of characters and 
numbers, because of the added security over and above 
passwords that containing only characters [3]. In future work, 
keystroke analysis will be tested on passwords that contain 
only characters, as well as on those including both numbers 
and special characters. The experimental results indicate that 
people type a string of characters at a more consistent rate than 
they type numbers, and the passwords containing only 
characters may result in lower false rejection rates. The 
disadvantage of (theoretically) less secure passwords would 
need to be assessed against the potential added password 
strength provided by keystroke-based biometrics. 

 Additional experiments will be done with the same and 
with different forms of password, entered on a keyboard 
containing a number pad.  In the current experiment, 
participants found that typing the numbers was more difficult 
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without a number pad. It can therefore be hypothesized that 
having a number pad would produce more consistent 
registration results, allowing for a better determination of 
normal typing patterns, while decreasing the FRR. 

 Future experiments will also include larger sample sizes. 
Although the sample in the current study was felt to 
approximately representative of the user group to whom 
keystroke-based authentication was target, larger sample sizes 
would aid in the determination of threshold tolerances, which, 
in the current work, were empirically determined.  Larger 
sample sizes and more extensive trials will allow statistical 
techniques and methods from computational intelligence [2] to 
be applied to computing tolerances.  In particular, neural 
network approaches [2, 13] and fuzzy logic techniques [14] 
have been successfully used in pattern recognition, and will be 
employed in future work to classify individuals using key 
press intervals.  Furthermore, users’ entry of their username, in 
addition to their password, will also be analyzed for keystroke 
characteristics. 

 In this paper, a keystroke-based behavioral biometrics 
measure employing key press interval timings was discussed. 
It was demonstrated that this metric could be useful for 
authenticating users with some degree of typing ability, 
although this approach may not be suitable for casual users 
who exhibit wide variability in their keystroke patterns.   
However, keystroke intervals, when used in conjunction with 
other keystroke-based measures and behavioral biometrics, 
may complement the traditional username/password paradigm 
to provide added protection and security. 

ACKNOWLEDGMENT

The authors thank all the volunteers who participated in this 
study. 

REFERENCES

[1] W. S. Coates, A. Bagdasarian, T. J. Houle, and T. Lam, The 
Practitioner’s Guide to Biometrics, American Bar Association, 2007. 

[2] F. Monrose and A. Rubin, “Keystroke dynamics as a biometric for 
authentication,” Future Generation Computer Systems, vol. 16(4), 2000, 
pp. 351-359. 

[3] D. Gollman, Computer Security, 2nd ed., Wiley, 2005. 
[4] A. Peacock, X. Ke, and M. Wilkerson, “Typing patterns: A key to user 

identification,” IEEE Security and Privacy, vol. 2(5), 2004, pp. 40-47. 
[5] K. Omoty and E. Okamoto, “User identification systems based on 

biometrics for keystrokes,” LNCS 1726, 2004, pp. 216-229. 
[6] M. Choras and P. Mroczkowski, “Keystroke dynamics for biometrics 

identification,” LNCS 4432, 2007, pp. 424-431. 
[7] R. Janakiraman and T. Sim, “Keystroke dynamics in a general setting,” 

LNCS 4642, 2007, pp. 584-593. 
[8] S. Hwang, H. Lee, and S. Cho, “Improving authentication accuracy of 

unfamiliar passwords with pauses and cues for keystroke dynamics-
based authentication,” LNCS 3917, 2006, pp. 73-78. 

[9] N.L. Clarke and S.M Furnell, “Authenticating mobile phone users using 
keystroke analysis,” International Journal of Information Security, vol. 
6(1), 2007, pp. 1-14. 

[10] K. Revett, S. Tenreiro de MagalHaes, and H.M.D. Santos, “Enhancing 
login security through the use of keystroke input dynamics,” LNCS 
3832, 2005, pp. 661-667. 

[11] L.Ballard, D. Lopresti, and F. Monrose, “Forgery quality and its 
implications for behavioural biometrics security,” IEEE Systems, Man 
and Cybernetics, vol. 31(5), 2007, pp. 1107-1118. 

[12] F. Bergandano, D. Gunetti, and C. Picardi, “User authentication through 
keystroke dynamics,” ACM Transactions on Information and Systems 
Security, vol. 5(4), 2002, pp. 367-397. 

[13] L. Fausett, Fundamentals of Neural Networks. Upper Saddle River, NJ: 
Prentice Hall, 1993. 

[14] T. J. Ross, Fuzzy Logic With Engineering Applications, 2nd Ed.  West 
Sussex, UK: John Wiley and Sons Ltd., 2008. 

91



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


