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Abstract. Based on granular computing, information flows in
Discretionary Access Control (DAC) are examined. DAC are
classified in the following nested order: From general to specific,
binary neighborhood systems(binary relations),topological spaces
(reflexive and transitive relations) and clopen spaces (equivalence
relations) in geometric (algebraic) terms. In security terms, the
two smaller classes meet information flow security and Chinese
wall security policy in respective order. Roughly, information
flow security policy (IFSP) means any data can never flow or
propagate into the enemy hands of the initial owner. Chinese
wall security policy is IFSP, in which enemy is a symmetric
relation.
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I.  INTRODUCTION

It has been known for a long time that information flow on
Discretionary Access Control (DAC) is a difficult problem;
e.g. [41]. For example, in UNIX system, the owner of data is
the one who may authorize the access of the data. So if
Peter’s data D flows through Larry to John, then we have a
dilemma: D has three owners. The most undesirable situation
for Peter is that the new owner may authorize Peter’s enemy to
read the data D. In this paper, we will solve this type of the
problem. However, our solution is not direct in the sense that
we are not providing a procedure to convert an insecure
system to secure one. What we have done is to determine the
mathematical structures of DAC. From the understanding of
DAC, we can choose appropriate DAC so that the dilemma
will not occur.

Our approach is based on an emerging field, called Granular
Computing (GrC). From GrC’s view, we have found that DAC
have the following structures: From general to specific in a
nested order, (1) geometrically, binary neighborhood systems,
topological space, and clopen spaces. (2) Algebraically, binary
relations, reflexive and transitive relations, and equivalence
relations. Based on such understanding, we can show that a
DAC is secure in (1) information flow security policy (IFSP),

if DAC defines a topological space (or equivalently a reflexive
and transitive relation), or (2) Chinese wall security policy
(CWSP), if DAC defines a clopen space (or algebraically an
equivalence relation). Roughly, IFSP means any data can
never flow or propagate into enemy hands of the initial owner.
CWSP means any data can never flow or propagate between
those who are mutually in conflict. Mathematically, if the
enemy relation in IFSP is symmetric, then IFSP = CWSP.
Chinese wall security policy have been reported in 2003 [22].
So this paper is focused more on the information flow security.

II.  PROPAGATION PROBLEMS

To understand the information flows, especially, in commercial
security has been a difficult problem. Here is a summary of the
essence of the problem from a file in the internet [42]. We
reformulate it as follows (only the quoted statements are the
original)

1. "Most people familiar with DAC"

1. "Example: Unix user-group-other permission bits.

2. "Might set a file private so only group friends can read it"
We have revised the next bullet to:

2. "Discretionary means anyone with access can propagate
information" based on DAC. Note that the data sent

by e-mails: Mail sigint@enemy.gov < private

is assumed to have been regulated by DAC (as well as MAC).
To see the detail problem, we need the notion of security .

A. Information Scurity

A common definition of a secure system is: The following
quote is from [9]: “A system is secure if it is adequately
protect information that it processes against unauthorized
disclosure, modification and deny of service.” We will focus
on the first two items. It was paraphrased in [43] as follows:

3. A system is secure if any operation, such as disclosing or
sending information, on the system is authorized.
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This rather trivial assertion was used to show that MAC with
trusted subjects is secure. In DAC, the situation is quite
different. For example. in UNIX system, the owner of data is
the one who may authorize the access of the data. To discuss
the details, we need to set up some basic notions and notations.

B. DAC and UNIX

UNIX’s user-group-other permission bits allow group friend to
access user’s data. For simplicity, we will assume all data of a
user has the same permission bits. So we will use, by abuse of
language, user’s name to refer to him or his data. We denote
this group friend of the user e by F-list (e); this list also has
been called access list. In UNIX, by default, the compliment
is the enemy list, which means no one in the list can access
owner’s data. This list is denoted by E-list (e).

However, in UNIX, the E-list( ® ) has been treated quite
casually. But in MAC, the E-list is much more seriously
treated; it is called explicitly denied list that take precedence
over any permissions. In Chinese wall security policy, the
enemy list (conflict of interest class) is also the primary
concern. In this paper, we will adopt the later attitude.

1) E-list( @) is a seriously considered list
2) E’-list( @) is the compliment of E-list(e)
3) F-list( ) is the usual friend list of F-list

Obviously, F-list is a subset of E’-list and hence is disjoint
from E-list.

C. Information Propagation on DAC

Now, let us back to the discussion of security. Let Peter be the
owner of a piece of data D. Let Larry be in F-list(Peter) and
John in F-list(Larry). Suppose Peter’s data D has been flowed
into Larry, then to John. Note that once Larry and John have
accessed the data D, each becomes a new owner. In other
words, D has three owners. Then

4. what will be the initial owner Peter’s concern ?

His concern is new owners may authorize someone in
1. F-list(New owner)nE’-list(Peter), or

2. F-list(New owner)NE-list(Peter)

to access data D.

Case 2 is not acceptable, from Peter’s view. This is the
propagation problem, more generally

Propagation problem may occur, if F-list(e) N E-list(Peter) is
not empty for some user o, such as Larry or John, who is a
direct or indirect friend of Peter. We will use T(Peter) to
denote this group of direct or indirect friends or their data; it
will be defined formally in later section and called the
trajectory of Peter. So previous conditions “F-list(e) N E-
list(Peter)” is reduced to “T(Peter) N E-list(Peter)”.

5. Propagation problem exits, if T(e) N E-list(e) is not
empty

To simplify further discussions, following UNIX’s practices,
we assume

6. Convention: F-list(e) = E’-list( o)

III.  GRC AND REFROMULATION OF DAC

In 1989 Brewer and Nash (abb, BN) proposed a very
interesting security policy, called Chinese wall security policy
[2]. The paper essentially addresses some type of information
flow problem on DAC. To maintain the continuity, we will
adopt its notations and language here.

A user in UNIX is the owner of an account. Without the
lost of generality, we have assumed that the files in an account
have the same permission bits and refer these files as the
dataset of the account, owned by a company. BN referred the
dataset of a company an object. So the UNIX-permission-bits
essentially specify a group of users who can access the
information of an object, say X. Here the access means to read
and may be to save the information of X to the datasets of this
group. We will abstract such an access by the concept of
information flow. Namely, when such an access occurs, we say
information in object X has flowed into an object Y'; here Yis a
generic object in this group.

We have taken pains to abstract the UNIX files into objects.
However, the notion of objects shall not be restricted to UNIX.
Abstractly, an object consists of information (dataset) and its
container (the account). So information in a DAC can flow
from an object and be received by objects. Following BN, the
collection of all such objects will be denoted by O. Therefore,
the permission bits are abstracted to the following:

5. To each object, say X € O, we associate a group E-/ist(X)
={Y;.j=1,2,...} of objects who may not receive information
from X. In other words, information in X may not flow into any
object ¥, j =1, 2,.... The set E-list(X) is, in MAC, referred to as
explicitly denied list. We simply call it the enemy-list of X. In
Chinese wall security model; this is called conflict class.

6. By default, the friend list of X, denoted by, F-list(X),
consists of a group of objects, to which information of X can be
flowed. This list has been referred to as access list; we will call
it friend list [23].

Definition 1 E-DAC model is a map
E:0—=2%: X 5 EWX.

that associates each object an enemy-list, where 2° denotes the
collection of all subsets of O, namely, the power set of O.
Observe that in this paper, we denote DAC by E-DAC. Here E
is used to emphasize that the information is NOT flowed into
enemy's datasets. Such a list has been called explicitly denied
list [23].

Definition 2 F-DAC is a map
F:0—-2°: X > F(X).

that associates each object a friend-list. The F in F-DAC is used
to emphasize that the information is flowed into friends'
datasets

Abstractly, E(X) and F(X) concern the "same" concept.
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A.  Granular Computing on DAC

The concept of F-DAC and E-DAC can be viewed
geometrically: Let U be a set and p be a point in U. Here, U is a
geometric view of O, and we shall consider the geometric
abstraction of F-DAC or E-DAC. Namely,

Definition 3 Geometric abstraction of E-DAC (or F-DAC)
is a map

B:U—-2": p—>B(p)

that associates to each point p a subset B(p), which may be
empty. This map is called a binary neighborhood system (BNS)
or a binary granulation (BG); by abuse of language, we will
also call the collection {B(p) | pe U} a BNS. B(p), called a
neighborhood, is geometric abstraction of E(X) or F(X).

The notion of BNS is equivalent to that of binary relation(BR).
Proposition 1. BNS induces and is induced by a BR.

Let B be a BNS, then we define the binary relation (recall that
a binary relation is a subset of the Cartesian Product U x U)

Br={(p,u)| ue B(p) forallp e U}
Conversely, we define (right) binary neighborhood by

B(p) = {u[(p.uw) € Br }.

Definition 4 The binary relation induced by F is called
Direct Information Flow Model (DIF), and denoted F again or
in some occasion by more graphically notation =. Similarly,
the binary relation induced by E is called No Direct Flow
Model (NDIF) and denoted by E again or more graphically #>.

Pawlak introduced (1982) the concepts of rough sets based
on the upper and lower approximations. Mathematically, these
concepts are actually quite standard in the theory of topological
spaces. They have been extended to neighborhood systems and
granular computing [11],[12], [13], [17],[18].

Definition 5 For any subset S of U, we define

1. Derived set: A point p is a limiting point of S, if every
B(q), such that p € B(q), contains a point of S other than p.
The set of all such limiting points of S is called the derived set
DIS]. The limiting point is also called accumulation point.

2. Closure: C[S] = S u DIS]; note that, in general, such
C[S] is may not be closed, unless U is a topological space.
Pawkak's upper approximation is a special case of this concept.

3. Closed Closure: We may define the closed closure as
follows: S together with its transfinite derived set, which is
derived transfinitely many times, that is, CC[S] = S L D[S] LU
D[D[S]] v DI[DI[DI[S]]] ... (transfinite). Such a closure is
closed, even in neighborhood system spaces.

4. Imterior: I[S] = {p | B(p) < S}. Pawkak's lower
approximation is a special case of this concept.

The Closed Closure of a point has special meaning in DAC.
It is related to the trajectories (orbits) of information flows.

Definition 6 Let O be the set of all objects and X an object.
Then

T(X)=CC[{X}]={X}UD[{X}]uD[D[{X}]]w D[D[D[{X}]]]. .
(transfinitely many)

is called the trajectory of information flows from X.

IV. INFORMATION FLOW SECURITY POLICY

The nature of the information flow is "continuous flowing."
So we need to trace its trajectories, namely, we have to apply
= repeatedly to the objects. So we define

Definition 7 Information Flow from X to Y is defined to be
the compositions of finite sequences of = (Direct information

Slow):

X=Xy Xi=X... =>Xn}=Y

Here n varies through some integers. Note that this includes
the case, X = X. The collection of such (X, Y') is a reflexive
binary relation, denoted by C and called Information Flow
Model.

Corollary 1 C is the transitive closure of D.
The following corollary is immediate from the definitions.
Corollary 2 T(X)={Y | (X,Y)e C}

Intuitively, T(X) consists of all possible points that the
information flows are allowed to reach.

MAIN THEME: The central theme of this paper is to
discuss: How DAC can be designed properly so that
Information flows can never flow into enemies' hands.
Formally, we say

Definition 8 The requirement that information flows will
never flow into enemy list is called information flow security
policy (IFSP). In other words,

TX)n EX)=@, ¥V Xe O,
where T is the trajectory and E is the E-DAC.
An object X is said to be secure, if T(X) N E(X) = <.

A.  llustrations
Let us illustrate the concepts by examples:

Example 1 Assume we have five objects A, B, C, D, E and
their E-DAC is given below:

A - {B,D,E}
B - {A,CE}
C—-{B,D,E}
D—-r{A CE}
E - {A,B,C,D}

By default, we assume the complement of each friend-list is
an enemy-list. So F-DAC is:

(DA = {AC}
2)B— {B,D}
3)C— {A,C}
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(4D — {B,D}
() E— {E}

In this example, the F-DAC is secure in the sense of no
information of an object X may flow into enemies' objects. Let
us look at the trajectory of each object

From (1), T(A)= {A, C} , then we examine (1) and (3), we
should have added the items in the right-handed side of the
arrows into T(A). However, in this case, there is no change in
T(A)

Observe that T(A) does not meet E(A) = {B, D, E}, so A is
secure object.

Similarly from (2) and (4), we get T(B) = {B, D}. Observe that
T(B) = {B, D} does not meet E(B) = {A, C, E}, so B is secure
object.

From (3), (1); (4), (2), we can conclude C and D are secure
respectively.

From (5), we get T(E) = {E}; it does not meet E(A) = {A,
B, C, D}, so E is secure.

So Example 1 meets IFSP.
Next let us look at a negative example
Example 2 The enemy lists are:
A — ¢ {B,D,E}
B—-g{ACE}
C—-{B,D,E}
D — g {A CE}
E - {C, D}
By default, the friend-lists are:
(HA— {AC}
2)B— {B,D}
3)C— {A,C}
4D—- {B,D}
B)E— {E, A, B}

From (1), (3), we observe that the trajectories are T(A) = T(C)
= {A, C}, which does not meet E(A)= E(C)={B, D, E}. So A
and C are secure

From (2) and (4), we have T(B)=T(D)={B, D}, which does not
meet E(B)=E(D)={A, C, E}. So B and D are secure.

From (5), we get T(E) = {A, B, C, D, E}. Next, we consider the
arrows that start from the objects in T(E), namely, (1), (2), (3),
(4), and (5). However T(E) does not change from this new
consideration. Now, we observe that T(E) does meet E(E) =
{C, D}. So we conclude E is not secure.

So we conclude that Example 2 does not meet IFSP, so are not
secure.

B.  Main Theorems

Let us recall some definitions

1. A symmetric binary relation B is a binary relation such
that for every (u, v) € B implies (v, u) € B.

2. B> =V x V ~ B, which is the complement set of B,
defines the complement binary relation (CBR).

3. A binary relation B is anti-reflexive if B is non-empty
and no pair (v, v) is in B. Observed that B is anti-reflexive iff B'
is reflexive.

4. A binary relation B is anti-transitive if B is non-empty
and if (#, v) belongs to B implies that for all w either (v, w), (w,
v) or both belongs to B. Observed that B is anti-transitive iff B'
is transitive.

Let us state the main theorem, which can be viewed as a
generalization of Chinese wall security theorem [22].

Theorem 1. Information Flow Security Theorem.
E-DAC enforces IFSP if E-DAC is anti-transitive. Equivalently
E-DAC enforces IFSP if F-DAC is transitive.

Proof: Observe that since F-DAC is transitive the trajectories
stay in F(X), which is the compliment of E(X) by Convention.
so T(X) is disjoint from E(X), hence it satisfies [FSP.

Computational Issues

Mathematically, the propagation problem has been solved.
However, the complexity issues may arise, when one check the
transitivity of F-DAC. Here we will illustrate the problem and
solution by simple examples; see Section VI

V.  CHINESE WALLOW SECURITY POLICY

Next we re-examine the Chinese Wall Security Theorem in
terms of IFSP. We quote 2 important statements from BN [2]:

1. "The Chinese wall security policy combines commercial
discretion with legally enforceable mandatory controls ...,
perhaps, as significant to the financial world as Bell-LaPadula's
policies are to the military."

2. "People are only allowed access to information which is
not held to conflict with any other information that they already
possess."

Proposition 1. Simple Chinese wall security policy implies
that F-DAC is an equivalence relation:

1. We observe that if two datasets are accessible by the
same agent, we should conclude that the information of two
datasets can be flowed into each others

2. From the second assertion of BN, we conclude that an
agent can access any information that is not in conflict with the
information they already possess. So in F(X), which is outside
of E(X), all information can flow into each other. Hence F-
DAC is an equivalence relation.

Definition 9
1. Simple Chinese wall security policy (SCWSP) means F-
DAC is an equivalence relation.
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2. Aggressive Chinese wall security policy (ACSWP) means
C is an equivalence.

Theorem 2 Chinese Wall Security Theorem.
SCWSP implies ACSWP.

Proof: Note that C is transitive closure of F-DAC, and observe
that C is an equivalence relation iff F-DAC is.

Corollary 3 SCWSP implies ISFP.

This is immediate: since equivalence relation is transitive.

VI. GRANULAR COMPUTING ON DAC

In this section, we will fix some errors in [22]. Let R V x U
be a binary relation. We will re-express R by BG or BNS [17].

1. A binary relation defines a mapping B, called binary
granulation

B:V— 2Y: p— B(p), where B(p) = {u| (p, u) € R}

2. Conversely, given B, we can define the binary relation R:
R={p u) lue B,VpeV}

Next let us recall from [17, 18], the following observation

Definition 10 A binary granulation, as a mapping, induces
naturally a partition by the inverse of a map:

{(B'w) | we 2Y} called inverse image of w under B.

We call it the induced partition of B, and denoted by Eg.
The equivalence class, [p]Eg = B'I(Bp), or simply write as [p],
is called the center or core of By,

Proposition 2
1. The center [p] consists of all those points that have the
same binary neighborhood B, ("same" in the sense of set

theory).

2. If B is symmetric, anti-reflexive and anti-transitive, then
the complement binary relation B’ is an equivalence relation.

3. If B ¢V x Vis a symmetric binary relation, and Ey is its
induced  equivalence  relation, then each  B-binary
neighborhood is a union of Eg-equivalence classes.

4. If B is symmetric, anti-reflexive and anti-transitive, then
B’ is the induced equivalence relation Ep.

Proof: The first and second assertions are obvious. We
consider the third. Let B, be the binary neighborhood of p. Let
X € B,, and assume x and y are E-equivalence. By definition
of equivalence in Ejp, they have the same neighborhood, B, =
B,. By the symmetry of B, x € B, implies p € B,. As B,=B,,
by symmetry again y € B,. In other words, both x and y are in
B,. Since y is arbitrary, this proves [x] < B,, that is B, contains
the equivalence class [x] of its member x.

Now we consider the fourth assertion: Let v € V and B, be
its binary neighborhood. First, we want to prove B’ < Ej: This
means we need to show that for any u, which is B’-equivalent
to v, is Ep-equivalent to v, that is, B, = B,,.

For this purpose, we will show B, < B,: Note that (1, v) €
B’ by assumption. Let p be a point in the B,. We have (v, p) €

B. Then, we would like to show that (u, p) belongs to B also.
For this purpose, we assume, to the contrary, that (u, p) € B".
Then we have (v, p) € B’ because (¢, p) € B’ and (u, v) € B’.
The conclusion is absurd, so we conclude that (u, p) € B. That
is, p € B,. So we have B, ¢ B,. By similar arguments, we can
show that B, < B,. So we have proved that B, = B,. This
conclude the proof: B’ ¢ Ep. QED

VII. CONCLUSION

In this paper, we address the most "ancient" problem in
computer security. We are able to state the most general
theorem for a DAC that can be secure from the point of view of
information flow. There are more works that are coming,
namely, if a given an F-DAC does not meet information flow
security policy (IFSP), could we make a minimal changes so
that it will meet the IFSP?

VIII. PROGRAMMING ILLUSTARTIONS

A.  Programmatic illustration

We also build a window application to form the friend lists,
denoted by F-list(e), and trajectory lists, denoted by T(e), for
each object e from a given E-DAC. The program analyzes the
security of information flow for each of object and to determine
if F-DAC satisfies ISFP.

The main design of the program is:
1. Structure

The information flow analysis model will contains the list
of all objects in the given E-DAC from a file

Each object will have its own E list, F list, T list, and I list
such that

F = the complement of E
T = the trajectory
I=ENnT

2. Algorithm

e Read and parse the input file to form the list of all
objects in the information flow analysis model.

e BuildE list
e BuildF list
e Build T list.
e Build I list

Build T list is the most critical part of program to achieve
O(n’) performance.

To avoid infinitely looping and minimal run time, we have
to make sure that the F list of each possible object can only be
visited one time for traversing process while building the T list.

For each object, a temporary queue is used to hold all other
possible objects that the information can be flowed to when
traverse its F list. Insert any object in the F list to the built T list
and place it in the queue if it has not been found in the built T
list and is not the object which its T list is the built T list.
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The pseudo code in C# style of Microsoft Visual Studio
2005 for this function as follows:

function buildTSet()
{
place this main user in the temporary queue

while (there is an item in the queue)

{
dequeue the 1% item in the queue known as
curUser;
foreach (user u in curUser’s F-list)
{
if (u is not in the main user’s T-list)
{
Add user u to T-list;
If user u is not curUser, enqueue to place u into
queue
H
}
}
}

For easier understanding, let’s walk through step by step
on this function to build T-list for object E of example 2 in
section A Illustrations above. The F-DAC is below:

A— {4, C}

B— {B, D}

C— {4, C}

D — {B, D}

E— {E 4, B}

Place E in the queue.

Go to while loop, remove E from the queue for visiting its
F-list to traverse. Go to foreach loop for traversing E’s F-list.
Object E is added to its T-list as the list is initially empty but is
not placed in the queue since it is current object whose F-list is
currently examined. Object A, the next object is in E’s F-list, is
also added to E’s T-list since A is not found in the T-list;
however, A now is placed in the queue as A’s F-list has not yet
examined. Same as A, the last object B in E’s F-list is added to
T-list and placed in the queue. After exiting foreach loop, the
queue has 2 objects A and B. Go to while loop, A is removed
from the queue for visiting its F-list to traverse. Go to foreach
loop for traversing A’s F-list. Object A now is already in E’s T-
list, so it is not added to E’s T-list nor placed in the queue. C,
the next and last object in A’s F-list, is not in E’s T-list. It is
added to the T-list and placed in the queue, as C’s F-list has not
yet been visited. The 2™ time exiting this foreach loop, the
queue also has 2 objects B and C. Same as A, D is added to E’s
T-list and placed in the queue when traversing B’s F-list. The

queue now also has 2 objects C and D after the 3™ time exiting
foreach loop. Go back to the while loop to remove C from the
queue for visiting its F-list to traverse. As A and C are both in
E’s T-list and their F-list have been visited, no action is
performed. Same as C, no object is added nor placed in the
queue while traversed D’s F-list. After the 5™ time exiting the
foreach loop, the queue now is empty since C and D have been
removed from the queue. The while loop is exited and E’s T-
list is completely built.

3. Testing result

We have done the test for all possible cases of 4 and 5
objects. The results are following:

a. Four objects

For IFSP:

Total number of objects = 4

Total number of cases examined = 4096

Total number of 0 object secure = 699

Total number of 1 object secure = 1140

Total number of 2 objects secure = 1098

Total number of 3 objects secure = 804

Total number of secure (all 4 objects are secure) = 355
For ACWSP:

Total number of cases examined = 355

Total number of cases met CWSP requirement = 15
b. Five objects

For IFSP:

Total number of objects = 5

Total number of cases examined = 1048576

Total number of 0 object secure = 412004

Total number of 1 object secure = 336210

Total number of 2 objects secure = 176980

Total number of 3 objects secure = 84720

Total number of 4 objects secure = 31720

Total number of secure (all 5 objects are secure) = 6942
For ACWSP:

Total number of cases examined = 6942

Total number of cases met CWSP requirement = 52
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