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Abstract—An image encryption algorithm based on chaotic 
circular bit shift is proposed recently. This paper analyses the 
security of this algorithm and point out that the key space is not 
as large as they alleged and the algorithm can not resist chosen-
plaintext attack or difference attack. The amount of chosen-
plaintexts to carry out an attack is very few. This paper also 
introduces two methods to improve its security by changing 
chaotic sequences generators, altering orders of permutation and 
substitution, and applying feedback link mode. The improved 
algorithm has variable key space and has very good avalanche 
effect to resist chosen-plaintext attacks, chosen-ciphertext attacks, 
or difference attacks. The computation cost of improved 
algorithm is very low. 

Keywords—image encryption, chaotic-based encryption, 
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I. INTRODUCTION

Nowadays, the security of digital images becomes more and 
more important since web attacks are more and more serious. 
Unlike common data, image data have large amount, high 
correlation and high redundancy so that they are usually not 
encrypted with normal data cipher standard. Since the 1990s, 
many image content encryption algorithms have been proposed 
[1-2]. Many among these are chaotic-based [3-5] algorithms, 
since researchers prefer chaotic systems’ properties, such as 
aperiodicity, sensitivity to initial conditions and system 
parameters, etc.  

Recently, an image encryption algorithm, abbreviate it as 
CCSE (chaotic circular shift encryption), was proposed in 2008 
[6]. In this algorithm, four Logistic chaotic system are applied 
to generate four pseudorandom streams KS I, KS II, KSIII and 
KS IV. Thus, the key length is extended to four times of single 
Logistic chaotic system. Theoretical and experimental analysis 
showed that those binary and decimal key streams have good 
statistical property. Encrypted images have good statistical 
property to avoid statistical attacks. 

However, the key space of the CCSE algorithm depends on 
system precision strictly. For a high precision computer system, 
the key space is large enough to resist brute force search attack; 
but if the system is applied in a low precision system, for 
example an 8 bits embedded system, the key space is too small. 
Besides, the algorithm is insecure against chosen-plaintext 

attack or against difference attack. A detailed cryptanalysis of 
CCSE algorithm is presented in section III. 

In section IV, some improvements are proposed to enhance 
security of the CCSE algorithm. The improved CCSE 
algorithm has variable key space, which is independent of 
system precision, and has higher security. 

II. INTRODUCTION TO CCSE ALGORITHM

A. Encryption 
The encryption block diagram of the proposed CCSE 

algorithm is given in figure 1. 

Figure 1. Encryption Block diagram of the CCSE algorithm. 

From figure 1 we can see that there are two stages to 
encrypt an image: permutation and substitution. In the 
permutation stage, row permutated and column permutated are 
adopted according to two streams KS I and KS II, which are 
generated from Logistic chaotic systems with initial values 
key1 and key2 respectively. Here LQ module contains a 
Logistic system and a quantizer, which generates key stream by 
quantifying Logistic variable. Suppose the size of image is 
M×N, then row permutation map is a permutation of M 
numbers {1,2,…,M} described in KS I, and column 
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permutation map is a permutation of N numbers {1,2,…,N} 
described in KS II. 

In the substitution stage, value of each pixel is circular bit 
shifted according to two streams KS III and KS IV, which are 
generated from Logistic chaotic systems with initial values 
key3 and key4 respectively. Stream KS III is a bit stream, 
which controls the direction of shift: 0 for left and 1 for right. 
Stream IV is a decimal number stream to control the times of 
shift. For an 8 bits gray-scale image, decimal numbers in 
stream IV are 0 to 7. 

The LQ module contains a Logistic chaotic system and a 
quantizer. The Logistic chaotic system adopted in this 
algorithm is 

( )i 1 i ix x 1 x+ = μ − , (1) 

in which  = 4 and 0 < xi < 1. 

The sequence {xi} is then quantified to bit stream {ai} by 
quantizer 
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and the decimal number stream can be generated from bit 
stream by grouping several bits. 

B. Decryption 
The decryption procedure is similar to the encryption 

procedure, but the permutation is replaced by inverse 
permutation and directions of circular bit shift are reversed. 

C. The Secret Key 
The secret key includes the four initial values key1 to key4 

of Logistic chaotic systems in figure 1. For a 64 bits processor, 
the computing precision is 264, thus the key space is (264)4=2256.
It is large enough to avoid brute force search attack. 

It is also proved that the quantified bit stream {ai} is 
Bernoulli sequence. Let the bit stream be a Markov chain, the 
next step transition probability matrix is 

1 2 1 2
p

1 2 1 2
= . (3) 

Then m (m > 0) step transition probability matrix is 

m 1 2 1 2
p p

1 2 1 2
= = . (4) 

So, each bit in {ai} is statistically independent and 
unpredictable. The good statistical property of bit stream 
satisfies security request. 

D. Statistics of Ciphertext Image 
Experimental results show that the ciphertext image is noise 

like, and the grayscale distribution of ciphertext image has 

good balance. Thus, the algorithm is good to resist statistical 
attack. Experimental result also demonstrates that the algorithm 
is very sensitive to key, so it is very hard to guess-and-test keys. 

III. CRYPTANALYSIS OF THE CCSE ALGORITHM

A. Key Analysis 
A chaotic system has a precision no more than 2-p for a p-

bits processor, so one Logistic chaotic system can only 
provides 2p key space if parameter is fixed. Thus the total key 
space of the CCSE algorithm is (2p)4=24p. For a 64 bits 
processor, the key space is 2256, which is large enough to avoid 
any brute force search attack. For a 32 bits processor, the key 
space is 2128, which is good enough to avoid normal brute force 
search attack. But for 16 bits (or even 8 bits) processors, 
especially embedded micro processors, the key space is only 
264 (or 232), which is quite easy for modern personal computer 
to go through it. 

Further more, it is quite difficult to determine initial values 
of a chaotic system from orbit. But when chaotic system is 
applied to generate cipher key stream, gaining the cipher key 
stream is equivalent to gaining the initial key. In the CCSE 
algorithm, if the key streams KS I to KS IV are broken, the 
system is broken too. 

It should be noticed that KS III is used to control the 
directions of shift, and KS IV is used to control the times of 
shift. But to shifting r bits in any direction is equal to shifting 
(p-r) bits in counter direction. Clearly we can find a new key 
stream KS V to control the times of left circular bit shift, with 
equivalent effect of KS III and KS IV. Key stream KS V needs 
not to be an output of a Logistic chaotic system. Thus, 
cryptanalyst needs to break only KS I, KS II and KS V, as 
shown in figure 2.  

Figure 2. Encryption Block diagram of the CCSE algorithm. 

B. Chosen Plaintext Attack 
The following describes a chosen plaintext attack. Without 

losing generality, we discusses only grayscale image. The 
attack includes 3 steps, each breaks one key stream: 
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1) Breaking KS V:.Choose a plaintext image, in which all 
pixels have grayscale 1, and encrypt it. Since all pixels are 
equal, the first permutation stage is disabled. In the second 
substitution stage, grayscales of each pixels are circular bit 
shifted according to key stream KS III and KS IV, or 
accroding to key stream KS V. Compare the plaintext image 
and the ciphertext image, it is easy to know how each 
grayscales were shifted and thus KS V is obtained.

2) Breaking KS I: Choose a plaintext image IP, in which 
all pixels in row i have grayscale i. Encrypt IP with the first 
permutation stage to IS (By encrypting IP firstly and then 
decrypting ciphertext image with the second substitution stage, 
in which the KS V has been broken). Compare IP and IS, it is 
easy to determine the row permutation map KS I. If the height 
of image is larger than 256, then we need more plaintext 
images. Two proper chosen plaintext can solve images of 
height no more than 65536. For example, pixels in row i of 
first plaintext image are set to (i mod 256), and pixels in row i 
of second plaintext image are set to (i/256).

3) Breaking KS II: It is similar as breaking KS I, but all 
pixels in column i in plaintext is set to i. Compare IP and IS,
the KS II can be obtained.

For a 256×256 image, this attack needs only 3 chosen 
plaintext to break all key streams. Obviously, the CCSE 
algorithm is insecure against chosen plaintext attack.  

C. Difference Attack 
It is noticed that the CCSE algorithm has no diffusion effect, 

so it is weak against difference attack [7]. 

Take two plaintext images with only one different pixel, 
and encrypt them. Pixels in same positions are permuted to 
same positions, and go through same shift process. It easy to 
know that there is only one different pixel between the two 
ciphertext images. Thus, we can determine one permutation 
item and one substitution item. After all items are determined, 
the encryption system is broken. 

D. Lessons Learned 
1) Key space should be independent of processors.

Encryption algorithm should be flexible to be run on any 
processor without losing security. Classified security 
management also require variable key length. Thus the key 
should be designed dexterously. 

2) Plaintext unrelated permutation should not be placed in 
the beginning or the end. Otherwise, chosen-plaintext attack or 
chosen-ciphertext attack can disable it easilly.

3) Nonlinear Diffusion must be implemented. To avoid 
chosen-plaintext attack and difference attack, each pixels in 
ciphertext should be influnced by as many as plaintext pixels. 
The relation between plaintext pixels, keys and ciphertext 
pixels should be nonlinear to avoid linear analysis attacks.

4) Algorithm should have good avalanche effect.
Avalanche effect indicates that one bit change in plaintext (or 
in keys) will cause many bits change in ciphertext. Good 
avalanche effect means that 1/2 random bits in ciphertext are 
expected to change with one bit change in plaintext (or in 
keys). A strong secure encryption algorithm should have good 

avalanche effect to avoid differnce attacks or linear analysis 
attacks. 

IV. IMPROVED CCSE ALGORITHM

In this section, an improved CCSE algorithm is described. 

A. Key Stream Generator 
In this paper, a combined Logistic system is proposed in 

figure 3. 

Figure 3. Key stream generator. 

In figure 3, the register ri stores w×p bits, p is the 
computing precision used in Logistic mapping, and w is a 
parameter used to control key space. Here, key is the initial 
register value r0, which is shared between sender and receiver. 
The key length (or key space) is free to change by varying w. 
For example, if key length is chosen as 256 and computing 
precision is fixed to 32 bits, then w should be 256/32=8. The 
iteration rule is: 

( )

p p
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i 1 i i 1

x r 2
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−
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= ×

= ×
, (5) 

where, ri
p is the highest p bits of register ri, “<<” is left bit shift 

operator, and “|” is or operator. The Logistic mapping is the 
same as formula (1) and the discretization rule is the same as 
formula (2). Obviously, sender and receiver get same key 
stream with their shared common key. 

This key stream generator is equivalent to a combination of 
w LQs with their outputs are interlaced. LQ is the same as 
defined in figure 1. 

B. Encryption 
There are two kinds of procedures in our improved version 

to enhance security: 

1) Permutation: This procedure contains three steps: row 
permutation, column permutation, and pixel exchange. The 
row permutation and column permutation are the same as 
above, except that KS I and KS II are picked from a new key 
stream. Pixel exchange is to ensure the bottom-right pixel in 
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original image is place in top-left. Suppose the first two steps 
permutated the bottom-right pixel to position (x,y), then 
exchange pixels (x,y) and (1,1). 

2) Substitution: In this procedure, the value of pixels are 
circular bit shifted according to key stream as what was done 
in original algorithm, except that KS III is removed and shift is 
fixed on left direction. To implement diffusion principle, a 
CBC (cipher block chain) mode is adopted here. After each 
pixel is substituted, ciphertext is fed back to modify register ri.
Suppose feedback ciphertext is c (8 bits grayscale), the register 
is modified according to 

( ) ( )i ir r c 4 c & 0x0F← ⊕ >> <<< . (6) 

In formula (5), “⊕” is exclusive or operator, “>>” is right shift 
operator, “<<<” is circular bit shift operator, and “&” is and 
operator. For color image, the r,g,b channels are fed back one 
by one. 

Thus, the improved algorithm is described in figure 4. 

Figure 4. Improved CCSE algorithm. 

In the first substitution stage, each pixel will influence all 
following pixels. After the second permutation stage, the final 
pixel is moved to the first place. Then in the third substitution, 
this pixel will influence all pixels. Thus, each ciphertext pixel 
is influenced by all plaintext pixels. 

The Computation cost of the improved algorithm is very 
low. There are only two circular bit shift operations and one 
permutation operation for each pixel. 

C. Decrypiton 
The decryption algorithm is just the reverse of encryption 

one. Note that the three steps in permutation stage should also 
be reversed. 

D. Security Analysis 
Figure 5 shown a plaintext image and encrypted ciphertext 

image. Ciphertext image can be correctly decrypted with the 
right key, but totally wrong with an error key. In this 
experiment, the key length is 256 bits, computing precision is 
set to 32 bits and w=8. The encryption key is k1=“00000012 
00000013 00000014 00000015 00000016 00000017 00000018 
00000019”, and the error key used in (d) is k2=“00000012 
00000013 00000014 00000015 00000016 00000017 00000018 
0000001a” in hex. It can be seen that the algorithm is very 
sensitive to key.  

Figure 5. Encryption and decryption wth improved CCSE algorithm. 

From figure 4 we can see that the input and output of the 
permutation module are both protected by former and later 
substitution respectively. Neither chosen plaintext attack nor 
chosen ciphertext attack can deduce the input or output of 
permutation, so the permutation rules are secure. On the other 
side, permutation and feedback mechanisms ensure that each 
original pixel influences more encrypted pixels, which protects 
sustituion module from chosen text attack. 

The avalanche effect to key of the original CCSE algorithm 
is good since all pixels are substituted with chaotic system. But 
the avalanche effect to plaintext is very weak since one original 
pixel affects only one result pixel. That is also why the original 
algorithm cannot resist chosen plaintext attack. 

To test the avalanche effect of the improved CCSE 
algorithm, another two experiments are shown in figure 6. In 
the first experiment, image 5(a) is encrypted with another key 
k3=“00000012 00000013 00000014 00000015 00000016 
00000017 00000018 00000018”, and the encrypted image is 
given in figure 6(a). In the second experiment, image 5(a) is 
modified with the grayscale of (1,1) pixel is changed from 160 
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to 161, and then encrypted with key k1. The encrypted image is 
given in figure 6(b). It can be seen from image 6 that although 
there is only 1 bit different in key or in original image, the 
encrypted images are greatly different. 

Figure 6. Avalanche effect test. 

NPCR (Number of Pixels Change Rate) and UACI (Unified 
Average Changing Intensity) are two criterions to examine the 
avalanche effect [8]. The NPCR and UACI are defined as: 

( )i, j
D i, j

NPCR 100%
W H

= ×
×

, (7) 

( ) ( ) ( )
( ) ( )

1 2

1 2

1 C i, j C i, j
D i, j

0 C i, j C i, j

=
=

≠
, and (8) 

( ) ( )1 2

i, j

C i, j C i, j1UACI 100%
W H 255

−
= ×

×
. (9) 

Here, W and H are the width and height of image, C1 and C2
are two ciphertext images encrypted from two plain images 
with just one different pixel or from two key with just one 
different bit. 

Appling these two criterions between figure 5(b) and figure 
6(a), we got NPCR=1.5% and UACI=30.9%. Appling these 
two criterions between figure 5(b) and figure 6(b), we got 
NPCR=19.5% and UACI=23.9%. Then it can be concluded 
from these results that most pixels had been changed when a bit 
changed in key or in plaintext image. 

To estimate avalanche effect more directly, a NBCR can be 
defined as 

( )k
i, j,k

D i, j
NBCR 100%

W H B
= ×

× ×
, and (10) 

( )
( ) ( )
( ) ( )

1 2k k
k

1 2k k

1 C i, j C i, j
D i, j

0 C i, j C i, j

=
=

≠
, (11) 

where B is the depth of image. For a grayscale image, B=8. D 
is defined as whether a bit changed or not. C(i,j)k refer the kth

bit of pixel C(i,j). 

Compute NBCR on the above two experiments, we got 
NBCR=49.31% between figure 5(b) and figure 6(a), and 
NBCR=42.49% between figure 5(b) and figure 6(b). Obviously, 
the improved CCSE algorithm has very good avalanche effect, 
nearly half bits changed in ciphertext when only one bit 
changed in plaintext or key. 

The improved CCSE algorithm implements diffusion and 
confusion principles adequately. Each pixel bit and each key bit 
influence all ciphertext bits, and the circular bit shift and the 
ciphertext feedback mechanism result in strong nonlinear 
operation. This strengthens the improved CCSE algorithm 
further from chosen-plaintext attack, chosen-ciphertext attack, 
or difference attack. 

V. CONCLUSION

This paper analyses the security of a recently proposed 
image encryption algorithm, called CCSE algorithm. This 
algorithm based on chaotic circular bit shift. Although the 
algorithm is sensitive to key, and generated key streams have 
good statistical distribution, it can not resist chosen-plaintext 
attack or difference attack. Also the key space is not stable. 
Some attack examples are introduced. 

An improved CCSE algorithm is also proposed in this paper. 
This algorithm has flexible-controlled variable key space, and 
very good avalanche effect. By implementing diffusion and 
confusion principles, the improved algorithm is secure against 
chosen-plaintext attack, chosen-ciphertext attack, and 
difference attack. The computation cost for each pixel is only 
two circular bit shifts and one permutation. 

REFERENCES

[1] P. Dang and P.M. Chau, “Image Encryption for Secure Internet 
Multimedia Applications”,  IEEE Transactions on Consumer Electronics, 
vol.46, no.3, pp.395-403, Aug. 2000. 

[2] W.H. Li and Y. Yuan, “Visual information encryption in frequency 
domain: risk and enhancement”, Lecture Notes in Computer Science, 
vol.4153, pp.225-234, Aug. 2006. 

[3] L.H. Zhang, X.F. Liaom and X.B. Wang, “An image encryption 
approach based on chaotic maps”, Chaos, Solitons and Fractals, vol.24, 
pp.759-765, May 2005. 

[4] S.J. Li, C.Q. Li, G.R. Chen, and K.T. Lo, “Cryptanalysis of RCES/RSES 
image encryption scheme”, Journal of systems and Software, vol.81, 
no.7, pp.1130-1143, July 2008. 

[5] S.J. Xu, Y.L. Wang, J.Z. Wang, and M. Tian, “Cryptanalysis of two 
chaotic image encryption schemes based on permutation and XOR 
operations”, 2008 International Conference on Computational 
Intelligence and Security, vol.2, pp.433-437, Dec. 2008. 

[6] C. Fu, and Z.L. Zhu, “A chaotic image encryption scheme based on 
circular bit shift method”, Proceedings of the 9th International 
Conference for Young Computer Scientists, pp.3057-3061, Nov. 2008; 

[7] C.E. Shannon, “Communication theory of secrecy systems”, Bell System 
Technical Journal, vol.28-4, pp.656-715, Oct. 1949. 

[8] G.R. Chen, Y.B. Mao, and C.K. Chui, “A symmetric image encryption 
scheme based on 3D chaotic cat maps”, Chaos, Solitons and Fractals, 
vol.21, pp.749-761, July 2004. 

(a) Slightly different key. (b) Slightly different original image. 

3798



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


