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Abstract—Anonymous networks enable entities to send messages
without disclosing their identities. Many anonymous networks
had been proposed already, such as Mixnet, DC-net, Crowds, etc.
However, they still have serious drawbacks. Namely, they require
tremendous computation overheads to transmit messages over
networks. That is because asymmetric key encryption algorithms
are used. This paper proposes a new mechanism for anonymous
communication that removes these drawbacks while exploiting
symmetric key encryption algorithms.
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L INTRODUCTION

This paper proposes a new mechanism for anonymous
communication. Identities of message senders are sometimes as
sensitive as messages themselves. For example, a company
may acquire highly confidential information about its rival
companies from identities of their customers and suppliers.
Therefore, the importance of anonymous communication is
increasing as more people are being involved in network based
communication. Anonymous networks are ones that enable
message senders to send their messages without disclosing their
identities. Although, many mechanisms had been established
already, e.g. Mixnet [1], DC-net [2], Crowds [3], etc., they still
have serious drawbacks. For example, Mixnet is one of the
most promising mechanisms, however, it requires tremendous
amount of computations to encrypt/decrypt messages that are
forwarded from senders to their receivers. That is because
asymmetric key encryption/decryption mechanisms are
adopted. In this paper, a new anonymous network ESEBM
(Enhanced Symmetric key Encryption Based Mixnet) is
proposed that removes above drawbacks, while exploiting
symmetric key encryption algorithms.

II.  EXISTING ANONYMOUS NETWORKS

A. Mixnet

Mixnet is one of the most practical solutions for concealing
identities of message senders. It consists of a sequence of
mixservers that relay messages from senders to their receivers.
The behavior of Mixnet is shown in Fig. 1. In the figure, 3
senders are sending their messages, Msgl, Msg2 and Msg3.
Here, senders send their messages while encrypting them
repeatedly by public keys of multiple mix-servers in the
sequence, and individual mixservers relay their receiving
messages to their neighboring servers finally to be sent to the
receivers. In this message relaying process, each mixserver
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stores its incoming messages until pre-defined number of
message arrivals, and executes the following two operations
before forwarding them to its neighboring server:

1) decrypts incoming messages by its secret key, and
2) shuffles decrypted incoming messages.

Therefore, no entity except the mixserver itself can identify
the links between incoming and outgoing messages of the
mixserver, and as a consequence, no one except the senders
themselves can identify the senders of messages unless all
mixservers conspire. However, because Mixnet is using
asymmetric key encryption algorithms, such as RSA [4] or
ElGamal [5] encryption, a lot of computation overheads are
needed to deliver these messages to their receivers. As a result,

it becomes difficult to wuse Mixnet for large scale
communication.
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Figure 1. Behovior of Mixnet

B. SEBM (Symmetric Key Encryption Based Mixnet)

To remove the drawbacks of Mixnet, SEBM exploits
symmetric key encryption and decryption algorithms [6].
SEBM consists of multiple relay servers as same as Mixnet,
however different from Mixnet, it consists of two parts as
shown in Fig. 2, i.e. SEBM is configured as follows:

1) servers are divided into 2 parts, i.e. encryption part and
decryption part, the former is for message encryption and
the latter is for decryption. In the following, servers in the
encryption and decryption parts are denoted as encryption
and decryption servers, respectively,
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2) individual encryption servers are corresponded to single
decryption servers, and

3) every possible sender is included in the network as one of
servers.

Encryption part Decryption part

Encryption| [Encryption|
server 1

Encryption|| ||Decryption| Decryption| [Decryption
server 2 server N server 1 server 2 server N
I [ |

Receiver

A sender of the message encrypts its message by using its
secret key and then sends the result to its selecting encryption
server. At the same time, HTL (hopes to live) value is assigned
to the message by the sender in order to specify that the
message will be encrypted HTL times by HTL number of
encryption servers. Here, each encryption server encrypts its
incoming messages by its secret key and relays the results to its
selecting encryption servers while inserting dummy messages
and decreasing HTL values by 1. Then the message, which is
repeatedly encrypted by HTL number of encryption servers, is
sent to a server in the decryption part. At the same time, DHTL
(decryption hops to live) value which is sufficiently large
compared with the HTL number, is attached by the last server
in the encryption part. Decryption servers are arrayed in a
sequence and repeatedly encrypted incoming messages are
relayed while being decrypted through this sequence by secret
keys of individual decryption servers. At the same time, DHTL
values are decreased by 1 every time the messages are
decrypted by decryption servers, and when DHTL values
become 0 or when messages are successfully decrypted, the
addresses of receivers are revealed and decryption servers
deliver the messages to their receivers. Here, to enable a
decryption server to determine whether the incoming
repeatedly encrypted message is encrypted by the encryption
server corresponding to it or not, and to identify the encryption
key used when its corresponding encryption server encrypted
the message, a tag list consists of a set of anonymous tags is
attached to the message. Namely, when a decryption server
finds its anonymous tag in the tag list attached to its receiving
message, the message has been encrypted by its corresponding
encryption server, and the decryption server can identify the
key for decrypting the message based on this anonymous tag.

Figure 2. SEBM configuration

Here, an anonymous tag in the tag list satisfies the following
properties:

1) no one can identify the encryption key from the
anonymous tag except the one who attaches it to the
message,

2) the server that attaches the anonymous tag can identify its
secret key even if the tag is encrypted and decrypted
repeatedly by other severs, and

3) no one can trace messages in the network by using
anonymous tags.

Although SEBM can reduce the computation overheads
caused by asymmetric key encryption algorithms in Mixnet, it
includes senders as encryption and decryption servers, which
may reduce the performance and the reliability of the
communication. For example, when senders, i.e. volunteer
servers, stop operations, messages must be re-sent.

III. ESEBM (ENHANCED SYMMETRIC KEY ENCRYPTION
BASED MIXNET)

In order to remove the drawback of SEBM, ESEBM
replaces volunteer servers in SEBM by permanent ones.
ESEBM is, on one hand, the SEBM, in which volunteer servers
are replaced by permanent ones, and on the other hand, can be
considered as a kind of decryption type Mixnet, in which
asymmetric key encryption is replaced by symmetric one, and
messages put into the network are encrypted through the
collaboration between the senders and mixservers, not by the
senders alone.

A. ESEBM configuration

ESEBM consists of two parts, i.e. the anonymous channel
and the concealing pattern generator (CP generator) as shown
in Fig. 3. In the figure, the CP generator is configured as M
groups, each of which consists of N; servers, and server Si(k) in
the CP generator corresponds to some server S, in the
anonymous channel; therefore N = N; + N; + --- + Ny In the
remainder of this paper, Si(k) is used to represent S,, its
corresponding server in the anonymous channel, and vise versa.

Requests fo/ ( \
patte} Concealing

s ][s@][sm)]

Encrypted
messages

patterns

1st group Anonymous channel
Decrypted
‘ Sz(l)‘ ‘ S,(2) {‘ S(N,) messages|

/‘ 2nd g,roup

Reciever

8] [Su@) S|
(M-1)-th group

SO [ @[ 8N |
M-th group

Concealing pattern generator

Figure 3. ESEBM configuration

1) Concealing Pattern Generator (CP generator) To
conceal senders of messages, messages sent from the
senders must have different forms from those arriving
at their receivers, i.e. if they are same, anyone can
identify the senders easily by comparing messages

4679



sent from senders and received by receivers. ESEBM
achieves this by XORing the messages by Concealing
bit Patterns (CPs). When the length of a message is
longer than a CP, the message is divided into multiple
frames of which lengths are less than or equal to that
of CP and these frames are sent while being XORed
by different CPs. The CP generator generates these
CPs at the requests of senders in advance, i.e. in off-
line processes before actual communication. Here, a
CP itself is a XOR of multiple secret random bit
patterns {Xx;, X, X3, ---, Xn} generated by multiple
independent servers in the CP generator. Because the
behavior of the CP generator is a set of independent
activities of multiple servers, no entity can know all x;
unless all servers conspire.

2) Anonymous Channel  The anonymous channel
consists of a sequence of servers, i.e. {S;, S, Sz, ---,
Sn}. As same as usual Mixnets, senders send their
messages to the first server S, in the anonymous
channel, and each server stores its receiving messages
until it receives the predefined number of messages,
and decrypts, shuffles and forwards them to its
neighboring server finally to be forwarded to their
receivers. Different from usual Mixnets, in ESEBM,
senders send their messages to the first server while
XORing them by CPs, which they acquire from the
CP generator in advance (different CPs are used for
different messages), and server S; decrypts its
receiving message by simply XORing it by its secret
bit pattern x; that constitutes the CP of the message.
To enable §; to identify the secret bit pattern x; that
constitutes the CP of the message, each message
consists of the concealed message part and the tag list
part, as shown in Fig. 4.

Concealed message part Tag list part

A A
C ' A

(message @ CP) [T [-{ T

Figure 4. Message structure

In the figure, a concealed (encrypted) message is the XOR
of the message and the CP = (x; @ x, ® --- @ xy), and the tag
list is a sequence of tags {Ts;, Tsy, Ts3, ---, Tsn}, where Tg;is
the identifier of the secret bit pattern x; generated by the server
in the CP generator that corresponds to the j-th server Sjin the
anonymous channel for constructing the CP. It should be
noticed that Ts; must be constructed, so that no one can trace
messages by it and no one except S;can identify x; from it.

B. Behavior of the CP generator

The CP generator is a set of server groups, each of which
consists of at least 3 servers that generate their secret random
bit patterns independently of others, as shown in Fig. 3, and
senders communicate only with servers in the Ist group, i.e.
with S(1), S;(2), ---, and S;(N), to disable servers in the other
groups to know the senders. The CP generator generates 2
kinds of random bit patterns, CPs (concealing bit patterns) and

TVs (tag concealing vectors). To conceal a message, a CP is
constituted as XOR of multiple CP constructors x;(j = 1, 2, ---,
N), and to conceal the tags, individual elements of a TV are
constituted as XOR of individual elements in TV constructors
Qj=10, -0, gjj+1y Gj(+2)» -—> Gn}> Which is generated by S; (j =
1, ---, N). Here, qj in Q; is a bit pattern of length T, which is
the length of ID(xy, Qy), the tag of Sy, 0 represents an all zero
bit pattern of the length T, and a sequence of j zero patterns
precedes before the (N-j) random bit pattern sequence. The
length of bit pattern x;is equal to the message frame length, of
course. By XORing CP constructors and TV constructors of
individual serves, CP and TV are calculated as CP = (x1; @ X,
@D x5@D - @ xx), and TV = {0, 412,13 @ o3, -, qin
D @n® - @ qun}, here, Sy does not generate its TV
constructor.

CPs and TVs are generated as follows. Firstly, sender M
sends its secret private vectors (PVs) =Py, P,, P3, ---, and Py, as
a request for a CP to servers in the 1st group, S;«, Sy«, ---, Sni#,
respectively, as shown in Fig. 5 (a). Here, P;= {pio, p11> --—-Pin}»
Py = {pa0, P21, ==-Pan}, -, and Pxi = {pavijo, Pyt ——-PoviN >
and each pjexcept pjois a bit pattern of the same length as g,
Pjois a bit pattern of the same length as x;. Also, it is assumed
that S;(k) corresponds to Sy« in the anonymous channel, i.e.
Si(1) = Syx, S1(2) = Spx, ---, and S{(N;) = Sy;+. Sy« that receives
the request with P, generates its CP constructor x;x and TV
constructor Qs+ = {0, ---, 0, quxa*+1), quea*+2) ~——-qr*n}- It also
generates ID«(X;x, Qx) as Tgi+, a tag to identify x;« and Q.
Here, S;» maintains its CP table, a list of CP and TV
constructors that it has generated, and ID;«(x;x, Q) represents
the index of the constructor pair {x;« Q;+} in this list. Then,
CPy« and TL+, the concealing pattern and the tag list that S;«
generates, are constructed as CPp«= p;o @ x;« and TL;+=={p,,
P12, = Piix @ ID«(xp5, Qpx), Pia=+n) @ Quxa*+1)s Pr=+2) @
qQix(1*+2), === PIN @ ql*N}a reSpeCtiVely. The CP]* and Tth is
then forwarded to S,«(=S,(2)). However, to protect them from
eavesdropping, they are encrypted by the secret key K, that is
shared between S« and S,+, i.e. CP;+ and TL,« are sent to S, in
the form E,;«(CP«, TL;x). It is also possible that S« encrypts
CPy« and TL;+ by using a public key of S,«, however to
decrease encryption overheads, a symmetric key encryption
algorithm is adopted here.

S,« that receives Eyj«(CPy+, TL;+) decrypts it by using the
shared secret key K;« to {CPy+, TL;x}. After that, it generates
its CP constructor x,=and TV constructor Qp«= (0, -0, qax@*+1),
qz*(2*+2), -, qZ*N)a and modifies CP]* to CP2*= {plO @ P20 @ X1*
@ Xp+}. Sy+also modifies the tag list TL« to TLy«= {p;; @ pai,
P2 @ P22, - Prix D Parx @D IDix(Xx, Qi), Pia*+n @ P2a*+1) (O]
Que1x+1), === P12 @ pPor D qurox @ IDpe(X0, Qov), Pie*+ @
p2(2*+1)@ Q1*(2*+1)@ Q2x@2%+1)> =~ PND PN D i D Qo)
Here, it is not necessary but to simplify the notations, it is
assumed that servers in the anonymous channel are arranged so
that Sj(g) comes earlier than S;(h) when g < h, for every j-th
group.

As same as Sy, Sy« also maintains its CP table, and ID,«(Xx,
Q,+) represents the index of (xp+, Q,+) in it. Calculated CP,« and
TL,+ are sent to S3« (=S;(3)) while being encrypted by Ky« a
shared key between S,«and S;+, and this process continues until
Sni+ calculates the CPyj» and TLyj«. Therefore, CPyj= and
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TLy+ the CP and the tag list pair generated by the 1st group
become as shown in (1) - (4).

CPiijx = p1o@pr @--- @Puio @x;
@ x5+ @-"@X(NI)* (1)
TLyys = {Ts;, Tso, - Ton} 2
Tex = pisx @ par @ =PI k* @ qrax
@ g0 @ — @ Gty @ IDpr(xpr, Opr) 3)
Tsn=pimn @pm @ ' 20000 @gim - @ 49 15)*h 4

for S, not included in the 1st group (ki <h <Kjs1)+)

Step-(N,+1)
CP={x,@x,@ @xmw
Tag list = {Tsr Ts,' -, TSN}
Ts=q, @ @q

@ x}

@I, 0)

(k-1

Anonymous
Channel

From

SZ(NZ)

(a) Ist group
to S, (N.,)

(cP . TLY)

=

EL(CP/,TLY) E,(CP/ TL)

(cp ] TL(\IHI)N)

(Nr+)

From S.,(N..,)

(b) r-th group

Figure 5. Behavior of the CP generator

Severs in the r-th group (r > 1) behave in the same way as
the 1st group as shown in Fig. 5 (b). However, different from

the Ist group, the r-th group generates CP and TV pairs
spontaneously without requests from senders, and they do not
use private vectors PVs. Therefore, the r-th group calculates CP
and the tag list as shown in (5) - (8). Here, it is assumed that
S.(k) corresponds to Sy in the anonymous channel.

CPyy =13 D X2 D - Dxpps (5)
TLy, = {Ts1, Tsz, - Tsnf (6)
Tses = Qs P Qowen P --- @ q (k-1)#ick

@ IDys(xrs, Ors) @]
Tsn=q1m @ qzen @ - D q kj)#n ®

for S, not included in the r-th group (kjy <h <k1ys)

The last server Sy in the r-th group also receives CP 1)~
and TL+1)-, the CP and tag list pair generated by the (r+1)-th
group, from Swyiiy- (Squt1y- is the server in the anonymous
channel corresponding to S;;(N.)), and it calculates XOR of
CPnri1y~ and CPyyg, and TLnpi1y~ and TLyws, to combine CPs
and tag lists of the (r+1)-th and r-th groups into the single CP
and tag list, respectively. After that, S,(N;) waits for the arrivals
of predefined number of (CP,TL) pairs, and then shuffles them
and sends the combining results to the last server S, (N;) of
the (r-1)-th group. As the result of the behaviors of all groups,
the last server of the 1st group, i.e. S;(N;) = Syi» generates the
CP and tag list as (9) — (11).

CP s = {p1g @ pr0 @ - @pnio @x; @x;

@ - @xy} )
TLy» = {Ts, Tso, -, Tsnf (10
Tse=pu @ - @P(Nuk Pau@-- @ q -1k

@ IDy(xi. Q) )

Then, Sy;+ sends the CP and tag list to the sender M, and M
removes private vectors PVs from CP and the tag list by
XORing them by PVs. As the result, CP and the tag list become
as (12) - (14).

CP={xPx, P @X(N-l) @ xn} (12)
TLy« = {Ts;, Tz, -, Tsn} (13)
Ts=qi @ - @ qa-iyr @ IDi(xi, Op) (14

It should be noticed that because of PVs, no entity except
senders themselves can know CPs and TVs that the senders
obtain, unless all server in the 1st group conspire.

C. Behavior of the Anonymous Channel

Fig. 6 shows the behavior of the anonymous channel.
Firstly, sender M sends its message m, while XORing it by an
arbitrary CP that M acquired from S;(N;) and attaching the tag
list corresponding to the CP, i.e. it sends m in the form {x; @
@ - @ xn® m, T, Tsy, -, Tsn} to the 1st server S, in the
anonymous channel. Here, Ts; has the form ID;(x;, Q).
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Concealed message part

[
@ u@—® x@m [To] {14

Then, S, retrieves the CP constructor x; and the TV
constructor Q, from its CP table, based on ID(x;, Q;) in Tg,,
and calculates XOR of x;and {x; ® x, ® --- @ xx @ m} and
XOR of q;; @ Tg for each j (1 < j < N). Therefore, the
concealed message is converted into (x, ® x; @ --- @ m), and
Tgjin the tag list is converted into (qp; D q3; D - D .1 D
IDj(x;, Q). Then, S, removes Tg, from the tag list attached to
the message, and forwards the results to S,. Here, S; waits for
the predefined number of message arrivals, and shuffles them
before forwarding them to S,, to conceal the links between its
incoming and outgoing messages.

Tag list part

(xx @ m), (Tsn)

X2 @ X3 @D --- @ xn D m, (Tsz, -, Tsn)

Figure 6. Behavior of Anonymous Channel

All servers in the anonymous channel perform the same
operations, therefore, S; converts its incoming concealed
message and the tag list to {Xj; @ - @ xx @ m} and {Ts;,
Tsji2, -, Tsn}, where T = {qix @ — @ queix @ IDi(Xy,
Qy)}. Consequently when Sy, the last server in the anonymous
channel, completes its operation on the message, it is converted
into m. Then Sy can deliver m to its receiver while extracting
its receiver's address from m.

IV. ANALYSIS OF ESEBM BEHAVIOR

This section discusses behavior of ESEBM against various
threats. Firstly, concealed messages themselves are secure
enough, i.e. it is impossible to identify senders of messages by
tracing concealed message parts of individual messages unless
all servers conspire. Since, each server S;knows only single CP
constructor x; included in a CP, it cannot link concealed
message parts of incoming messages of Sy to its outgoing
messages when j # h, therefore, no single entity can link
concealed message parts of messages sent from senders to that
received by receivers.

Any entity cannot identify message senders by tracing tags
of the messages either. Because IDj(xj, Q;) has the meaning
only to S; (IDj(x;j, Q;) is an index for CP table of S;), no one can
trace messages by it. Also, because elements {qj+1), ---, qjn} of
Qj are mutually independent, it is impossible for S, to link
incoming messages of server S; (h # j) to its outgoing messages
by comparing the pattern transitions of individual tags made by
S;. Although, each server S;« in the 1st group can know the
sender from its tag, because S;- generates its tag as the response
to the sender's request, when S;« is placed at the early position
of the anonymous channel, its tag disappears in the later
positions. Namely, tag lists of messages that are received by
servers at later positions of the anonymous channel do not
include tags of any server in the 1st group of the CP generator,

therefore even S« conspires with servers at the later positions, it
is not possible to identify senders.

About, well known, replay attacks, an entity can identify
the receiver of message mg by eavesdropping mg from the
network, and putting mgto the network repeatedly. Because the
same mgx, the decrypted form of mg, are delivered to the same
receiver R many times, the entity can easily identify the sender
of mg: by linking my to the frequently arriving message mg- at
R. Protection of replay attacks is easy for ESEBM, i.e. it is
enough for S; to remove CP constructor and TV constructor
corresponding to index IDj(x;, Q;) from its CP table, when it
receives a message that includes IDj(x;, Q;) as its tag. When §;
receives a replayed message, S; simply discards it from the
network, because S; cannot get consistent IDj(x;, Q;) from S;,
for finding CP and TV constructors in its CP table.

Another possible threat is the message modification caused
by servers. Because message senders are not known,
modification may cause more serious effects in anonymous
networks, e.g. receivers cannot confirm eligibilities of their
receiving messages. ESEBM also removes this kind of threats
easily. Because the senders receives CPs that are XORed by its
secret PVs, no server can know the exact CP values applied to
individual messages; therefore modified messages cannot have
consistent CPs, and they will be decrypted into meaningless
messages.

V. CONCLUSION

In this paper, a new anonymous network has been proposed
based on symmetric key encryption algorithms. As a drawback
of ESEBM, a sender must acquire a concealing pattern from
the CP generator in advance to send its every message.
However because of ESEBM configuration, i.e. by dividing the
network into the CP generator and the anonymous channel
parts, every time-consuming task is removed from the
anonymous channel part and ESEBM enables highly efficient
communication. According to the preliminary evaluation,
different from usual mixnets which cannot relay more than
1KB length messages in every 300 msec, ESEBM successfully
relays messages even their length become more than 10KB, i.e.
computation load of each server in the anonymous channel
remains less than few percent.

As future works, firstly, efficient mechanisms that enable
message senders to confirm delivery of their messages and that
enable message receivers to send their response messages must
be developed. About the response messages, the simplest
solution is to attach encrypted return addresses to individual
messages. Namely, the message sender attaches its own address
and tag list, to its message while XORing them by an unused
CP that the sender acquired. Then, the receiver can reply to its
receiving message without knowing its sender by XORing its
message by the encrypted return address, and attaching the
received tag list. Here, the receiver generates its reply message
as follows. Firstly, the encrypted return address generated by
the sender has the form shown is Fig. 7 (a), i.e. the sender
generates it by putting its address and zero patterns in the
address and message parts, respectively, and XORing the result
by the CP. Then, the receiver generates its reply message, by
putting zero patterns and its message in the address and the
message parts in the reply message as shown in Fig. 7 (b), and
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by XORing the result by its receiving encrypted return address.
However, the sender must attach its encrypted reply address
and tag list as additional frames, because the size of the
encrypted reply address is just as same as that of CPs. Also,
this solution does not allow a receiver to send multiple replies
to the sender. Moreover, when the receiver puts a copy of its
receiving message in the message part of the reply message, the
sender of the original message will be revealed, if the last
server and the first server in the anonymous channel conspire,
because the original and reply messages are the same. It
becomes more serious when the receiver and the last server
conspire; because the receiver knows its response message, the
last server can identify the senders of the original message by
tracking where the known response message reaches. These
threats can be removed by a mechanism that changes the
response message to the forms known only to the original
senders. Although it is not a problem usually, the sender of the
original message can trace the reply message of course,
because the sender knows the receiver from the beginning.

address part message part
A

AN
r Y4 N
I : |
(a) encrypted return address

| 0 I

(b) reply message message

| reply address

reply message |

Figure 7. Structure of Response

As another issues, mechanisms that enhance the reliability
of ESEBM are also necessary. When senders or receivers claim
that some server is dishonest, ESEBM must prove all servers
are honest or detect dishonest servers if exist. Also, ESEBM
must continue its operations even some of servers are out of
their services.

ESEBM shares common threats such as Denial of service
(DOS) attacks [7] with not only other anonymous networks but
also usual non-anonymous networks, and mechanisms to
mitigate effects of these attacks also must be developed. Effects
of DOS attacks can be reduced when different messages use
different servers as the Ist server in the anonymous channel.
Namely, the computation load for discarding invalid messages
does not concentrate on the fixed 1st server, i.e. it can be
distributed over different servers. However, in this case tag
finding processes of individual servers become complicated.

REFERENCES

[1] D. Chaum, “Untraceable electronic mail, return address and digital
pseudonyms,” Communications of the ACM, vol. 24, no.2, pp. 84-88,
1981.

[2] David Chaum, “The Dining Cryptographers Problem: Unconditional
Sender and Recipient Untraceability, ” Journal of Cryptology, vol. 1, pp.
65-75, 1988.

[3] Reiter, M. K. and Rubin, “Crowds: anonymity for Web transactions,”
ACM Trans. Inf. Syst. Secur,vol. 1, no. 1, pp. 66-92, Nov 1998.

[4]

[3]

[e]

(7]

4683

Rivest, R., A. Shamir, L. Adleman “A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems,” Communications of the
ACM, vol. 21, no.2, pp. 120-126, 1978.

Taher ElGamal, “A Public-Key Cryptosystem and a Signature Scheme
Based on Discrete Logarithms,” IEEE Transactions on Information
Theory, vol. IT-31, no. 4, pp. 469-472 or CRYPTO, vol. 84, pp. 10-18,
1985.

S.Tamura, K.Kouro , M-Sasatani , KMd.Alam and H.A.Haddad, ”An
information system platform for anonymous product recycling,” Journal
of Software, vol. 3, no. 6, pp. 46-56 , 2008.

Znati, T., Amadei, J., Pazehoski, D. R., and Sweeny, “On the Design and
Performance of an Adaptive, Global Strategy for Detecting and
Mitigating Distributed DoS Attacks in GRID and Collaborative
Workflow Environments,” Simulation, vol. 83, pp. 291-303, Mar 2007.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


