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Abstract— This paper proposes a new image based 
CAPTCHA test, Activity Recognition CAPTCHA.  In this test the 
user is presented with a set of distorted images depicting a 
randomly chosen activity. The user has to recognize the common 
activity associated with the images and annotate it from a given 
list of activities to pass the test. The user studies indicate that this 
CAPTCHA can be solved with 99.04% average pass rate while 
that of ESP PIX CAPTCHA is 85.44% and SQUIGL PIX is 
67.84%. Average time taken to pass the test is less than 10 
seconds. 
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I. INTRODUCTION

Internet is becoming an integral part of our everyday life. 
Web services designed to be used by humans are abused by 
automated computer programs called bots that pose as humans 
and perform malicious activities. CAPTCHA, Completely 
Automated public Turing test to tell Computers and Humans 
Apart, is a test administrated by a computer to differentiate 
humans and bots in an online environment. It can be defined 
[1]-[3] as a program that can generate and grade test which 
most humans can pass but difficult for  automated computer 
programs to pass. By including CAPTCHA as a part of 
registration process it is comparatively easy for a computer to 
decide whether it is interacting with a human or another 
automated computer program. 

II. RELATED WORK

Since its introduction in 2001 by Luis von Ahn, Manuel 
Blum and John Langford of Carnegie Mellon University, many 
design variations has appeared for CAPTCHA. Most of them 
are text based. Commercial web sites use text based 
CAPTCHAs because of their simplicity, ease of design and 
implementation. Some of the text based CAPTCHAs are EZ- 
Gimpy, Gimpy, Gimpy R, Pessimal print, reCAPTCHA etc. 
(Figure.1). Ez-gimpy requires the user to type in an English 
word picked from dictionary that is made noisy and distorted 
before being presented to the user. Gimpy-r is a variant of Ez- 
Gimpy in which instead of meaningful words random character 
strings are used. Gimpy is made more difficult by requiring the 
user to identify three different words out of seven or ten words 
presented in a cluttered, overlapped, and distorted manner. In 
reCAPTCHA [1] user is presented with two or three images of 
words from scanned texts; one word being recognized by OCR 
systems and the other unrecognized. The user has to type in the 

two words to pass the text. Even though text based 
CAPTCHAs are popular, the problem is that most of them has 
been broken using object recognition techniques [4], with an 
accuracy of 93% on EZ-gimpy, 78% on Gimpy R and 34% on 
Gimpy. This reduces the reliability of text based CAPTCHAS. 
The test can be made harder to break by adding noise and 
distortion, but that often makes them harder for humans also to 
understand.  

Figure.1 Text based CAPTCHAs 

An alternative is to use image based CAPTCHAs. These 
types of CAPTCHAs usually present the user with the image of 
an object and request the user to annotate it. But this may 
sometimes lead to misspelling, synonymy and polysemy [5]. 
Another drawback is that some images of objects used may not 
be familiar to users of different countries. PIX, ESP PIX, 
SQUIGL PIX [1], and IMAGINATION [13, 14] are some of 
the image based CAPTCHAs (Figure.2). 

PIX and ESP PIX present the user with images of objects 
for annotation. In SQUIGL PIX, the users are to trace the 
required object in the image to pass the test. 

Proceedings of the 2009 IEEE International Conference on Systems, Man, and Cybernetics
San Antonio, TX, USA - October 2009

978-1-4244-2794-9/09/$25.00 ©2009 IEEE
5051



IMAGINATION presents the user with a two step 
challenge. In the first step the user is required to click near the 
geometric centre of a sub-image presented as part of a 
composite image. If he succeeds another image is presented 
which is to be annotated to pass the test. In our study with 25 
subjects in the age of 20-35, who are very much familiar with 
using computers and Internet, most of them showed difficulty 
in finding the centre of the sub-image. Some of them were even 
temporarily banned from the site [13] for making too many 
false attempts. 

Figure 2. Image based CAPTCHAs 

Another variant of image based CAPTCHA is Microsoft 
Asirra [6]. Here the users are required to type in the number of 

images depicting cats from a set of 12 images consisting of cats 
and dogs. Even though it is a simple test, the reliability of it has 
been questioned by Philippe Golle in [7]. 

III. THE PROPOSED CAPTCHA TEST

The proposed test, Activity Recognition CAPTCHA (Fig.3) 
is an image based CAPTCHA. It is based on the fact that 
humans are better than computers at understanding the 
semantic meaning of images. Given an image depicting an 
activity, human can easily identify it even if the image is 
distorted to certain extend. Though a lot of work has been done 
in the area of machine vision, activity recognition is still a 
tough task for machines. 

Figure3. Activity Recognition CAPTCHA

In Activity Recognition CAPTCHA, the user is presented 
with three distorted images depicting a common activity R. The 
activity is selected randomly and the image database is 
searched for that particular activity. Three random images 
matching R is selected. These images are distorted with 
distortion parameter D, chosen such a way that the distorted 
outputs maintain visible clarity to humans while making 
automated recognition difficult. The three distorted images are 
then scaled and presented to the user to annotate. In-order to 
avoid the problem of misspelling, the user is provided with a 
list of activities from which he can choose the common activity 
associated with the images. 
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A. Algorithm 
The algorithm for the proposed CAPTCHA test is briefed 

below: 

1. Choose a random activity R from a set of activities. 

2. Select three random images {I1, I2, I3} depicting 
activity R from the image database. 

3. Distort the images with distortion parameter D chosen 
at random. 

4. Apply scaling to all images to produce equally sized 
images and present it to user for annotation. 

5. If the user chooses the correct activity R, proceed to the 
next stage else go to step1 and present another test. 

B. User studies and results 
Our image based CAPTCHA test makes use of the hard 

machine vision problem of recognizing activity depicted in 
images to distinguish between humans and automated 
computer programs, a task that is comparatively easy for 
humans. The test images were taken from Google images [15].  
The images were resized and slightly distorted before 
presenting to the user. To quantitatively evaluate Activity 
Recognition CAPTCHA, we performed user studies among 25 
subjects in the age range of 25-35, all familiar with computers 
and using Internet. We have compared the performance of 
Activity recognition CAPTCHA with other similar image 
based CAPTCHAs such as ESP PIX and SQUIGL PIX. Each 
user is given 25 tests of all the three CAPTCHAs. The user 
study results for the three CAPTCHAs are briefed in Table 1. 

TABLE I. COMPARATIVE STUDY

CAPTCHA test 

ESP PIX SQUIGL PIX Activity Recognition 
CAPTCHA 

Average time in 
seconds to pass 
the CAPTCHA 
test

10.42 12.56 6.03 

Average success 
rate (for 25 tests) 85.44% 67.84% 99.04% 

Fig.4 and Fig.5 shows the detailed results of user studies for 
the three types of CAPTCHAs. The following observations are 
made: 

• Average time taken to pass Activity Recognition 
CAPTCHA is found to be almost 50% less compared 
to that of ESP PIX and SQUIGL PIX. 

• Average success rate of Activity Recognition 
CAPTCHA is 99.04%, ESP PIX is 85.44% and 
SQUIGL PIX is 67.84%. 

• The user response time is found to be more consistent 
in Activity Recognition CAPTCHA than the other two 
CAPTCHAs. 

• Out of 25 users, 21 users passed all the 25 tests of 
Activity Recognition CAPTCHA given to them. 

Figure 4. Average time taken to pass CAPTCHA test 

IV. CONCLUSION

Figure 5. Success rate 

C. Discussion 
We have presented Activity Recognition CAPTCHA, a 

simple user friendly image based CAPTCHA test. Some 
features of the test are listed below: 

• Activity recognition has the property of being 
universal. For example if “Read” is the activity chosen, 
users will be able to recognize the activity as “Read” 
irrespective of the country in which they live in. But in 
the case of some of the image based CAPTCHAs in 
which users are required to annotate the image of the 
object presented to them, some of the objects may not 
be familiar to users of different countries. For example, 
the image of the bird Kiwi may be familiar to people in 
New Zealand but may not be familiar to people in 
India. 

• No problems like misspelling, synonymy, or polysemy 
since the user is not required to type in anything for 
validating the test. 

• Unlike some of the text and image based CAPTCHAs, 
the user need not be familiar with difficult English 
words to pass the test. 

• For attacking the CAPTCHA, the automated programs 
should either identify the activity shown in the images, 
which is a hard machine vision problem, or the 
database has to be attacked. Even doing so may not 
guarantee success since the images are distorted before 
presenting to the user. Because of this automated 
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programs cannot get the activity label simply by 
comparing the image with that in the database [2, 3]. 

• Database of well annotated images describing different 
activities has to be maintained for this test. Keeping a 
dynamic database will make the test more robust. 

• As the proposed test is an image based CAPTCHA; it 
is not suitable for visually impaired users. Also it may 
be challenging for users with learning disabilities who 
may not be able to recognize the activity depicted in the 
images. 

V. CONCLUSION

In this paper, we have presented a user friendly, GUI based 
Activity Recognition CAPTCHA, a simple image based 
CAPTCHA test that exploits a hard machine vision problem of 
recognizing activity depicted in images, which is easy for 
humans to solve. The average time taken to pass the test is less 
than 10s, which is a desirable property of CAPTCHA. The ease 
of use and universality makes it desirable over other similar 
image based CAPTCHAs.  

REFERENCES

[1] The CAPTCHA Web Page: http://www.captcha.net. 
[2] Luis Von Ahn, Manuel Blum and John Langford. “Telling Humans and 

Computers Apart Automatically”, Communications of the ACM, Vol. 
47, pp 57-60, February 2004. 

[3] L. von Ahn, M. Blum, N. Hopper, and J. Langford. “Captcha: Using 
hard AI problems for security”, Proceedings of Eurocrypt 2003, pp 294–
311. 

[4] Greg Mori and Jitendra Malik. “Recognizing Objects in Adversarial 
Clutter: Breaking a Visual CAPTCHA”, Proc. IEEE Conf. Computer 
Vision and Pattern Recognition, 2003. Vol1. pp 134-141. 

[5] Monica Chew and J. D. Tygar, “Image Recognition CAPTCHAs”,  Proc. 
Of the 7th Information Security Conference, 2004. 

[6] J. Elson, J. Douceur, J. Howell and J. Saul. “Asirra: A CAPTCHA that 
exploits interest- aligned manual image categorization”, Proc. Of ACM 
CCS 2007, pp. 366-374. 

[7] Philippe Golle, “Machine learning attacks against the Asirra 
CAPTCHA”, Proc. Of ACM CCS 2008, pp. 535-532. 

[8] Moni Naor, “Verification of a human in the loop or Identification via the 
Turing Test”, Available online at: 
http://www.wisdom.weizmann.ac.il/~naor/PAPERS/human.ps. 

[9] Allison L. Coates, Henry S. Baird, Richard J. Fateman, “Pessimal Print: 
A Reverse Turing Test”. Available online: www2.parc.com/ 
istl/projects/captcha/docs / pessimalprint.pdf. 

[10] Baird HS, Popat K, “Human interactive proofs and document image 
analysis”, Proceedings of Document Analysis Systems 2002, Princeton, 
NJ, pp 507–518, August 2002. 

[11] Y. Rui and Z. Liu, “Artifacial: automated reverse turing test using facial 
features”,  Proceedings of the eleventh ACM international conference on 
Multimedia , New York, NY, USA, 2003. ACM Press,  pp 295–298. 

[12] A. Turing, “Computing machinery and intelligence,” Mind, vol. 59, No. 
236, pp. 433–460, 1950. 

[13] http://alipr.com/captcha/ 
[14] Ritendra Datta, Jia Li and James Z. Wang, ``IMAGINATION: A Robust 

Image-based CAPTCHA Generation System,'' Proceedings of the ACM 
Multimedia Conference, pp. 331-334, November 2005.  

[15] Google images. http://images.google.com 

5054



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


