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Abstract—Current technology allows steganography applica-
tions to conceal any digital file inside of another digital file. Due
to the large number of steganography tools available over the
Internet, a particular threat exists when criminals use steganog-
raphy to conceal their activities within digital images in cyber
space. In this paper, a set of statistical features are generated
using linear mixed effects models in conjunction with wavelet
decomposition for image steganography detection. It is important
to generate features capable of distinguishing between a set of
clean and steganography images for steganalysts in commercial
industry, Department of Defense, government as well as law
enforcement. In the experimental results, seven sets of images
are used to measure the performance of the proposed method,
a clean set and two JPEG steganography methods with three
different embedding file sizes to create steganography images.
The number of correct predictions that an instance is clean or
steganographic are improved by as much as 38% when using
the proposed linear mixed effects models compared to the linear
fixed effects models.

Index Terms—Linear mixed effects model, steganography,
steganalysis, feature generation, maximum likelihood estimates

I. INTRODUCTION

Steganography has been used throughout history from
ancient Greece to todays cyber space for secret communi-
cations [3], [9]. In recent years, digital steganography has
emerged as a significant research area [8]. The use of freely
available steganography tools allows secret information to be
imperceptibly hidden within digital signals. Signals containing
concealed information are stored or transmitted through public
channels to protect pertinent data. However, criminals have
sought ways to use steganography to conceal their activity in
real or physical space as well as in virtual or cyber space.
In a special report by the National Institute of Justice, it is
stated that potential digital evidences in child abuse, child
exploitation and terrorism investigations include information
regarding steganography [12].

The use of steganography as a means of computer and
cyber crime leads to the problem of steganalysis [3], [16].
There are three areas a steganalyst is challenged with; detecting
the existence of steganographic content, identification of the
steganography method used, and the extraction of the hidden
information [14]. This paper focuses on generating statistical

features using image wavelet decomposition along with linear
mixed effects models for the detection of image steganogra-
phy. The proposed concept predicts wavelet coefficients that
are either clean or steganography using linear mixed effects
models [4], [11], in which images are considered random from
both clean or steganography image sets. For an input image,
there are three scales of the wavelet decompositions along with
three orientations, vertical, horizontal, and diagonal, for each
scale. Four statistics, mean, variance, skewness, and kurtosis,
are used to measure the differences between the predicted
coefficients and the wavelet coefficients for each scale and
orientation. This results in a total of 36 statistical features
capable of distinguishing between clean and steganography
images.

The detection of steganography images based on wavelet
features was first introduced by Farid [6]. A total of 72 features
were generated, 36 derived from original wavelet coefficients
and 36 from the log differences between the original and
the predicted coefficients. A linear regression model of fixed
effects was used by Farid to estimate the wavelet coefficients.
However, the problem arises from correlations between the
predicted and the original wavelet transform coefficients when
using the same input image. The presented mixed effects
models allow this correlation to be broken by considering the
randomness among images. This allows a greater separation
when determining which class an image is associated with.
Features are generated from a set of clean and steganography
images using the previous method [6] as well as the proposed
method and classified using a neural network with Gaus-
sian kernels. Two JPEG steganography methods, JPEG-JSteg
v1 [13] and JPEG-JSteg v4 [15], are used in the experiment
with three different embedding text file sizes, 0.21KB, 0.32KB,
and 1.04KB. The results show that mixed effects models keep
the consistency of classification accuracy no matter how much
information is hidden within images.

The paper is organized as follows. Section II gives the
background knowledge of wavelet decomposition which will
be used before generating features. The benchmark feature
generation method [6] is then briefly explained in Section III
followed by the proposed method in Section IV. A classifier
utilized here is illustrated in Section V [2]. With 10-fold cross
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validation [10], Section VI shows and compares classification
accuracies between methods, ensuing the conclusion and dis-
cussion of possible future work in Section VII.

II. WAVELET DECOMPOSITION

This paper employs wavelet transforms as a preprocess for
deriving image features. The image decomposition employed
here is based on separable quadrature mirror filters (QMF)
originally used in [6]. Applying the wavelet transform on a
given image maps the image pixel from the spatial domain to
the wavelet transform domain, i.e., to the frequency space. The
image decomposition splits the frequency space into multiple
orientations and levels. For each level, four subbands, LL, LH ,
HL, and HH , are created inheriting the characteristics of the
image, identical (I), vertical (V), horizontal (H) and diagonal
(D) information, correspondingly. The symbol L is denoted as
a lowpass filter being used, while H would be the case of a
highpass filter. The number of iterations applied, also named

(a) Subband information (b) Edge information

Fig. 1. A four-scale wavelet decomposition

as a scale or level, is denoted by a subscript i. Recursively
applying QMF to LLi, Fig. 1 presents an ith-scale wavelet
decomposition, where i = 1, 2, 3, 4. Suppose, there is a set of
n images. For each image, a four-scale three-orientation QMF
is utilized. A coefficient located within a wavelet transformed
image is denoted by its edge characteristics and its position,
i.e., vj,i(x, y), hj,i(x, y), dj,i(x, y), where i = 1, 2, 3, 4,
j = 1, 2, . . . , n, and (x, y) is the row and column index
within a characteristic block. The coordinate (x, y) denotes
the coefficient location within a block.

III. WAVELET FEATURE GENERATION USING LINEAR

FIXED EFFECTS MODELS

Given a wavelet transformed image, linear fixed effects
models are used for predicting wavelet coefficients [6]. Note
that only the wavelet coefficients having the absolute values
greater than one and located at the first three scales are
considered. For a particular coefficient, seven neighboring co-
efficients are selected based on each characteristic, formulated

as linear fixed effects models in the following.

vj,i(x, y) = βv
i,1vj,i(x − 1, y) + βv

i,2vj,i(x + 1, y)
+βv

i,3vj,i(x, y − 1) + βv
i,4vj,i(x, y + 1)

+βv
i,5vj,i+1(x/2, y/2) + βv

i,6dj,i(x, y)
+βv

i,7dj,i+1(x/2, y/2) + εv
j,i,

hj,i(x, y) = βh
i,1hj,i(x − 1, y) + βh

i,2hj,i(x + 1, y)

+βh
i,3hj,i(x, y − 1) + βh

i,4hj,i(x, y + 1)

+βh
i,5hj,i+1(x/2, y/2) + βh

i,6dj,i(x, y)

+βh
i,7dj,i+1(x/2, y/2) + εh

j,i,

dj,i(x, y) = βd
i,1dj,i(x − 1, y) + βd

i,2dj,i(x + 1, y)

+βd
i,3dj,i(x, y − 1) + βd

i,4dj,i(x, y + 1)

+βd
i,5dj,i+1(x/2, y/2) + βd

i,6hj,i(x, y)

+βd
i,7vj,i(x, y) + εd

j,i,

for i = 1, 2, 3 and j = 1, 2, . . . , n. The model coefficient
βr

i,k for r = v, h, d, i = 1, 2, 3 and k = 1, 2, . . . , 7 denotes
the weight corresponding to a neighboring wavelet coefficient,
and εr

j,i denotes the corresponding error.
There may be unequal number of measurements in the

images due to the number of absolute coefficient values greater
than one. Let nj denote the number of measurements in the
jth image. The above equations can be expressed in matrix
forms as follows:

vj,i = Qv
nj ,iβ

v
i + εv

j,i, (1)

hj,i = Qh
nj ,iβ

h
i + εh

j,i, (2)

dj,i = Qd
nj ,iβ

d
i + εd

j,i, (3)

for i = 1, 2, 3 and j = 1, 2, . . . , n. The nj × 1 dimensional
error vectors εv

j,i, εh
j,i and εd

j,i are all normally distributed with
mean zero. The coefficients βv

i , βh
i and βd

i are given by

βv
i = (βv

i,1, β
v
i,2, β

v
i,3, β

v
i,4, β

v
i,5, β

v
i,6, β

v
i,7)

′,

βh
i = (βh

i,1, β
h
i,2, β

h
i,3, β

h
i,4, β

h
i,5, β

h
i,6, β

h
i,7)

′,

βd
i = (βd

i,1, β
d
i,2, β

d
i,3, β

d
i,4, β

d
i,5, β

d
i,6, β

d
i,7)

′,

and Qv
nj ,i, Qh

nj ,i and Qd
nj ,i are the nj×7−dimensional design

matrices of the fixed effects in the three orientations as defined
before. The n submodels for n images can be stacked one
below the other for each characteristic block (1), (2) and (3),
giving a single model for each block as follows:

vi = Qv
i β

v
i + εv

i , (4)

hi = Qh
i βh

i + εh
i , (5)

di = Qd
i β

d
i + εd

i , (6)

where vi, hi and di are all m × 1 dimensional vectors with

m =
n∑

j=1

nj . The error vectors

εr
i ∼ Nm(0, σ2

riIm),

for r = v, h, d, and i = 1, 2, 3.
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The system of equations (4), (5) and (6) represent nine
models for i = 1, 2, and 3. It must be noted that one model
is designed for one orientation in every scale. The coefficients
Qv

i , Q
h
i and Qd

i in the above models are written as

Qr
i =

⎡
⎢⎢⎢⎣

Qr
n1,i

Qr
n2,i
...

Qr
nn,i

⎤
⎥⎥⎥⎦ ,

where r can take value v, h or d. And, ri, for each r
and i is given by ri = (r′

1,i, r
′
2,i, . . . , r

′
n,i)

′ and εr
i =

(εr′
1,i, ε

r′
2,i, . . . , ε

r′
n,i)

′. Now, the best linear unbiased estimates
(BLUEs) of the predicted model coefficients βr

i are given by

β̂
v

i = (Qv′
i Qv

i )−1Qv′
i vi,

β̂
h

i = (Qh′
i Qh

i )−1Qh′
i hi,

β̂
d

i = (Qd′
i Qd

i )
−1Qd′

i di.

The predicted wavelet coefficients are then given by

v̂i = Qv
i β̂

v

i ,

ĥi = Qh
i β̂

h

i ,

d̂i = Qd
i β̂

d

i ,

and the log error measures for each orientation in each scale
are determined with

ev
i = log2 |vi| − log2 |v̂i|,

eh
i = log2 |hi| − log2 |ĥi|,

ed
i = log2 |di| − log2 |d̂i|,

for i = 1, 2, and 3. The statistics mean, variance, skewness
and kurtosis are calculated on both original coefficient vectors
and these error vectors. Table I shows these statistics and their
corresponding equations for r = v, h, d, and i = 1, 2, 3. For a
given image, there are 72 features generated for the nine fixed
effects models by deriving from the statistics calculations on
both original and error wavelet coefficients for each charac-
teristic block, where 36 features are from original coefficients
and the remaining 36 features are from error coefficients.

TABLE I
THE STATISTICS AND THEIR FORMULAS

Statistic Formula

Mean sr
i,1 =

1

n

n∑
j=1

εr
j,i

Variance sr
i,2 =

1

n

n∑
j=1

εr
j,i − sr

i,1)2

Skewness sr
i,3 =

1

n

n∑
j=1

(εr
j,i − sr

i,1)
3

(sr
i,2)3/2

Kurtosis sr
i,4 =

1

n

n∑
j=1

(εr
j,i − sr

i,1)
4

(sr
i,2)2

IV. WAVELET FEATURE GENERATION USING LINEAR

MIXED EFFECTS MODELS

In this section, n random images from a population of
images are considered. Then the nine fixed effects models (4),
(5) and (6) can be written as the mixed effects models [11] in
a compact form as follows:

ri = Qr
i β

r
i + Zr

i α
r
i + εr

i ,

for r = v, h, d, and i = 1, 2, 3, where Qr
i and Zr

i are
respectively m × 7 and m × n design matrices, and εr

i is the
m×1 column vector of residuals assumed to be distributed in-
dependently of the n×1 random effects αr

i . The 7-dimensional
vector βr

i contains the fixed effects parameters in each of the
nine models. These are fixed, but unknown constants. Assume

αr
i ∼ Nn(0, σ2

α,riIn),

εr
i ∼ Nm(0, σ2

ε,riIm).

The BLUEs of βr
i and the best linear unbiased predictors

(BLUPs) of αr
i can be obtained by solving the system of mixed

model equations [7][
Qr′

i Qr
i Qr′

i Zr
i

Zr′
i Qr Zr′

i Zr
i + kIn

] [
β̂

r

i

α̂r
i

]
=

[
Qr′

i ri

Zr′
i ri

]
,

where k = σ2
ε,ri/σ2

α,ri. Thus, the predicted wavelet coefficients
and the log error measures for each orientation in each level
are calculated as follows:

r̂i = Qr
i β̂

r

i + Zr
i α̂

r
i ,

er
i = log2 |ri| − log2 |r̂i|,

for r = v, h, d and i = 1, 2, 3. The four statistics are calculated
as described in Table I in Section III using these log error
measures. This results in a feature vector p of 36 features
from the log error measures.

V. CLASSIFICATION

Before using the features directly derived from the previous
sections for classification purpose, the classifier inputs are
standardized in order to derive more impartial results. In many
practical situations, the classification model may receive input
features whose values lie within different dynamic ranges.
Thus, features with large values may inadvertently influence
classification over features with small values. In this research,
each feature is separately standardized by subtracting its mean
and dividing by the standard deviation. Standardization allows
for the centroid of the data to be moved to the origin along
with stretching or compressing the data according to individual
feature’s standard deviation. This keeps the data in the same
dynamic range according to the standard deviation.

The classification model used in this paper is a neural net-
work with Gaussian kernels as a supervised classification net-
work model [2], [5]. A schematic view of the network is shown
in Fig. 2. The network model typically includes three layers:
input layer, hidden layer, and output layer. The first layer is an
input layer with an input vector p = [p1, p2, . . . , pn]′ ∈ R

n.
The second layer is a hidden layer consisting of nonlinear
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Fig. 2. A neural network model with Gaussian kernels

transformation functions fi(p) : R
n → R known as the

activation functions having the standard radial basis functions
(RBF). The Gaussian function

fi(p) = e−
(p−ci)

2

s

is often used as a radial basis function. The variable ci is
the center of the ith receptive field and s = (− log(0.5))1/2

spread is
referred to as the width of the Gaussian function. The spread
spread is a constant used to ensure that neurons respond
strongly to overlapping regions of the input space [5]. The
width of the Gaussian function s is set to be the same as in [5].
The third layer is a linear mapping collecting the weighted
outputs from the hidden layer allowing for a class label to be
assigned. The output o is described by the equation

o = b +
k∑

i=1

wifi(p), (7)

where b is a threshold value and wi indicating the weight is a
scalar. For the application on steganography detection, consider
a feature vector as the input, the output indicates a given image
belongs to either a clean or a steganography image category.

VI. EXPERIMENTS

The clean image set used in this paper are from [1].
The steganography data sets are created using carrier im-
ages, steganography message to be embedded and two JPEG
steganography methods, JPEG-JSteg v1 [13] and JPEG-JSteg
v4 [15]. The hidden data consists of three text files containing
212 characters, 320 characters and 1040 characters, respec-
tively. Each character is represented as a byte. Correspond-
ingly, 1040 characters need approximately the same memory
size as a 32×32 grayscale image when a pixel value is stored as
a byte. To generate the features using the fixed effects models
as well as training the classification model, 40 images of size
512× 512 are randomly selected from each dataset. To ensure
proper training of the classification model, the clean images
and the six sets of steganography images do not overlap.

A N -fold cross validation is used in training and testing
the proposed feature generation method, where N = 10 [10].
Additionally, the network for classification is designed to
have a spread = 10. The training set of images consists of

randomly chosen clean images and the steganographic images
for each fold. By applying the steganography detection system
on the above mentioned steganography methods, percentage
confusion matrices are demonstrated for each method in Tables
II and III. The overall classification accuracy of the clas-
sification rule can be calculated by averaging the diagonal
elements in the confusion matrix. However, in steganography
detection systems, it is more important not to misclassify
a steganography image as a clean image (false positive) as
compared to misclassifying a clean image as a steganography
image (false negative). The consequences of a false positive
would be very expensive from the security point of view for
steganalysts. Thus, in this paper, the primary focus is on the
classification accuracy of steganography images (true positive),
consequently the confusion matrices for all the experiments are
reported rather than reporting only the overall classification
accuracy.

TABLE II
CLASSIFICATION ACCURACIES (%) FOR JPEG-JSTEG V1

Observed
Prev. Method Prev. Method Our Method
(72 Features) (36 Features) (36 Features)

Stego Clean Stego Clean Stego Clean
Stego 66.0 34.0 79.0 21.0 98.3 1.7

0.21KB
Clean 36.7 63.3 26.7 73.3 11.8 88.2
Stego 70.2 29.8 76.5 23.5 98.3 1.7

0.32KB
Clean 34.7 65.3 24.3 75.7 11.8 88.2
Stego 87.5 12.5 82.8 17.2 98.3 1.7

1.04KB
Clean 22.2 77.8 19.3 80.7 8.3 91.7

TABLE III
CLASSIFICATION ACCURACIES (%) FOR JPEG-JSTEG V4

Observed
Prev. Method Prev. Method Our Method
(72 Features) (36 Features) (36 Features)

Stego Clean Stego Clean Stego Clean
Stego 61.9 38.1 74.3 25.7 100.0 0.0

0.21KB
Clean 43.3 56.7 30.3 69.7 11.8 88.2
Stego 60.9 39.1 78.7 21.3 98.3 1.7

0.32KB
Clean 43.3 56.7 23.7 76.3 11.8 88.2
Stego 80.2 19.8 74.5 25.5 100.0 0.0

1.04KB
Clean 18.2 81.8 21.8 78.2 10.3 89.7

Tables II and III give the classification accuracies (%) in
nine confusion matrices. The results are shown for three sets of
features; the previous method described in Section III with all
72 features, 36 error features from log error measures only, and
36 error features from log error measures for the new method
presented in Section IV. The clean images are compared with
JPEG-JSteg v1 and JPEG-JSteg v4 Stego images for 0.21KB,
0.32KB and 1.04KB steganography file size respectively. The
columns represent the observed values and the rows represent
the predicted values. It can be seen that with the integration of
random effects the percentage of the classification accuracies is
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improved for both steganography and clean images by as much
as 38% in comparison to the previous fixed effects method. It
should also be noticed that using the 36 error features from
Section III instead of all 72 features improves the classification
accuracies of steganography images, except the case of high
amounts of hidden information. Note, the new method in each
case classifies the steganography images with more than 98%
accuracy for each of the steganography embedding methods.

VII. CONCLUSION

The need to extract hidden information from a steganogra-
phy file is necessary for law enforcement to build a criminal
case if it is to hold up in court. This problem of extraction
leads to an intermediate step of identifying the embedding
method used to create the steganography file. One of the goals
of detection is to generate a set of features that is capable of
detecting small amounts of hidden information. The results in
Section VI indicate that the mixed effects models maintain the
consistency of the classification accuracy no matter how much
information is hidden within images, while Farid’s method
has a low detection accuracy in detecting small amounts of
hidden information. This finding is important for steganalysts
in understanding that a combination of several feature genera-
tion methods is important when attempting to solve detection
of steganography. In future work, more embedding methods
will be experimented with the proposed method. Additionally,
the feature generation methods will be combined and feature
selection will be used in attempts to increase the detection of
various steganography methods.
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