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Abstract— This work reports an efficient solution for
reaching agreement (consensus) among the processes of
a distributed system. The better efficiency is achieved
through early disposal of faulty processes while ap-
proaching for a consensus. The introduced network par-
titioning scheme further facilitates the progress by re-
ducing the message exchange overhead. Simulation re-
sults establish that the proposed solution significantly
reduces the message exchange complexity, in compari-
son to the schemes reported so far, simultaneously en-
suring the fault-tolerance ability of a system as that of
the known best results.
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ment, Consensus, Early stopping.

I. Introduction

In a distributed system, it is often needed to reach
a common decision (consensus) among the processes.
The participating processes can compete or cooperate
among themselves for such consensus. This results in
voluminous information exchanges [1], [4], [5]. A failure
prone system further increases the message exchanges
to disregard the participation of faulty processes in de-
cision making.

A number of solutions [1], [3], [4], so far been re-
ported, for reaching agreement with the target to re-
duce message exchanges as well as improved fault tol-
erance. However, none of these can achieve optimality
in terms of both the fault tolerance through bare min-
imum message exchanges and quick termination of the
agreement procedure. Further, a very few of these have
taken care of simultaneous existence of the dormant
and crash faults with reservations.

The above scenario motivates us to study the issues
related to an agreement protocol and then to propose
a solution that can overcome the limitations of existing
schemes reported in [1], [2], [3], [4], [5].

The proposed solution is set to achieve better effi-
ciency through early disposal of faulty processes while
trying to reach an agreement (consensus). The con-
sensus is achieved after two rounds instead of arbitrary
number of rounds required in the SMBTC [5]. This en-
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sures minimum message exchanges among the processes
without sacrificing the fault tolerance. Further, a net-
work partitioning scheme is introduced to handle large
networks [6]. The reported experimental result estab-
lishes effectiveness of the proposed solution, in terms of
message exchange overhead, fault tolerance as well as
the time required to reach a consensus. The next sec-
tion provides the topics relevant for our current work.

II. The Mortal Byzantine

In Byzantine agreement, one process (called the ini-
tiator) floats a value that is to be agreed upon. All
the processes then communicate (exchange messages)
and the non-faulty processes agree on the same value.
If the initiator is non-faulty, all non-faulty processes
agree on the initiator’s proposed value. On the other
hand, in consensus, each of the participating processes
has its own initial value. The processes exchange those
values among themselves and finally all the non-faulty
processes agree on the same value.

The algorithm proposed in [1] solves the Byzantine
agreement problem for n > 3t+1 processes, where n
is the number of processes and t can be the at most
tolerable faults. The performance of this algorithm is
measured in terms of message exchange rounds. It is
shown in [2] that, with n > 3t+1 processes, any non-
authenticated Byzantine agreement protocol requires
at least t+1 rounds in worst case. In [3], it is min{f+2,
t+1}, if there are f < t faulty processes in the system.

The Synchronous Mortal Byzantine Tolerant Con-
sensus (SMBTC) scheme [5] achieves a bound n> 2t
with the assumption that the faulty processes crash
within a finite time. That is, in a system of 5 pro-
cesses (P1, Ps,... , Ps), at most 2 (P3 and P5) can be
faulty. To reach an agreement, a process (P;) initiates
the process of consensus by sending its proposed value
and decision value to all the participating processes.
Then it passes through some phases each consisting of
two major steps called rounds.

In the first round of a phase, each process sends its
proposed and decision values to all. If any non-faulty
process (P») identifies that the message from a process
(Ps) is lost, the non-faulty process (Pz) detects it (Ps)



as faulty. In the second round, each process sends the
records it is having, at the end of first round, to all
others. A non-faulty process checks the received infor-
mation from processes considered non-faulty and tries
to decide.

If a faulty process (Ps) is not yet crashed (i.e. to be
detected) and sends conflicting values, the non-faulty
process (P,) can not decide and a new phase is started.

The agreement process ends when all the non-faulty
processes decide on the same value.

The SMBTC is optimal in terms of fault tolerance,
but not in terms of number of message exchanges. For
a moderately large network, say with 50 processes, this
may require ~ 58333 message exchanges. We have pro-
posed a scheme (agreement-at-partition) in [7] that re-
duces the number of message exchanges. However, the
SMBTC and agreement-at-partition require arbitrary
number of rounds for a consensus. The solution pro-
posed in the current work resolves the issue through
early disposal of faulty processes as well as partition-
ing of the network while tries to reach a common agree-
ment. Further, we consider simultaneous existence of
both the dormant and crash faults. This maximizes the
fault tolerance capability of a system.

III. The Proposed Scheme

In a large network, reaching a common decision (con-
sensus) among the processes, requires huge message ex-
change overhead. Due to presence of faulty processes, a
consensus scheme may take several rounds (set of steps)
[4], [5] to ensure that the decision taken by the non-
faulty processes is correct. An early identification of
faulty processes can speed up the agreement process. In
the current work, we develop a scheme that solves con-
sensus in exactly two rounds (quick-consensus) through
minimum message exchanges among the participating
processes. The proposed scheme can also take care of
the system even when there are dormant faults and
crash faults (malicious faults). A partitioning scheme
is introduced with the target to further reduction in
message exchange overhead while reaching an agree-
ment. It results in low congestion and high network
throughput and, thereby, avoids broadcast storm in a
large distributed system.

The following subsection reports the proposed quick
consensus scheme. The introduction of partitioning in
this process is described in Subsection III-B.

A. Quick consensus

The proposed consensus scheme, exploiting the early
disposal of faulty processes from decision making,
passes through two rounds. In first round, all the pro-
cesses exchange their own initial values. At the start
of second round every process (P;) knows the initial
values of all the n processes. This is stored in a vector

2059

(say V;). These V;s vectors formed at the processes
(P;s), at the end of first round, are shown in Fig.1(a).
Each (P;) of the processes then sends its vector (V;)
to all the processes. At this point every process (P;) is
having an array of vectors (2-d array) containing initial
value of the process (P;), sent by the process P; as well
as the other processes. These 2-d arrays (initial-value-
sets) of all the processes are presented in Fig.1 (b).

In a fault-free network, the 2-d arrays (initial-value-
sets) constructed at process sites are the same. In a
system with faulty/non-faulty processes, a non-faulty
process (P;) can identify the dormant faulty processes
as well as the crash faulty processes by investigating
each row and column of its initial-value-set;. The dif-
ferent entries (1/0) in column j signify that the process
P; sends different initial values to different processes
i.e. P; is a dormant faulty process. If all the entries
in row k are not equal to 0 or 1 (say, M), then it sig-
nifies that Py doesn’t send any value i.e Py is a crash
faulty process. In Fig.1 (b) P3 is a dormant faulty pro-
cess and Py is a crash faulty process. Any non-faulty
process (say, P1) detects all the dormant and/or crash
faulty processes (i.e. Pj3 and Pj) at the end of sec-
ond round and eliminates the values sent by the faulty
process(es) by discarding/ignoring the corresponding
row(s) and column(s) (i.e. 3rd row & column and 5th
row & column) from its initial-value-set (initial-value-
set1). During the process, a non-faulty process (P1)
keeps count (k) of the faulty processes it detects.

If a non-faulty process (P1) sees that the number of
valid rows in its initial-value-set (initial-value-setq) is
greater than the number of faulty processes (k), then
it (P1) decides on the majority of Os or 1s in the row
that corresponds to the process (Py).

The solution to reach a consensus among the pro-
cesses is described next. The following assumptions
are taken while devising the solution:

1. Links among the processes/nodes are reliable and
these are not introducing any delay.

F, is the total number of dormant faulty pro-

cesses. A dormant faulty process can send different

values to different processes.

. F. is the total number of crash faulty processes.

Such fault occurs when a process is permanently

crashed and a faulty process crashes within a finite

time interval.

A faulty process does not alter the values it re-

ceived from others.

5. Ty=k=F4+F, is the total number of faulty pro-
cesses.

2.

4.

Algorithm 1: quick-consensus

(i) PL; = array of process ids (process-list) stored at
each process i

(ii) » x n initial-value-set; array (n = number of
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Fig. 1. Initial value sets

processes) stored at each process i
(iii) decision-value; stored at each process i
Input: processes, initial-values and PL for all processes.
Output: decision-value.
1. initialize initial-value-set;[i][i] = 0/1 Vi,
initialize NFL;= |PL;| Vi=1 to n
2. first round: each process sends its initial-value to
all.
if a process p doesn’t receive message from P
then updates initial-value-set,[p][P] = M in p’s ar-
rays. PL,[P]=M
3. second round: each process i sends the initial-
value-set;[i] to all
if process p doesn’t receive message from P
then initial-value-set,[P][i = 1 to n] = M and
PL,[P]=M
for j=1 to n
if column j of initial-value-set, not contains all Os
or all 1s (ignoring entry M)
then report P; is faulty and set all entries of row j
and column j as M
end for loop
NFL,=NFL,-k // k= number of rows with all M
if NFL, > k, then
for p=1ton
ignore row p if all its columns are M
else decision,= majority of 0/1 in row p of initial-
value-set,,
return decision-value=decision,,
end for loop

The proof of correctness of Algorithm1 follows from [5].
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B. Improvement through partitioning

A network of n processors/processes is partitioned
into a number, say g, of groups. A process of a group
(G;) is selected as the co-ordinator/leader and initi-
ates the process of consensus (Algorithm 1) within G;.
The rounds of message exchanges to reach an agree-
ment among the members of G; is called local round.
The agreement reached is called local agreement. Once
the local rounds for all the groups are completed, one
process (leader) from each group G; then participates,
considering the weighted local decision value z;, in a
process to reach the final (global) agreement. The
weighted decision value is represented as z;= (d,w),
where d (decision value) € {0,1} and w = number of
non-faulty processes in the group G;.

At the initialization phase of network partitioning, a
randomly selected process P, (initiator) broadcasts an
initialization message. After receiving it, each process
of the system initializes a counter to ‘1’ and starts in-
crementing. The P, then further broadcasts g tokens.
Each token can be received by one and only one pro-
cess. The processes holding the tokens are the leaders.
Each leader logically forms a group of n/g-1 processes.

Algorithm 2: global-agreement
Input: leaders of the groups and their weighted local-
decision-value.
Output: global-decision-value.

1. iffor any k, 1 < k < g (g is the number of groups),
local round for group Gy, is finished

leader P of G sets a random timer RT[P] and
starts decrementing it



2. if P doesn’t receive any advertisement from an
initiator of global round and RT[P] = 0
then P sends local-decisionp and weight (i.e. no.
of non-faulty processes in Gy) to all the leaders,
else go to step 2
. if a leader Q € G; receives initialization message
from P then Q resets RT[Q]=0
. P initiates Algorithm 1 (quick-consensus) consid-
ering the set of leaders as a group and decision
value computed is the global-decision-value

5. the leader L of each group conveys global-decision

value to all processes belonging to its group G,

6. return global-decision-value

In global round (Algorithm 2), if weighted local-
decision-value is sent by the faulty leader of group G,
there may be a chance of mishap. However, the pro-
posed scheme can mask off such faults as the faulty
leader is detected in the local round. Once the faulty
leader is detected, a new leader is selected from G fol-
lowing a cellular automata based election algorithm re-
ported in [8]. The new leader participates in global
round by sending a reply to the initiation message [7].

IV. Performance Evaluation

This section reports performance evaluation of our
proposed scheme in terms of number of message ex-
changes to reach a consensus. The analytical results
are shown in the following subsection.

A. Analytical results
The number of message exchanges required in the
quick-consensus scheme (Algorithm 1 & 2) is

2
m=%+292+(nfngf) (1)
where the 15t (%) and 2"? (2¢?) terms represent the
number of message exchanges required in local and
global rounds respectively. The 3™ term (n — g — T)
appears due to the fact that after completion of global
round, the leaders of each group informs the global de-
cision value to all the non-faulty processes belonging to
that group. Therefore,

—2n?

T = - +dg—1
and ‘ffg’; = 49%2 +4 > 0 (since g and n, both positive).
For an optimum m, Cfi—T; = 752"2 +49—1=0
. 2 2 . 2
Le, g® =% 4+ % 1.e.,g:%+2”?

That is,

g~ {3 2)
B. Simulation results

The performance of proposed solution scheme is
compared with the SMBTC [5] and agreement-at-
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partition [7], in terms of message exchange overhead,
to reach an agreement.

Table I shows the number of message exchanges re-
quired by the SMBTC and the proposed scheme (quick-
consensus) without partitioning of network. The first
column represents the number of participating pro-
cesses (n). The second column represents the number
of tolerable faulty processes. Since the faulty processes
crash randomly, we have taken three sets of observa-
tions for different crash times. This is shown in column
3 and the message exchanges in column 4. The average
of these three, for an n, is provided in column 5. The
last column reports the message exchanges required by
the proposed scheme quick-consensus. Fig.2 displays
the performance comparison (in terms of message ex-
changes) of these two schemes.

The comparison results of quick-consensus with
partitioning (global-agreement) and agreement-at-
partition are shown in Table II. The columns A rep-
resent the number of processes in the system. The
columns B (number of tolerable faulty processes (fPr)),
C (number of message exchanges) & D (average mes-
sage exchanges) show the results of SMBTC [5]. The
columns E-I are for the agreement-at-partition scheme
of [7] and our proposed (quick-consensus) scheme with
partitioning. We have taken three sets of data for ran-
dom crash times (column C and G) of faulty processes.
The average of these three is reported in the columns
D and H. The number of groups (g) and number of tol-
erable faulty processes (fPr) in agreement-at-partition
and the proposed scheme (quick-consensus with parti-
tioning) is shown in the columns E and F.

The results shown in the tables point to the fact
that the proposed solution maximizes the fault toler-
ance capability of a system. The schemes (without
partitioning and with partitioning) achieve optimality
in terms of fault tolerance as that in SMBTC [5] and
agreement-at-partition [7] and significantly reduce the
message exchange overhead (Fig3). Both the SMBTC
and agreement-at-partition take arbitrary number of
rounds to reach an agreement depending on the crash
times of the faulty processes. The proposed schemes,
on the other hand, can dispose off the faulty processes
from consideration and completes the consensus pro-
cess only in two rounds.

The impact of number of partitions is illustrated in
Fig.4. It directs that the number of message exchanges
reduces with the increase in number of partitions. This
continues up to a threshold limit. If the number of
partitions is close to the number of processes, the par-
titioning can’t reduce the message exchange overhead.
This can be better explained from the analytical re-
sults. From the expression of m (Equation 1), we can
observe that, for g << n, the 1%¢ term prevails and the
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contribution of 2"? term is negligible. If we go on in-
creasing the g, contribution of the 1%¢ term decreases
but the 2" term becomes more prominent and the 37¢
term decreases. So, there must exist a minima in the
curve for m (since ”f;g’? > 0).

From Table II, it can be observed that the simulation
results conform to the analytical results. Graph shown
in Fig.4 displays that for 50 processes if the number of
groups is 11, the number of message exchanges is min-
imum (664). The expression for g, shown in Equation
2, also conforms with that value. That is,

g= {1502 ~10.7696 ~ 11.
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V. Conclusion

This work addresses the issue of reaching agreement
(consensus) in a distributed system. A scheme has been
proposed to ensure early disposal of faulty processes
that leads to a quick solution. A network partition-
ing scheme is also introduced for further reduction in
message exchange overhead. The simulation results es-
tablish that the proposed scheme can drastically reduce
the message complexity in comparison to the state-of-
the-art solutions.



TABLE II
PERFORMANCE EVALUATION II

SMBTC [5] scheme(7] quickcon SMBTC [5] scheme|7] quickcon
# # # Ave | # # # Avg | (partition) # # # Avg # # # Avg | (partition)
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