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Abstract—In this paper, we investigate fault diagnosis and
diagnosability in hybrid systems modeled by hybrid automata.
Generally, in hybrid systems, there are discrete sensors generating
discrete outputs available at the discrete-event system representa-
tion of the system and continuous sensors generating continuous
outputs available at the continuous dynamics. We assume that
there is a bank of residual generators (using continuous sensors)
designed for the continuous dynamics of the system. We present
a hybrid diagnosis approach in which faults are diagnosed by
integrating the information generated by the residual generators
and the information at the discrete-event system representation
of the system. We investigate the diagnosability of faults in the
hybrid diagnosis framework.

Index Terms—Fault diagnosis, hybrid systems, finite-state
automata, diagnosability.

I. INTRODUCTION

Fault diagnosis based on discrete event or continuous dy-
namics models have been studied extensively in the literature.
For example, one may refer to the diagnosis approaches
based on the Finite-State Automata (FSA) models [3], [10]
in the Discrete-Event System (DES) literature, and diagnosis
approaches based on analytical redundancy (refer to survey [2]
and the references therein) in the continuous-variable literature.

Fault diagnosis in hybrid systems has been a subject of
research. A number of diagnosis approaches have been de-
veloped for hybrid systems that are mostly based on discrete
and/or temporal abstractions of continuous dynamics. (See
for example, [6], [9] and [12].) Diagnosability of faults in
hybrid systems has also been investigated in the literature.
However, little work is available. In [11], diagnosability in
hybrid systems is studied using a timed automaton abstraction
of the hybrid system.

In general, there are two types of sensors in a hybrid system,
namely, discrete sensors that generate discrete outputs such as
level sensors used for measuring different levels of a liquid in a
tank, and continuous sensors that generate continuous outputs
such as a sensor continuously measuring the temperature of a
room. In [7], we developed a hybrid automaton model for a
gas turbine engine and studied fault diagnosis in the engine.
We showed that there are cases in which some faults are not
diagnosable either by using DES model (information provided
by discrete sensors) alone or by using the continuous methods
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based on residual generation (using continuous sensors) alone.
However, these faults can be diagnosed if the information pro-
vided by the residual generators are integrated with the output
of the discrete sensors. In [7], we developed a systematic
method for constructing an extended DES model containing
the information at the DES level of the engine as well as
the diagnosis information provided by the residual generators.
Based on the extended DES model, we constructed a hybrid
diagnoser for the engine.

In this paper, we review our hybrid diagnosis method and in-
vestigate the diagnosability of failure modes in our framework.
We introduce a notion of diagnosability in hybrid automata and
show that a failure mode is diagnosable in a hybrid automaton
if it is diagnosable in the extended DES model. In [8], we
study the problem of residual generator selection in hybrid
automata. We also investigate fault diagnosis for the cases that
some residual generators generate incorrect output.

Since residual generators in our work use all the information
available about the continuous dynamics of the system and
the outputs of continuous sensors, we do not lose a major
amount of information available at the continuous level due to
the abstraction. Our hybrid diagnosis approach produces a less
conservative diagnosis and therefore, it can detect and isolate
faults faster compared with the diagnosis approaches in the
literature that are based on abstracted models.

The remainder of the paper is organized as follows. In
Sec. II, the motivation of our hybrid diagnosis approach
is demonstrated by an example. In Sec. III, the modeling
of hybrid automata that are subject to faults is described.
In Sec. IV, our diagnosis approach in hybrid automata is
reviewed. Diagnosability in our framework is discussed in
Sec. V. We present the conclusions and the planed future work
in Sec. VI.

II. MOTIVATION

Consider the system in Fig. 1. The system consists of a
single-spool gas turbine engine and its fuel supply system
and nozzle actuator. Here, we briefly describe the system.
The details of modeling and fault diagnosis in the gas turbine
engine is provided in [7]. The air is taken to the engine through
the intake duct and compressed with the compressor. Then,
fuel is added to the air, and the mixture is burned in the
combustion chamber. The high-pressure and high-temperature
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Fig. 1. A gas turbine engine and its fuel supply system and nozzle actuator.

gases turn the turbine. Then the gases are reheated using the
afterburner and expanded through the nozzle to produce thrust.
The fuel supply system has two branches: one controlling the
fuel mass flow rate entering the combustion chamber and the
other controlling the fuel entering the afterburner. The pumps
PM and PAB are in charge of pumping the fuel to the engine.
The governors GM and GAB are servo-valves that control the
mass flow rate of the fuel passing through them. The valves
VS and VAB are solenoid shut-off valves. The pressurizing
valves V PM and V PAB ensure that the fuel entering the
engine has a high pressure for efficient atomization. The area
of the nozzle is variable and changes with a hydraulic actuator
consisting of the pump PN and the governor GN . There are
three discrete sensors PSAB , PSM and PSN installed in the
fuel supply system and the nozzle actuator, generating “low”
and “high” measurements for pressures at P1, P2 and P3.
Continuous sensors are installed in the engine to measure the
turbine inlet temperature T03, the turbine inlet pressure p03

and the shaft speed N . It can be verified that the effects of
the afterburner fuel mass flow rate and the nozzle area on the
continuous sensors are similar. Therefore, the failure modes in
the components of the afterburner fuel supply system cannot
be distinguished from the failure modes in the nozzle actuator
using the readings of the continuous sensors only. Moreover,
discrete sensors cannot sense the small deterioration of the
components. For example, consider the faults “small loss-
of-effectiveness of GM ” and “stuck-closed of VS”. Suppose
a small loss-of-effectiveness fault in GM occurs. This fault
cannot be detected using discrete sensors alone. Also, it can
be verified that using residual generators, this fault cannot be
distinguished from stuck-closed in VS . However, integrating
the information coming from the discrete sensors and the
information provided by the residual generators, the fault in

GM can be isolated.
This example demonstrates the advantages of integrating the

information at the DES level and the readings of the continuous
sensors for fault diagnosis.

III. MODELING OF HYBRID AUTOMATA

First, a formal definition of hybrid automata in our work
which is a modified form of the definition in [4] is presented.

Definition 1: A hybrid automaton is defined to be a
14-tuple H = (Q,X ,U ,Y, FT, Init, S,Σ, T,G, ρ,D, λ, q0),
where Q is the set of finite discrete states; X ⊆ R

n, U ⊆ R
p

and Y ⊆ R
r are vector spaces of continuous state, control

input and output, respectively; FT is the set of m fault types
f1, · · · , fm with f i(t) ∈ R for 1 ≤ i ≤ m; Init ⊆ X is the set
of initial continuous states; S = {Sq | q ∈ Q} is the set of dy-
namic models defining the continuous dynamics of the system;
Σ is a set of symbols representing the discrete events labeling
the transitions among discrete states; T ⊆ Q × Σ × Q is the
set of discrete transitions; G : T ×X ×U −→ {True, False}
is the set of guard conditions; ρ : T × X −→ X is a reset
map; D is the set of discrete output symbols; λ : Q −→ D is
the discrete output map and q0 is the initial discrete state. �

In the above definition of hybrid automata, a discrete event
is associated with any transition between two discrete states.
It can be seen from Def. 1 that the tuple (Q,Σ, T,D, λ, q0)
defines a Moore FSA representing a DES level abstraction of
the system. We denote this tuple by Habs and refer to it as
the DES abstraction of H . We assume that Σ = Σo

⋃̇
Σuo,

where Σo represents the observable event set and Σuo consists
of unobservable events. In the following, we explain fault
modeling of hybrid automata.

In this work, we assume that the dynamics of the sys-
tem at each discrete state can be represented by Sq :={

ẋ = Eq(x, u) + Gq(f)
y = Mq(x, u) , where Eq and Mq define the state

flow and the output map of the continuous dynamics at q,
respectively, and f is a subset of fault types present in the
system. Two discrete states q1 and q2 are called EM-similar
if Eq1(x, u) = Eq2(x, u) and Mq1(x, u) = Mq2(x, u) (for
every x, u). Assume that there are d distinct pairs (E,M) for
the continuous dynamics of the system. The discrete state set
of the system can be partitioned based on the (E,M) pairs:
Q = QEM1

⋃̇ · · · ⋃̇QEMd .
The system can be in the normal mode of operation or in

a failure mode corresponding to a fault. In our work, faults
are represented by fault types. Each fault type corresponds
to one or more failure modes in a component of the system.
Initially, the system is in the normal mode of operation and
fault types have zero values. When a fault occurs in the system,
the value of the corresponding fault type becomes nonzero
and the system enters the failure mode corresponding to that
fault. A fault type f is called active in a discrete state q if
f(t) is nonzero in q for all the times that the system is in q.
For example, consider a solenoid valve, where the flow rate
passing through the valve, x is related to the input voltage u
by a dynamical relation. The valve has three failure modes:
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Fig. 2. The DES abstraction of a hybrid automaton with three failure modes.

stuck-closed, stuck-open and a 10% loss-of-effectiveness. The
failure modes in the valve can be represented by an additive
fault type fv(t). Each failure mode can be specified with a
specific function assigned to fv . For instance, the stuck-closed
fault can be specified by fv = −u, the stuck-open fault can
be specified by fv = umax − u, where umax is the maximum
magnitude of the input, and a 10% loss-of-effectiveness fault
can be represented by fv = −0.1u.

Assume that there are m̂ (m̂ ≥ m) failure modes corre-
sponding to the m fault types of the system. Let F j be a
failure mode corresponding to the fault type f i (1 ≤ i ≤ m}).
We say F j occurs at time t0 if f i(t) = 0 for t < t0 and for
t ≥ t0, f i(t) takes values corresponding to F j . The occurrence
of a failure mode F j is modeled by an unobservable fault
event denoted by f̂ j at the DES level. Fig. 2 shows the DES
abstraction of a hybrid automaton H with three fault types f1,
f2 and f3 and the corresponding failure modes F 1, F 2 and
F 3, respectively. The occurrence of the failure modes F 1, F 2

and F 3 are modeled by the events f̂1, f̂2 and f̂3, respectively.
Unobservable events are shown by dashed lines.

In this work, we assume that faults are permanent. It
should be noted that fault types are not necessarily active
in all the discrete states of their corresponding failure mode.
For example, f1 is not active in q12. This typically happens
when the system is in a mode of operation in which a faulty
component is not used or is off.

Let K denote the condition set. The system can be in
the normal condition (N) or a condition corresponding to a
combination of failure modes. The discrete state set can be
partitioned according to the condition of the system: Q =
QN

⋃̇
(QF 1

⋃̇ · · · ⋃̇QF m̂)
⋃̇

(QF 1,2
⋃̇ · · · ⋃̇QF m̂−1,m̂)

⋃̇ · · · ⋃̇
QF 1,··· ,m̂ . For example, in the system of Fig. 2, K =
{N,F 1, F 2, F 3, F 2,3}, where F 2,3 corresponds to the case

where both failure modes F 2 and F 3 have occurred. Here,
QF 1 = {q3, q8, q12} and QF 2,3 = {q10, q14}.

The function active : Q −→ 2FT yields the fault
types active in a discrete state: active(q) = {f | f ∈
FT and f is active in q}. The mapping active can also be
extended to subsets of Q as follows. For Q̄ ⊆ Q, active(Q̄) =⋃
q∈Q̄

active(q). The inverse function active−1 : 2FT −→ 2Q

maps a set of fault types in FT to the set of discrete states
of Q in which the fault types are active. For example, in the
system of Fig. 2, active−1({f1}) = {q3, q8}. Let Σf ⊆ Σuo

denote the set of fault events. Function κ : Q → K denotes
the condition map of the system, and is defined such that for
every q ∈ Q , κ(q) is the condition of the system at the discrete
state q. The definition of κ can be extended to the subsets of
Q: κ(z) = {κ(q) | q ∈ z}, for any z ⊆ Q.

Let F = K−{N} denote the set of faulty conditions. Also,
let F i be the set of faulty conditions in which the failure mode
F i is present, and QFi =

⋃
c∈Fi

Qc. For example, in the system

of Fig. 2, QF2 = QF 2
⋃

QF 2,3 = {q4, q9, q10, q13, q14, q16}.
Fault diagnosis in our work is to determine the condition

of the system by detecting and isolating failure modes in
a bounded time after the occurrence of a fault. In the next
section, we describe our hybrid diagnosis methodology.

IV. FAULT DIAGNOSIS IN HYBRID AUTOMATA

Fault diagnosis in our work is achieved at both the DES
and the continuous levels. We assume that there is a bank of
residual generators (isolators) designed based on the contin-
uous dynamics to isolate fault types at the continuous level.
Each residual generator takes the continuous input and output
of the system and produces a residual. In the remainder of the
paper, we refer to residual generators as isolators.

We develop a method for constructing a hybrid diagnoser
that integrates the information generated by the isolators and
the information available at the DES level (outputs of discrete
sensors) to diagnose failures. Fig. 3 shows the schematic of
our hybrid diagnosis methodology. First, a DES abstraction
of each isolator is constructed which generates discretized
version of residual signals. The DES model of the isolators
is then integrated with the DES abstraction of the system to
construct an extended DES abstraction (EDESA). The hybrid
diagnoser is a diagnoser designed based on the EDESA.

We follow the following four steps to construct the EDESA:
1) Each isolator in the system is modeled by a DES; 2) The
DES abstraction model of the system (Habs) is modified (by
adding appropriate selfloop transitions) to make the transitions
in the DES models of isolators (step 1) consistent and syn-
chronous with the system transitions; 3) We impose certain
assumptions on the order of occurrence of isolator events and
specific system events. These assumptions are enforced by
DES. This will be discussed in more detail subsequently; and
4) The EDESA will be constructed by integrating the DES
models of the isolators, modified DES abstraction of the system
and the DES model enforcing the assumptions (step 3) using
the synchronous product operation.
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Modeling of Isolators -We design a set of isolators based
on the continuous dynamics of each EM-similar partition. The
necessary and sufficient conditions for the existence of residual
generators for isolating faults in linear and nonlinear systems
have been studied in [5] and [1], respectively.

For simplicity, we assume that the isolators are initialized to
zero. Let QEM be a set of EM-similar discrete states, FTQEM

be the set of fault types of QEM and Φ ⊆ FTQEM

. An isolator
which is designed for QEM to be sensitive to the fault types
of Φ and insensitive to the fault types of FTQEM − Φ is
denoted by IsQEM

(Φ). We assume that the isolator IsQEM

(Φ)
generates a nonzero residual for all inputs u ∈ U after the
transient response due to the mismatch of the initial conditions
of the IsQEM

(Φ) and the system dies out if the system is not
evolving in one of the discrete states of QEM . This is not
a very limiting assumption because the continuous dynamics
of the system in discrete states of QEM is different from the
continuous dynamics of the system in any other discrete state,
and therefore, it is unlikely that the isolator designed based
on the dynamics of QEM generates a zero residual while the
system is not evolving in one of the discrete states of QEM .

Let εQEM

Φ ≥ 0 be a threshold chosen to evaluate the

residual rQEM

Φ (t) generated by the isolator IsQEM

(Φ). Also,
let W = active−1(Φ)

⋂
QEM . The isolator IsQEM

(Φ) must
satisfy the following two properties after its transient response
due to the mismatch of its initial conditions and the system dies
out, namely, 1) ||rQEM

Φ (t)|| < εQEM

Φ if the system is in one of

the discrete states of QEM −W ; 2) ||rQEM

Φ (t)|| ≥ εQEM

Φ if the
system is in one of the discrete states of (Q − QEM )

⋃
W .

We assume that there is a signal processing unit that takes
a residual and generates a “zero” value if it is below the
threshold and generates a “one” value if it is equal to or above
the threshold. The binary output of the signal processing unit
allows one to model the isolator by a DES.

Modeling the Isolators with DES - Every isolator in
our work can be modeled as a finite state Moore automaton
with two states ZERO and ONE. Let Is be the FSA model
of Is. Fig. 4(a) shows the FSA model of the isolator Is. In
Fig. 4(a), the events ‘Is : 0 → 1’ and ‘Is : 1 → 0’ label the

(a) Is

min��0�

0�
0�

Is�

Is�

(b) ASMIs

Fig. 4. The finite-state automata Is and ASMIs.

transitions from the state ZERO to ONE and from the state
ONE to ZERO, respectively. The unobservable events ‘Is : 0’
and ‘Is : 1’ are fictitious events added for design consistency.
These selfloop transitions (transitions from one discrete state to
itself) are unobservable and do not change the output. Assume
there are b (b ≥ 0) isolators designed for the system, and
let IStot = {Is1, · · · , Isb} be the set of isolators. Also, let
ΣIsi = {Isi : 0 → 1, Isi : 1 → 0, Isi : 0, Isi : 1} for
1 ≤ i ≤ b.

Consistency Between the System and the Isolator DES
Models - While the system is in any q ∈ QEM , the isolators
designed for the discrete states q ∈ Q − QEM can only have
transitions from ZERO to ONE or stay at ONE (if already
at ONE). Assume that the system enters the discrete state
q ∈ QEM . While the system is in q, an isolator IsQEM

(Φ) has
a transition from ONE to ZERO or stays at ZERO if none of the
fault types of Φ is active in q. Otherwise, it has a transition
from ZERO to ONE or stays at ONE. The DES model of
the system Habs is modified to enforce these consistency
requirements by adding appropriate selfloop transitions to
Habs. The new FSA is denoted by Ĥabs. (The procedure of
constructing Ĥabs is not shown here due to space limitation.)

Enforcing Assumptions by DES Models - In general,
there are two types of transitions in a hybrid automaton,
namely, transitions with a purely DES nature such as “open”
command generated by a supervisory controller to open a
valve, and autonomous transitions whose occurrence depends
on the continuous dynamics such as turning off of an automatic
heater when the temperature reaches a certain value. In many
hybrid systems, due to practical considerations such as stability
issues, it is usually assumed that when the system enters a
discrete state, certain transitions defined at that state do not
occur instantaneously.

In order to take into account the above issues, we assume
that certain transitions in the system can occur only if the
system has stayed in the source state of those transitions for
at least a τmin. In this work, τmin denotes the worst-case
(maximum) time that is required for the transient response due
to the mismatch in initial conditions of the residual generators
and the system dies out. Based on this assumption, we partition
the event set into Σ = Στmin ⋃

Σ0, where Στmin

is the set
of events labeling the transitions that can occur only if the
system has stayed in the source of these transitions for at least
τmin, and Σ0 is the set of all other events. This assumption
is enforced as follows: one event of every isolator must occur
before any event of Στmin

occurs. The FSA ASMIs, as shown
in Fig. 4(b), enforces this assumption for the isolator Is.
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Constructing the EDESA of the Hybrid Automata -
Let IStot = {Is1, · · · , Isb} be the set of FSA modeling the
isolators. The EDESA of H , denoted by H̃ , is an FSA defined
as H̃ = (Q̃, Σ̃, T̃ , D̃, λ̃, q̃0) and is constructed by integrating
Ĥabs, the FSA modeling the isolators and the FSA enforc-
ing the ordering assumption: H̃ = Is||Ĥabs||ASM , where
Is = Is1|| · · · ||Isb and ASM = ASMIs1 || · · · ||ASMIsb

.
Here, the notation ‘||’ denotes the synchronous product.

The diagnoser designed for H̃ and denoted by DG(H̃) is
a DES diagnoser (as described in [3]) which uses the discrete
outputs of EDESA for diagnosis and is defined to be a finite-
state Moore automaton DG(H̃) = (Z̃

⋃{z̃0}, D̃, δ̃, z̃0, C̃, κ̃),
where Z̃

⋃{z̃0}, D̃ and C̃ ⊆ 2K−{∅} are the state, event and
output sets; z̃0 := (z̃0, 0) is the initial set with z̃0 ∈ 2Q̃ −{∅};
Z̃ ⊆ 2Q̃ − {∅}, and δ̃ : Z̃

⋃{z̃0} × D̃ → Z̃ represents the
transition function; κ̃ : Z̃

⋃{z̃0} → C̃ denotes the output map.
Given the state estimate z̃n and upon observing d̃n+1, the state
estimate is updated according to: z̃1 = z̃0

⋂
λ̃−1({d̃1}) (n =

0) and z̃n+1 = δ̃(z̃n, d̃n+1) (n ≥ 1).

V. DIAGNOSABILITY OF FAILURE MODES

In this section, we investigate diagnosability of failure
modes of H . We will show that for verifying the diagnos-
ability of a failure mode of H , it is sufficient to verify the
diagnosability of that failure mode in the EDESA of H and
the isolators designed for H .

We assume that Q = Qinf
⋃̇

Qfin, where Qfin is the set
of states in which the system never stays longer than a finite
time τmax, and Qinf is the set of states in which the system
remain indefinitely. Similarly, Q̃ : Q̃ = Q̃inf

⋃̇
Q̃fin. The value

of τmax can be calculated by using the dynamics of the system
at the discrete states and the dynamics of the guard conditions.
In this paper, we assume that τmax is given.

We add an unobservable selfloop transition labeled with a
fictitious event to every discrete state of Qinf which has an
outgoing transition to another state. By doing this, we allow
transitions to occur at these states without changing the state
of the system, and thus, model EDESA getting stuck in a state.

Definition 2: We call a failure mode F i Π-diagnosable if it
is always possible to detect after a bounded number of events
Π generated in the system (following the occurrence of the
failure mode and initialization of the diagnoser) whether the
system has entered and stayed in the set QFi . �

Generally, the constraints for diagnosability analysis in DES
is expressed in terms of the number of events generated in the
system. However, in hybrid automata, the notion of time is
included in the model. Therefore, it is desirable to develop
diagnosability results with respect to time requirements. In
order to discuss diagnosability of failure modes with time
constraints, we describe the notion of execution in hybrid
automata. First, we define a hybrid time set.

A hybrid time set [4] is a finite or infinite sequence of
intervals τ = {Ii}Ñ

i=0 such that if Ñ is finite then 1) Ii =
[τi, τ

′
i ] for all 0 ≤ i < Ñ with τ0 < τ ′

0 = τ1 < τ ′
1 ≤ · · · <

τÑ−1 < τ ′
Ñ−1

; 2) IÑ = [τÑ , τ ′
Ñ

); If Ñ = ∞, then Ii = [τi, τ
′
i ]

for all 0 ≤ i ≤ Ñ with τ0 < τ ′
0 = τ1 < τ ′

1 ≤ · · · < τÑ−1 <

τ ′
Ñ−1

. The τi are the times at which discrete transitions take

place. |τ | = Ñ+1 is the number of intervals. For a hybrid time
set τ = {Ii}Ñ

i=0, we define < τ > as the set {0, 1, · · · , Ñ} if
Ñ is finite, and {0, 1, · · · } if Ñ = ∞.

An execution [4] of a hybrid automaton is a tuple e =
(τe, qe, xe), where τe = {Ie

i }Ñe

i=0 is a hybrid time set with time
intervals Ie

i = [τe
i , τ ′e

i ] for all 0 ≤ i ≤ Ñe; qe :< τe >→ Q
is a map such that qe(0) = q0; xe = {xe

i : i ∈< τe >
} is a set of differentiable maps xe

i : Ie
i → X , such

that 1) xe
0(0) ∈ Init; 2) for all t ∈ [τi, τ

′
i), ẋe

i(t) =
Eqe(i)(xe

i (t), u
e
i (t)) + Gqe(i)(fe

1,i(t), · · · , fe
m,i(t)), where ue

i :
Ie
i → U and fe

j,i : Ii → R (for 1 ≤ j ≤ m) are the maps
which give the input signal and the signal of active fault types
in interval Ie

i , respectively; 3) if Ñe is finite, for all i ∈<
τ > \{Ñe}, there exists σ ∈ Σ : d = (qe(i), σ, qe(i + 1)) ∈
T, G(d, xe

i (τ
′
i)) = {True} and xe

i+1(τi+1) = ρ(d, xe
i (τ

′
i));

4) if Ñ = ∞, for all i ∈< τ >, there exists σ ∈ Σ :
d = (qe(i), σ, qe(i + 1)) ∈ T, G(d, xe

i (τ
′
i)) = {True} and

xe
i+1(τi+1) = ρ(d, xe

i (τ
′
i)).

The maps qe and xe describe the evolution of the discrete
states q and the continuous state x, respectively. They satisfy
the discrete and the continuous dynamics and their interactions
(initial state, guard conditions and reset maps) in the system.

Let E be the set of all executions of H . For any execution
e ∈ E , we have |e| = |τe|. In this paper, we assume that all
hybrid executions are defined for all t ≥ 0. In other words, we
study non-blocking hybrid automata. We do not have Zeno
executions in our framework, therefore, the executions are
infinite, i.e., Σ|e|

k=0(τ
′e
k − τe

k ) = ∞. However the hybrid time
sets may be finite or infinite. Let q ∈ Q be a discrete state.

Let e ∈ E be an execution. The continuous output signal
ye for execution e is the set of maps ye = {ye

i : i ∈< τe >}
with ye

i : Ie
i → Y , such that for all t ∈ [τe

i , τ ′e
i ), ye

i (t) =
Mqe(i)(xe

i (t), u
e
i (t))

Let ti ∈ Ie
i and tj ∈ Ie

j with i < j. The continuous state
trajectory from time ti to tj for execution e is denoted by xe|tj

ti
:

xe|tj

ti
= {xe

i (t) | ti ≤ t ≤ τ ′e
i , xe

i+1, · · · , xe
j−1, x

e
j(t) | τe

j ≤
t ≤ tj}. Similarly, ye|tj

ti
denotes the output signals from

time ti to tj for execution e. The map μ : E −→ D∗

associates a sequence of discrete output to each execution
e as: μ(e) = λ(qe(0))λ(qe(1)) · · ·λ(qe(|e|)). We denote by
μ(e)|tj

ti
. The sequence of the discrete outputs associated with

e from time ti to time tj : μ(e)|tj

ti
= λ(qe(i))λ(qe(i +

1)) · · ·λ(qe(j)) such that ti ∈ Ie
i and tj ∈ Ie

j . We omit all
discrete outputs λ(qe(j)) such that λ(qe(j)) = λ(qe(j + 1))
from μ(e) and denote the new sequence by μ̂(e). For instance,
if μ(e) = aab, then μ̂(e) = ab. The map μ̂(e) shows only the
output changes that are used for diagnosis. The map μ̂(e)|tj

ti

will be similarly constructed from μ(e)|tj

ti
.

An execution e ∈ E is called an Fi-faulty execution if
there exists 0 ≤ ki ≤ |e| such that for all k < ki, qe(k) /∈
QFi and qe(ki) ∈ QFi . Let teF i be the time that F i-faulty
execution e enters QFi . Since the occurrence of each failure
mode is modeled by an unobservable transition, execution e
enters QFi at time teF i = τe

ki
. Let EF i

be the set of all F i-
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faulty executions. For diagnosability analysis, we assume that
the failure modes are permanent. Failure mode F i is permanent
if for any e ∈ EF i

such that qe(ki) ∈ QFi , then qe(k) ∈ QFi

for all ki ≤ k ≤ |e|.
Let Δ ≥ 0 be a positive real number. We call a failure mode

F i Δ-diagnosable if it is always possible to detect, with a delay
no longer than Δ following the occurrence of F i, whether
the system has visited the set QFi (by using the sequence of
discrete outputs and continuous output signal of the system.

Definition 3: Assume that a permanent failure mode F i

occurs at t = t0 ≥ 0 and the diagnosis starts at td ≥ 0. Also
let tm = max(t0, td). The failure mode F i is Δ-diagnosable
in H if for all e ∈ EF i

and e′ ∈ E − EF i

, μ̂(e)|(tm+Δ)
tm

	=
μ̂(e′)|(tm+Δ)

tm
or

[
ue

ye

] ∣∣∣∣ tm + Δ
tm

	=
[

ue′

ye′

] ∣∣∣∣ tm + Δ
tm

1.

�
Proposition 1: If a failure mode F i is not Δ-diagnosable

in H , F i is not Δ′-diagnosable in H for all Δ′ ≤ Δ.
Proof - The proof is omitted due to space limitation. �

Theorem 1: Assume that the diagnoser of H̃ is initialized
with z̃0 = Q̃. A permanent failure mode F i is Δ-diagnosable
in H if F i is Π-diagnosable in H̃ for some Π ≤ [ Δ

τmax ]. �
Proof - By contradiction, we prove that if F i is not Δ-

diagnosable (for a Δ ≥ 0) in H , there exists no Π ≤ [ Δ
τmax ]

such that F i is Π-diagnosable in H̃ .
Assume that the failure mode F i corresponding to fault

type f i is not Δ-diagnosable in H . Thus, there exist e ∈ EF i

and e′ ∈ E − EF i

such that both executions e and e′ will
generate the same sequence of discrete outputs and identical
continuous input and output signals from tm to tm + Δ, i.e.,
μ̂(e)|(tm+Δ)

tm
= μ̂(e′)|(tm+Δ)

tm
and ue|tm+Δ

tm
= ue′ |tm+Δ

tm
and

ye|tm+Δ
tm

= ye′ |tm+Δ
tm

. Therefore, any isolator Is ∈ IStot that
takes the continuous input and output of the system generates
identical outputs for e and e′ from tm to tm + Δ. Thus, the
FSA modeling Is will generate identical discrete outputs and
events for e and e′ from tm to tm+Δ. Let 0 ≤ i ≤ j ≤ |e| such
that tm ∈ Ie

i and (tm + Δ) ∈ Ie
j . Also let 0 ≤ i′ ≤ j′ ≤ |e′|

such that tm ∈ Ie′
i′ and (tm + Δ) ∈ Ie′

j′ . The output sequence
generated by H̃ consists of the system discrete outputs and
outputs generated by isolators between system outputs. Hence,
the output sequence generated by H̃ from tm to tm + Δ
will be identical for both executions e and e′. Let qe(i) and
qe′

(i′) denote the initial discrete states of H̃ on e and e′,
respectively. Also let qe(j) and qe′

(j′) denote the final discrete
states of H̃ on e and e′, respectively. If the diagnoser for
H̃ is started at td = tm, then qe(i), qe′

(i′) ∈ z̃0, and since
the output sequences of H̃ on e and e′ are the same, then
qe(j), qe′

(j′) ∈ z̃(tm + Δ), where z̃(tm + Δ) is the state
estimate provided by the diagnoser at tm+Δ. Thus, z̃(tm+Δ)
is F i-uncertain. If all the discrete states from qe(i) to qe(j)
are not in Qinf , then during e, at least Δ

τmax events must have
been generated by H̃ . If one or more of discrete states from
qe(i) to qe(j) is in Qinf , considering the fictitious selfloops

1We say ue|t1t2 �= ue′ |t1t2 if the set {t | t1 ≤ t ≤ t2 and t ∈ Ie
i and t ∈

te
′

j : ue
i (t) = ue′

j (t)} is of measure zero.

for states in Qinf , then the sequence from qe(i) to qe(j) can
be considered to have an arbitrary large number of events.
Since the final diagnoser state is F i-uncertain, then F i is not
Π-diagnosable for any Π ≤ [ Δ

τmax ]. �
Proposition 2: Let b be the number of isolators designed

for the system. Also let |Q| be the cardinality of Q. The
complexity of verifying the diagnosability of the failure mode
F i in H̃ is O(24b|Q|4).
Proof - The proof is omitted due to space limitation. �

VI. CONCLUSIONS AND FUTURE WORK

A hybrid diagnosis methodology is presented in this paper
for systems modeled by hybrid automata, and diagnosability of
failure modes is investigated within the diagnosis framework.
It is assume that a bank of residual generators is designed
based on the continuous dynamics of the system. A systematic
approach is developed for integrating the diagnosis information
provided by the residual generators and the discrete-event
abstraction of the system to build an Extended Discrete-Event
System Abstraction (EDESA). Then, a diagnoser is constructed
for the EDESA. The diagnosability of failure modes in the
EDESA is studied and a notion of diagnosability in hybrid
automata is introduced. It is shown that a failure mode is
diagnosable in a hybrid automaton if it is diagnosable in the
EDESA. Extending the diagnosis approach so that the diagnos-
ability of the EDESA becomes necessary for the diagnosability
of a hybrid automaton is the subject of ongoing research.
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