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Abstract— Cyber-Physical Systems (CPSs) have vital impor-
tance because of their applications in many different areas.
Attacks on these CPSs can cause considerable impact on public
safety in addition to economic losses. Although studies on
increasing the protection and reliability of CPSs against random
malfunction are available, protection of CPSs against malignant
attacks is needed. In particular, wireless sensor and actuator
networks increase the attack risk. Even when a CPS functions
properly, there can be undetectable attacks increasing costs or
waiting for the right time to attack and destroy the CPS.

In this paper, undetectable sensor and actuator attacks on
observer-based controlled systems are theoretically analyzed.
Explicit equations of both undetectable sensor and actuator
signal attacks are derived. In addition, it is proved that the
actuator signal attack is optimal in the sense of minimal
energy attack signal. Numerical experiments are provided to
validate the theoretical analyses and illustrate the effect of the
undetectable attack signals.

I. INTRODUCTION

CPSs consist of physical processes, computation units and
communication units which are networked through sensors,
actuators, and communication devices [1]. CPSs have many
applications in various fields such as robotics [2], energy
[3], transportation [4], smart homes [5], health care [6],
surveillance [7], and industrial process control [8]. More
background about design techniques and applications of
CPSs are presented in [9].

Attacks on CPSs can cause considerable damage to public
safety in addition to economic losses. Safety-critical is a label
used when a control application failure causes irreparable
harm to people or the physical system being controlled
[10]. Although the generality of cyber-attacks aimed at data
networks in the past [11], there are some accomplished
attacks on CPSs [12]-[15]. These successful attacks indicate
that the protection mechanisms of CPSs are insufficient
to assurance their healthy operation and CPSs are prone
to malfunction under attacks. In addition, various studies
contributed to the literature confirm this problem.

Especially the increasing demand on using wireless sensor
and actuator networks, increases the attack risk on CPSs as
emphasized in [3]-[8], [12]-[15]. To protect CPSs against
random malfunction is studied [1]. However, protection of
CPSs against malignant attacks is needed urgently, since new
vulnerabilities occur as the functionalities of wireless sensor
and actuator networks increase [16].
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Researchers have paid attention to analyze specific attacks
on network sensor and actuator data. Attacks on static
state estimators by injecting false data are indicated as
possible even with limited resources [17]. Deception attacks
on networked control systems are presented in addition
to denial of service attacks in [18]. Robust and resilient
control techniques for CPSs are studied, and an application to
power systems is proposed in [19]. Sensor signal attacks on
observer-based controlled systems are introduced in addition
to optimal sensor attack for both finite and infinite horizon
linear quadratic (LQ) control in [20]. Actuator signal attacks
and optimal actuator attack for both finite and infinite horizon
LQ control on observer-based controlled systems are also
presented in [21]. However, both undetectable sensor and
undetectable actuator attacks have not been analyzed. It
should be noted that even a CPS operates correctly, there
can be an undetectable attack increasing costs or waiting for
the right time to attack the CPS.

In this paper, undetectable sensor and actuator attacks on
observer-based controlled systems are presented. Theoretical
analyses are carried out in detail, and explicit equations for
both of the attack signals are derived. In addition, it is proved
that the actuator signal attack is optimal in the sense of
minimal energy attack signal. Numerical experiments are
performed in order to validate the results. These experiments
are separately carried out for sensor and actuator attacks.
In addition to undetectable attack signals, random impulse
attack signals are also applied to the system to demonstrate
the effect of the attack signals in the numerical experiments.
In particular, error signals between output responses of attack
free system and under attack system are illustrated.

The rest of this paper is organized as follows. Section II
and Section III present undetectable sensor and actuator at-
tacks on observer-based controlled systems, respectively. The
numerical experiments including random impulse attacks and
undetectable attacks for both sensor and actuator signals are
given in Section IV. Finally, the conclusions and future works
are drawn.

II. UNDETECTABLE SENSOR ATTACKS

An undetectable cyber-physical attack is defined as the
attack that would not change the normal operating regime of
a system, i.e, the output of the system under attack would be



the same as normal operating regime [22]. By Lemma 4.1
[22], a sensor attack A, () is undetectable if and only if:

y(xr,u, Ay(t),t) = y(a2,u,0,t) )

where y(+) is the output of the system, u is control signal, and
z1,x2 € R™ are initial conditions. The attack is undetectable
by static monitor for £ € Ny, and undetectable by dynamic
monitor for ¢ € R > 0 [22]. The considered attack is
undetectable by dynamic monitor in this study.

It is assumed that the attacker is able to spoof the sensor
signals with a time-varying A, (t) signal which starts at ¢ =
0. The form of the system under attack is given in (2), where
the attack signal A, (t) € R? is added to the output of the
system, i. e. yo(t) € RP, to spoofing the measured sensor
data [20].

In order to design an observer-based controller, it is
assumed that (A, B) is controllable and (A, C') is observable.
Thereby, a matrix L is available such that (A — LC) is
Hurwitz, i.e., eigenvalues of (A — LC) is in the open left
half plane. Similarly, (A — BK) is Hurwitz for a matrix K.
The form of the state vector of the observer, i.e. Z € R",
and control signal u(t) € R™ are written as in (3), where
r(t) € R™, and K € R™®" are the reference input, and
nominal controller, respectively.

z(t) = Ax(t) + Bu(t)

Yolt) = C(t) + Oy (t) @

&(t) = Az (t) + Bu(t) + L(ya(t) — Ci(t))

X 3)
u(t) = —Kz(t) + Gr(t)

By defining the error signal c(¢) as in (4), state-space
representation of the closed-loop system given in (5), where
L € R™P_ is obtained.

é(t) == x(t) — (1) “)

(G = (" 12%) ()
(BOG> r(t) + (_LL> A1) )

The output of the observer-based controlled system, i. e.
Yo(t) € RP, is:

+

2(t)
«) =[C C]|" Dy (t 6
wo=c aiy) an  ©

An undetectable attack to observer-based controlled sys-
tem has to satisfy the following equation written using the
linearity feature of (1):

Ya(0,u, Ay, ) = ya(@g) u,0,1) (M

Equation (7) can be rewritten using the solution of the
closed-loop state-space of the system given in (5):

t B 5 t ~

¢ / AT Bu(r)dr + C / AT LA (7)dr

R g 0 ®)

+A, (1) = CeMiag + C’/ AT Bu(r)dr, >0
0

resulting in the undetectable sensor attack:

: ot _
Ay(1) = Cettiy - C / ACTILA (T)dr, t>0 (9)
0

5 A—- BK LC = BG\ -
whereA:< 0 A—LC>’B:<0>’C:

[C C],iz(_ and Zo = | .

To write an explicit sensor attack equation, (9) needs some
more processes. Taking the Laplace transform of (9) yields:

Ay(s) = C(sI — A)~'ay — C(sI — AT LA, (s)  (10)
resulting in:
Ay(s)= (T +C(sI —A)'L)IC(sI — A) Mgy (1)

where A, (s) is the Laplace transform of the A, (t). Since
A,(s) € L0 oc], the Laplace transform A, (s) € H2.
Equation (11) can be put in order as:

A, (s) = G1GaFo + C(sI — A) 'y (12)

where G = —C(sI—A+LC)"' and Gy = LC(sI—A)~".
Using the notations of G; and G given in (13), the cascaded
transfer function G1 G5 is obtained [23].

[ A-LC |1
G = _‘AH

A |1
GQ__LC 0}

FA-LC LC |0
G1Gy = 0 AT

~C 0o
Substituting the obtained G1G> into (12) yields:

Ay(s)=[C 0] [81— (A _Om Ef)}_l m %o (14)

+ G(SI — 121)_152‘0
Taking the inverse Laplace transform of (14), the explicit
solution of sensor attack signal is obtained as:

13)




Such an sensor attack is always possible if the attacker
knows the system matrices fl, C’, L and initial state Zg.
This scenario reflects the case where the attacker knows or
is capable of estimating the system parameters. This is the
case if the adversary, for e.g. an insider or a disgruntled
employee, has access to the input and output measurements
of the system.

III. UNDETECTABLE ACTUATOR ATTACKS
By Lemma 4.1 [22], an actuator attack A, (f) is unde-

tectable if and only if:

y(x1,u, Ay (1), ) = y(z2, u,0,t) (16)

where y(-) is the output of the system, w is control signal,
and x1, o € R"™ are initial conditions. The considered attack
is undetectable by dynamic monitor in this study.

It is assumed that the attacker is able to spoof the actuator
signals with a time-varying A\, (%) signal which starts at ¢ =
0. The form of the system under attack is given in (17),
where the attack signal A, (t) € R™ is added to the input of
the system, i. e. us(t) € R™, to spoof the actuator signals
[21].

In order to design an observer-based controller, it is
assumed that (A, B) is controllable and (A, C') is observable.
The form of the state vector of the observer, i.e. & € R",
and control signal u(t) € R™ are written as in (18), where
r(t) € R™, and K € R™®" are the reference input, and
nominal controller, respectively.

2(t) = Ax(t) + B(ua(t) + Ay(t)) (7
Ya (t) = C‘T(t)
() = AZ(t) + Blua(t) + Du(t) + L(y(t) — C(t))
U (t) = —K&(t) + Gr(t) + Ay (2)
(18)
By defining the error signal e(t) as in (4), state-space
representation of the closed-loop system is obtained as:

(@(t)) _ <A—BK LC ) (:@(t))
(1) BGO A —QéC é(t) (19)
+ ( 0 >r(t)+ ( 0 > Ay (t)
where L € R™P. The output of the observer-based con-
trolled system, i. e. y,(t) € RP, is:

>

wioy=ic <l (1) )

(t)

An undetectable attack to observer-based controlled sys-
tem has to satisfy the following equation written using the
linearity feature of (1):

y(07 u? A’lmt) = y( <‘Z§) ,'LL, 07t) (21)

Equation (21) can be rewritten using the solution of the
closed-loop state-space of the system given in (19):

t B _ [t -
C’/ EA(t_T)Bu(T)dT-i-C/ AT RA (T)dr
0 ) . 0 (22)
= Ceiy +é/ AT Bu(r)dr, >0
0

resulting in the undetectable actuator attack:

£ ~ L
C / ACTIRA (Tdr = CeMay, t>0 (23)
0

~ A— BK LC ~ BG\ ~
WhereA—< 0 A_LC>,B—<O>,C’—
- (2B _ (o
[C C], K= 0 ,and g = 2

Since (23) is not an explicit solution more computational
steps are required. The transition matrix ¢(¢,7) can be
written as:

e(A—BK)(t—T) ¢12(f,7’)
0 e(A—LC)(t—T)

(24)
where et is matrix exponential [24]. Differentiating the
transition matrix yields:

0
a ¢(Tv 0) =1

9 (¢ ¢12\ _ (A-BK LC P11 b2
ot \ 0 oo 0 A—-LC 0 ¢2226)

%¢12(t70) = (A — BK)¢12 + LCaa,
$12(0) =0 ¢22(0) =1

Therefore, ¢12(t,7) can be determined as:

o(t,7) = A=) = (

(t,0) = A(t)p(t,0), (25)

27)

t
¢12(t)=/ A=BE)t=7) [ Ce(A=LO)T g (28)
0

The left hand side of (23) can be written as:

- [t [o(A=BK)(t—1) _
e t—1T 2B
C/O ( 0 ealfﬁc)(t_)f)) ( 0 ) Au(T)dT
t
:20/ e(A_BK)(t_T)BAu(T)dT
0

(29)
The right hand side of (23) implies:

(A—BK)(t) A
e a (e ) (2)

= [Ce=BR0  Cgyy(t) + CelA=tON] (0



After all, (23) is written as:

-t
20/ B(A_BK)(t_T)BAu(T)dT — C’e(A_BK)tﬁO
0

+ [C(ﬁlg(t) + CB(A_LC)t] €o

(€29

The explicit solution of actuator attack signal is obtained
as:

Au(r) = BTeA-BRT Iy
(%e(A—BK)tinO + % [¢12(t) 4 e(A—LC)t] éo) , Tel0,1]
(32)

where W' ;- is the inverse of the controllability gramian
of the pair (A — BK, B). Such an actuator attack is always
possible if the attacker knows the matrices A, B, C, L, K
and initial state Zo. This scenario reflects the case where
the attacker knows or is capable of estimating the system
parameters. This is the case if the adversary, for e.g. an
insider or a disgruntled employee, has access to the input
and output measurements of the system.

Proof: To prove the actuator signal attack given by (32) is
optimal in the sense of minimal energy attack signal, assume
the undetectable attack signal is given as in (32). Then, the
left hand side of (31) is:

t
20/ eABK) (-7 BT o(A-BI) (-7 gryprot ()
Jo

[%E(A_BK)tii‘o-i- (¢12( )+6 (A— LC)t) ]
(33)

The controllability gramian W4_ g is:

t
/ e(A—BK)(t—T)BBTe(A—BK)T(t—T)dT — Wa_prx (34)
0

Equation (35) which is equal to the right hand side of (31)
is obtained by substituting (34) into (33).

C [eA=BE) 30 + (p1a(t) + AL &) (35)

There are many undetectable actuator signal attack that
satisfy (31), but the actuator attack signal (32) minimizes the
actuator energy. To see this, define the convolution operator:

t
[ A, () =20 / eABRETIBA, (r)dr (36)
0

and its null space:

Ker(T) := {éu(- 20/ A=BEYE=T) B§, (1)dT = 0 }

~ (37

Any actuator attack of the form A, (t) := A, (L) + 6, (1)
with §,,(¢) € Ker(I') satisfy (32).

Then from (31):

t
20 / eA=BE=T)Bs (7)dr =

¢
2Ce(A_BK)t/ e~ ABEIT RS (T)dT =0
0

Since the system is assumed observable (38) implies that:

t
/ e”A=BEITBs, (T)dr = 0,¥t >0 (39)
0
It follows then:
< 12 2 g 2
||Au ) = [|[Ay + 5u||2 = /0 1A + 6u||2d7_
t
= [T + oL Bulr) + ()i
JO
t
= / AL(T)AL(T)dT + / ba (T)0u(T)dT+  (40)
0

2 / AT(1)6, (T)dT

0]
t
A2+ (6.2 + 2 /0 AT (1), (r)dr
Note
[ st

t
:gT(t)e(A—BK)t/ gT(t)e—(A—BK)TB(;u(T)dT
0

ot
T)dr = / g (t)e A= BRI BG, (7)dr
0

=0

(41)
where
o0 =Wilped)
[26(,4 BK) tj,0+ (¢12( )+6(A—L0)t) éo]
Therefore,
2

~u = Au 2 5u 2

3], = a3 + 1613 @)

2
> [|Aull

It is concluded that the actuator signal attack given by (32)
is optimal in the sense of minimal energy attack signal.

IV. NUMERICAL EXPERIMENT

In order to verify the theoretical results and indicate the
effectiveness of the proposed undetectable sensor and actua-
tor attack strategies, numerical experiments implemented for
both sensor and actuator attacks. In addition, random impulse
sensor and actuator attack signals are applied to the observer-
based controlled system to demonstrate the effectiveness of
the attacks.

A system where (A,B) is controllable, and (A,C) is ob-
servable is used in the experiments. The system matrices
are:



A:{f ;yB:ByCZ“ 0]

15 @
D:QK:wa(mmﬂJ:[]
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A. Sensor Attacks

The closed-loop system given in (5) is considered in
the sensor attack experiments. The effect of impulse sensor
attack and the undetectable attack on the system output is
illustrated in this section. It is assumed that the attacker is
capable of accessing to the system parameters A, C, and
L. The system responses are obtained utilizing the initial
condition Zg = [1 0 0 0]/ in the experiments.

First, a random impulse attack signal A, (t) is applied
to system given in (5) to see the effect of the attack on
the system response. Fig. 1 shows the system response
obtained without attack and under random impulse attack
with amplitude of 0.3% of the reference input. The error
signal between the system responses is illustrated in Fig.
2. The failure level of the system response depends on the
amplitude of the attack signal.

Then, the undetectable sensor attack signal for observer-
based controlled system is calculated using (15) with the
mentioned initial condition. When the calculated unde-
tectable attack is applied to the system, the system response
is obtained as illustrated in Fig. 3, where the system response
without attack is also shown. The error signal between
the system responses obtained without attack and under
undetectable attack is given in Fig. 4. The error between
the system responses are less than approximately 0.1%.

B. Actuator Attacks

In the actuator attack experiments, the closed-loop system
given in (19) is considered. The effect of impulse actuator
attack and the undetectable actuator attack on the system are
demonstrated in this section. It is assumed that the attacker
is capable of accessing to the system parameters A, B, C,
L, and K. The system responses are obtained utilizing the
initial condition 7o = [1 0 0 0]  in the experiments.

In the first experiment, a random impulse attack signal
A, (t) is applied to system given in (19) to see the effect of
the attack to the system response. Fig. 6 shows the system
response obtained without attack and under random impulse
attack with amplitude of 0.3% of the reference input. The
error signal between the system responses is illustrated in
Fig. 5. The failure level of the system response depends on
the amplitude of the attack signal.

In the second experiment, the undetectable actuator attack
signal for observer-based controlled system is calculated
using (32) with the mentioned initial condition. When the
calculated undetectable attack is applied to the system, the
system response is obtained as illustrated in Fig. 7, where
the system response without attack is also shown. The error
signal between system responses obtained without attack
and under undetectable actuator attack is given in Fig.

8. The error between the system responses are less than
approximately 0.5%.

No attack
— Impulse attack

Output

Time (s)

Fig. 1. System output responses obtained without attack and under random
impulse sensor attack.
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Fig. 2. The error between the system output responses obtained without
attack and under random impulse sensor attack.
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Fig. 3. System output responses obtained without attack and under

undetectable sensor attack.

V. CONCLUSIONS AND FUTURE WORKS

In this study, theoretical analysis of the undetectable sen-
sor attack and the undetectable actuator attack on observer-
based control system was presented. Explicit equations of
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Fig. 4. The error between the system output responses obtained without
attack and under undetectable sensor attack.
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Fig. 5. System output responses obtained without attack and under
undetectable actuator attack.
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Fig. 6. The error between the system output responses obtained without
attack and under random impulse actuator attack.

both undetectable sensor and actuator attack were derived.
It was proved that the actuator signal attack is optimal in
the sense of minimal energy attack signal.Numerical exper-
iments were performed to validate the theoretical analyses
and illustrate the effect of the attack signals. The closed-
loop system responses without attack and under sensor and
actuator attack were given. The error signals between output
responses of attack free system and under attack signal
were also illustrated. The numerical experiments indicate that
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g 6r 1
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) J
0 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
0 1 2 3 4 5 6 7 8 9 10
Time (s)
Fig. 7. System output responses obtained without attack and under

undetectable actuator attack.
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Fig. 8. The error between system output responses obtained without attack
and under undetectable actuator attack.

the system response can be easily damaged by applying a
random impulse attack. In addition, both undetectable sensor
attack and undetectable actuator attack experiments validate
the theoretical results. As a future work, detection methods
for such undetectable attacks will be investigated by adding
extra hardware mechanisms, and undetectable attacks on
sensors and actuators for H°° controllers will be derived.
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