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Abstract—To assess the performance of a network system 
against disturbances, existing methods are usually concerned with 
two different extreme situations: (i) how likely the system will 
degrade into some separated sub-graphs because of disturbances; 
(ii) how likely the 1st best paths will be cut off by disturbances. 
However, a more general situation, i.e., how likely those paths 
whose lengths are within a given range will be affected by 
disturbances, is barely discussed. Basically, to address this general 
situation, all (not just a proportion) of those paths whose lengths 
are within the given range must be found out between all pairs of 
origin and destination (OD) of interest. Unfortunately, no effective 
method has ever been reported to accomplish this task, although 
there are many methods capable of calculating all the 1st best paths 
between all OD pair of interest. This paper, for the first time, 
attempts to address the above general situation of network 
performance assessment. To this end, a novel ripple-spreading 
algorithm (RSA) is proposed to carry out a ripple relay race on the 
network, in order to identify all of those paths whose lengths are 
within the given range. Surprisingly, the proposed RSA can find all 
such paths between all OD pairs of interest by just a single run of 
ripple relay race. This work makes progress towards the general 
performance assessment of a network system against disturbances.           

Keywords—Ripple-spreading algorithm; network system; 
performance assessment; path optimization; disturbances. 

I. INTRODUCTION 

Inspired by the natural ripple-spreading phenomenon, we 
have recently reported quite a few ripple-spreading algorithms 
(RSAs) to some classical optimization problems [1]-[4]. 
Although the reported RSAs can resolve those classical 
optimization problems with second-to-none performance, there 
are usually full of other methods to well address the same 
classical optimization problems. In other words, the RSAs only 
play a role of “another interesting method but more or less not 
necessary” to those classical optimization problems in [1]-[4], 
because such problems have already been well resolved by 
other methods. Thus comes a fundamental question about the 
RSA: Is there any important problem existing methods can 
hardly resolve but the RSA can? Actually, we have shown that 
the RSA does exhibit certain unique value beyond other 
methods, e.g., the RSA can theoretically and practically 
guarantee the global optimality when dealing with networks 
with various time-delay or time-varying features [5]-[7]. This 

paper will shed a little more light on such unique value of the 
RSA beyond other methods.      

Nowadays, network systems play an unprecedented 
important role in our daily life [8], and network performance 
assessment against disturbances (such as natural disasters, 
terrorist attacks, and component malfunction) has long been a 
hot topic in various research and engineering communities 
[9],[10]. The challenge of network performance assessment 
largely roots in the fact that the impact of a local disturbance 
event is usually not limited to the local area where the 
disturbance event occurs, but will easily spread out through the 
network due to the amplifying effect, cascading effect and/or 
ripple effect at nodes [11]-[13]. For example, the 2010 eruption 
of the Eyjafjallajokull Volcano in Iceland resulted in closures 
of European airports and routes at a very large scale, causing 
more than 10 million passengers delayed [14]. To address 
network related risk, there is an urgent demand for new 
theories, models and methods to assess the performance of a 
network system against disturbances [11]-[13]. 

As a fundamental feature of network systems, 
“connectivity” is always among those issues which receive the 
highest priority in the study of network performance 
assessment against disturbances. Two extreme situations 
related to connectivity are usually considered under 
disturbances. Situation 1, the network degrades into some 
separated sub-graphs because of disturbances; Situation 2, the 
1st best paths between those pairs of origin and destination 
(OD) of interest are cut off by disturbances. “Degree of 
connectedness” (CND), indicating how many nodes are 
connected to a given node, is a key concept for addressing 
Situation 1. Based on CND, many theories, models and 
methods have been developed, which have promoted 
unprecedented advances in the study on network performance 
against disturbances in the last two decades [9],[10]. For 
instance, one of the most important findings in system science 
is that the CND distribution of most real-world complex 
networks significantly deviates from a Poisson distribution but 
has a power-law tail or a scale-free property, and a scale-free 
network is robust to random disturbances but vulnerable to 
intended attacks to hub nodes, i.e., attacking a few hub nodes 
can easily degrade a scale-free network into some separated 
sub-graphs, which means some OD pairs of interest might be 
isolated from each other. “Betweenness” is an important 
concept to study Situation 2, which indicates how many times a 
node/link appears as an intermediate node/link in all of those 
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1st shortest paths between all OD pairs of interest. Obviously, 
the failure of a node/link with a higher betweenness means that 
more OD pairs of interest cannot be connected in the most 
cost-efficient way (but they are usually still connected by the 
network). 

Compared with Situation 1 and Situation 2, this paper is 
concerned with a more general situation: between all OD pairs 
of interest, all of those paths whose length/cost is within a 
given range are cut off by disturbances. So far, this general 
situation has barely been touched in the study of network 
performance against disturbances. One might argue that this 
general situation might be less important than those two well-
studied situations. In this paper, we argue that this general 
situation is actually more important. Take the following 
scenario as an example. For a traveller who needs to go from O 
to D for a scheduled meeting, there are 3 questions: Question 1, 
how likely will the route network become apart so that there is 
no way to travel from O to D? Question 2, how likely will the 
1st shortest, or the 1st most cost-efficient path between O and D 
become unavailable? Question 3, how likely will it turn out, 
due to disturbances to route network, there is no way to get to 
D in time, say, before 10:00am? Obviously, it is Question 3 
that is often more concerned by normal people in our daily life. 
The above scenario and Question 3 can be extended to many 
areas of daily life, e.g., how likely is there no investment plan 
to achieve the minimal return ratio due to market uncertainties? 
Actually, Situation 1 and Situation 2 are just two special cases 
of the general situation. Fig.1 clearly illustrates the differences 
and relationships between the two extreme situations and the 
general one. Furthermore, we argue that the reason for why the 
general situation is barely studied is because it is very difficult, 
if not impossible, for existing methods, particularly those 
methods for Situation 1 and Situation 2, to find out all (not just 
some) of those paths whose length/cost is within a given range.  
 

 
 
Fig.1 The general situation and two extreme situations in network performance 
assessment 
 

To address the general situation in the study of network 
performance against disturbances, this paper will propose an 
effective ripple-spreading algorithm (RSA) to calculate, for all 
OD pairs of interest, all of those paths whose length/cost is 
within a given range (please note that different length ranges 
may be applied to different OD pairs of interest). Thanks to the 
decentralized agent-based nature of RSA, we can find out all of 
such paths between all OD pairs by just a single run of RSA. It 
should be pointed out that, in the study of Situation 2, a method 

for calculating the 1st best path, e.g., the A* or the Dijkstra's 
algorithm, usually has to be run repeatedly for many times, 
each time targeting one OD pair, in order to cover all OD pairs. 
Given a directed network with NN nodes, there may be up to 
NN×/(NN-1) OD pairs of interest. This means existing methods 
for calculating the 1st best paths between all OD pairs has a 
scalability problem, which will become even worse when for 
every OD pair, all of those paths whose length is within a given 
range need to be identified (i.e., for each OD pair, it is not just 
1 suitable path, but many suitable paths that need to be 
calculated). As will be demonstrated later, the RSA proposed 
in this paper, compared with existing methods, has a very good 
computational efficiency, because it can find out all suitable 
paths between all OD pairs in just a single run of algorithm, no 
need of any repetitions.           

The remainder of this paper is organized as following. 
Section II gives the mathematical description of the problem 
under consideration. Section III explains how to design the 
RSA for network performance assessment. Section IV 
conducts some theoretical analyses. Section V shows some 
preliminary experimental results. The paper ends with some 
conclusions in Section VI.   

II. PROBLEM DESCRIPTION 

Assuming a route network G(V,E) is composed of node set 
V and link set E. V has NN different nodes, and E has NL links 
between nodes. This route network can be recorded as an 
NN×NN adjacency matrix A. The matrix entry A(i,j)=1, 
i=1,…,NN and j=1,…,NN, defines a link from node i to node j. 
Otherwise, A(i,j)=0 means no link. We assume A(i,i)=0, i.e., no 
self-connecting link is allowed in this study. There is a cost, i.e., 
C(i,j), associated with each link A(i,j), and C(i,j) will be used to 
calculate the length of a path between a pair of origin and 
destination (OD).  

In many studies on path optimization problems (POPs), 
usually only one OD pair is given and concerned. In this study, 
we consider multiple OD pairs in a single POP, because in real 
world, a network system is established to serve not just a single 
pair of nodes, but usually many pairs simultaneously. Thus, we 
suppose there are NOD OD pairs to be considered, and Oh and 
Dh are the origin and destination of the hth OD pair, 
h=1,…,NOD. Theoretically, for a directed network with NN 
nodes, there could be up to NOD=NN×/(NN-1) OD pairs of 
interest, i.e., every node in the network will be used as origin 
for (NN-1) times, and as destination for (NN-1) times. Of course, 
in some real world POPs, many nodes in a network are only 
used as intermediate nodes, and then we have 
1≤NOD<NN×/(NN-1).  

Between an OD pair, say, the hth OD pair, suppose a 
feasible/candidate path is recorded as an integer vector whose 
element P(i)=j means node j is the ith node in the path, 
i=1,…,NP, and j=1,…,NN, where NP tells how many nodes, 
including Oh and Dh, are included in the path. Obviously, 
P(1)=Oh and P(NP)=Dh. As a feasible/candidate path, P must 
satisfy 

A(P(i),P(i+1))=1, i=1,…,NP-1,                       (1) 
i.e., there must exist a link between any two successive nodes 
in a path. Since no loop is allowed in this study, no node can 
appear in a path for more than once, i.e.,  

      P(i)≠P(j), if i≠j, i=1,…,NP, and j=1,…,NP.           (2) 



For a given path P, we can calculate its total cost, or length, 
from Oh to Dh as  

        f (P) = C(P(i), P(i +1))
i=1

NP −1

 .                 (3)    

In a POP which focuses on the 1st shortest path, the goal is 
the find a P that minimize f(P). In a POP which is concerned 
with the k shortest paths, the goal is to find out all those paths 
which have the first k minimal values of f(P). Differently, this 
paper aims to find out all of those paths whose length is within 
a given range, or to be more general, within some given ranges. 
Suppose there are NGR,h given ranges for the hth OD pair, 
h=1,…,NOD, let [RGR(h,i,1),RGR(h,i,2)] denote the ith given 
range, i=1,…,NGR,h, and  

   RGR(h,i,2)<RGR(h,i+1,1).                             (4) 
To save space, hereafter, if a path connects an OD pair of 

interest and the length of the path is within one of such given 
ranges, i.e., if there exist a 1≤h≤NOD and 1≤i≤NGR,h, such that  

P(1)=Oh and P(NP)=Dh,                             (5) 
RGR(h,i,1)≤f(P)≤RGR(h,i,2),                          (6) 

then we call the path a suitable path. Please note the different 
meanings between a suitable path and a feasible/candidate 
path. The latter emphasizes on the fact that there physically 
exists a path connecting a pair of nodes (not necessary an OD 
pair), while the former demands more, i.e., a suitable path must 
be a feasible/candidate path first, and then it must connect an 
OD pair of interest and its length must be within a given range. 
Thus, the goal of this study is to find out all suitable paths 
between all OD pairs of interest, i.e., to find out all of those 
feasible/candidate paths which satisfy Conditions (5) and (6) 
for all h=1,…,NOD.   

From Eq.(4) to Eq.(6), in a general sense, different OD 
pairs may have different given ranges, i.e., NGR,h may vary 
according to h, and so does [RGR(h,i,1),RGR(h,i,2)], 
i=,1…,NGR,h. 

If for every 1≤h≤NOD, NGR,h=1 and 
 RGR(h,1,1)=RGR(h,1,2)=∞,                     (7) 

then, the general situation becomes Situation 1, i.e., all paths 
between all OD pairs are concerned. 

If for every 1≤h≤NOD, NGR,h=1 and RGR(h,1,1)=-∞,  

)()2,1,()( *
2,

*
1, hGRh PfhRPf <≤ ,               (8) 

where *
1,hP  and *

2,hP  are the 1st and 2nd shortest paths from Oh 

to Dh, respectively, then, the general situation becomes 
Situation 2, i.e., only the 1st shortest paths between all OD pairs 
are concerned. 

Now, what can we do with all suitable paths between all 
OD pairs for network performance assessment against 
disturbances? A straightforward way is to generalize the 
concept of “betweenness”. The classical definition of 
betweenness is only concerned with the 1st shortest paths 
between all OD pairs: the betweenness of a node/link is 
defined as how many times the node/link appears as 
intermediate node/link in all the 1st shortest paths between all 
OD pairs. As is well known, the concept of betweenness plays 
a crucial role in network performance assessment and has been 
widely adopted in various real-world applications [9],[10]. 
Here we propose a generalized betweenness based on all 
suitable paths between all OD pairs: the generalized 
betweenness of a node/link is defined as how many times the 

node/link appears as intermediate node/link in all suitable paths 
between all OD pairs. Considering the scenario of “a meeting 
scheduled at 10:00am” in Section I again, the classical 
betweenness is of no help to answer the question how likely the 
traveller cannot get to the meeting in time, given the route 
network is exposed to certain disturbances. The generalized 
betweenness based on all suitable paths between all OD pairs 
makes it possible to answer Question 3, hopefully in a 
quantitative way. It is definitely worth further investigation 
regarding how to apply the generalized betweenness to address 
Question 3, and this paper will mainly focus on how to find out 
all suitable paths between all OD pairs, which apparently forms 
the foundation of the generalized betweenness.  

A possible way to find out all suitable paths between all 
OD pairs is to borrow a method for the k shortest paths 
problem (k-SPP), i.e., for each OD pair, say, the hth OD pair, 
h=1,…,NOD, set up a k value, and then apply a k-SPP method to 
calculate the k shortest paths from Oh to Dh. If in such k 
shortest paths, there is at least one path whose length is larger 
than RGR(h,NGR,h,2), then all suitable paths for the hth OD pair 
can be determined according to such k shortest paths. 
Otherwise, we can increase k and re-run the k-SPP method 
until the condition of RGR(h,NGR,h,2) is triggered. This seems, 
theoretically, the general situation of network performance 
assessment can be addressed by any existing k-SPP method, 
such as those in [15]-[17]. However, if we go deeper, we can 
see there is a practical issue for k-SPP methods. For a single 
OD pair and a single k value, an existing k-SPP method usually 
needs an iteration and repetition process, i.e., to calculate the 
jth shortest path, j>1, many new networks need to be 
reconstructed based on the j-1 shortest paths, for each 
reconstructed network, a method for calculating the 1st shortest 
path needs to be repeated, and the shortest among all of those 
1st shortest paths is then the jth shortest path in the original 
network. For a single OD pair, it is difficult to predict what k 
value will trigger condition of RGR(h,NGR,h,2). What one can do 
is to keep increasing and testing k. As the k value goes up, the 
computational burden of a k-SPP method will often soar up 
exponentially. Please note this is just for a single OD pair, and 
we may have up to NN×/(NN-1) OD pairs to handle.  

Therefore, it is practicably very difficult, if not impossible 
for existing methods to find out all suitable paths between all 
OD pairs. In the next section, to address the general situation of 
network performance assessment, we will propose a novel 
ripple-spreading algorithm (RSA) with practicable 
computational efficiency and theoretical guarantee of 
optimality.         

III. DESIGN OF RSA 

A. The Basic Idea of RSA 

As revealed in [1], the natural ripple spreading 
phenomenon reflects an optimization principle: a ripple spreads 
at the same speed in all directions, so it always reaches the 
closest spatial point first. This very simple principle can be 
easily applied to accomplish path optimization problems (POPs) 
effectively, and several ripple-spreading algorithms (RSAs) 
were developed in [1] to resolve one-to-one, one-to-all, many-
to-many the 1st shortest path problems, and one-to-one the k 
shortest path problem. Most existing methods for path 



optimization problems are centralized, top-down, logic-based 
search algorithm. Differently, RSAs are actually decentralized, 
bottom-up, agent-based simulation model. By defining the 
behavior of individual nodes, optimality will automatically 
emerge as a result of the collective performance of the model. 
Simply speaking, RSA simulates a ripple relay race in route 
network. The race starts with an initial ripple at the origin; as 
the ripple spreads and reaches a node, a new ripple may be 
triggered at the node under certain condition; a ripple will 
become inactive when it has reached all the ends of links of its 
epicenter node; all active ripples keep spreading and more and 
more ripples are triggered at spatially farther away nodes; the 
relay race will terminate when certain criteria is met. As an 
agent-based model, RSA can easily adopt problem-specific 
micro agent behavior (i.e., how a node will generate a ripple) 
and macro termination criteria (i.e., when the ripple relay race 
should stop), so that it can resolve various POPs or any 
problem that can be converted into a POP [1].  

B. The Design of RSA for Network Performance Assessment  

As mentioned in the above sub-section, the key is to design 
problem-specific micro agent behavior at nodes and macro 
termination criteria for RSA. To calculate all suitable paths 
between all OD pairs by a single run of RSA, basically, we 
need to start an initial ripple at every origin node 
simultaneously, and each initial ripple is exclusively associated 
with an origin node. All initial ripples are active ripples. All 
active ripples will spread out along links at the same preset 
constant ripple spreading speed. New ripples may be triggered 
at nodes by incoming ripples. If an active ripple triggers a new 
ripple at a node, the new ripple will inherit the origin node 
from the incoming ripple. The so-far path of a ripple is defined 
as the path travelled by the ripple from its origin node to a node 
on the frontier of the ripple. If an active ripple arrives at a node 
which is not included in the so-far path of the ripple, then a 
new active ripple will be triggered at the node. Suppose the 
origin node of an active ripple is node n, and let LSFP denote the 
length of the so-far path of this active ripple. Then, if 

     )2,,(max ,
,1

hGRGR
nONh

SFP NhRL
hOD =≤≤

≥ ,                   (9) 

this active ripple will become inactive, i.e., it will stop 
spreading out. An active ripple will also become inactive when 
it has reached all the ends of links of its epicenter node. If there 
is no active ripple any more, then the ripple relay race will be 
terminated, and all suitable paths will be identified by checking 
those ripples ever triggered at all destination nodes, i.e., Dh for 
h=1,…,NOD.  

The pseudocode of RSA for calculating all suitable paths 
between all OD pairs is described as following. Let NR denote 
the number of ripples ever generated. Let SR(r) denote the state 
of ripple r, and SR(r)=0/1 means ripple r is inactive/active. E(r) 
denotes the epicenter of ripple r, i.e., ripple r is generated at 
node E(r). R(r) records the radius of ripple r. T(r) records 
which ripple triggers ripple r. OR(r) records which origin node 
ripple r backtracks to. LSFP(r) records the length of the so-far 
path of ripple r.     

Step 1: Initialize NR=0. For the sake of both optimality and 
computational efficiency [1], set the ripple spreading speed as  

v=min(C(i,j)), i=1,…,NN, j=1,…,NN.                  (10) 

Step 2: For any node n, if there exists at least one 1≤h≤NOD 
so that Oh=n, then set up an initial ripple at node n. Please note 
a node may have no more than 1 initial ripple. To set up an 
initial ripple at node n, first let NR=NR+1, then set E(NR)=n, 
R(NR)=0, SR(NR)=1, T(NR)=0 (which means an initial ripple is 
self-triggered), OR(NR)=n, LSFP(NR)=0, and at last set 
simulation time t=0. 

Step 3: If for every r=1,...,NR, we have SR(r)=0, i.e., if there 
is no active ripple any more, then go to Step 8; Otherwise, go 
to Step 4.   

Step 4: Let t=t+1. For each active ripple r, i.e., if SR(r)=1, 
1≤r≤NR, update the radius of ripple r by v, i.e.,  

  R(r)=R(r)+v,                                     (11) 
and update the length of the so-far path of ripple r by v as well 

LSFP(r)=LSFP(r)+v.                                (12) 
Step 5: For any active ripple r, if it arrives at a node, say 

node n, i.e., if SR(r)=1, A(E(r),n)=1 and R(r)≥C(E(r),n), and if 
node n is not included in the so-far path of ripple r, then, a new 
active ripple will be triggered at node n by ripple r: Let 
NR=NR+1; set E(NR)=n, T(NR)=r, SR(NR)=1, R(NR)=R(r)-
C(E(r),n), OR(NR)=OR(r), and LSFP(NR)=LSFP(r).   

Step 6: For any active ripple r, i.e., SR(r)=1, if the length of 
its so-far path satisfies 

     LSFP (r) ≥ max
1≤h≤NOD ,Oh=E (r )

RGR (h, NGR,h, 2),             (13) 

then set SR(r)=0, i.e., ripple r becomes inactive. 
Step 7: For any active ripple r, if for every node n that has 

A(E(r),n)=1, the following condition holds 
R(r)≥C(E(r),n),                                   (14) 

then set SR(r)=0. Go to Step 3. 
Step 8: For each OD pair, i.e., for the hth OD pair, 

h=1,…,NOD, check every ripple r which has E(r)=Dh and 
OR(r)=Oh. For such a ripple r, if the length of the path along 
which ripple r travels from Oh to Dh is within a given range for 
the hth OD pair, then the path is a suitable path from Oh to Dh. 
In this way, all suitable paths between all OD pairs can be 
found out by checking those ripples ever generated at all Dh, 
h=1,…,NOD.       

Fig.2 gives a simple example about how the proposed RSA 
can find out all suitable paths between all OD pairs of interest 
by just a single run of ripple relay race. In Fig.2, there are two 
OD pairs of interest: from O1 to D1 and from O2 to D2.Each 
OD pair has only 1 given range, RGR(1,1,1)=RGR(2,1,1)=-∞, 
and RGR(1,1,2)<RGR(2,1,2). At the beginning of the ripple relay 
race, two initial ripples, i.e, R1 and R2, are started at O1 and 
O2. At time t=2, R1 arrives at O2, and triggers a new ripple, 
i.e., R3 at O2. R3 has the same origin node, i.e., O1, as that of 
R1. Also at time t=2, R2 arrives at O1 and D1, triggering R4 at 
O1 and R5 at D1. R4 and R5 inherit the same origin node, i.e., 
O2, from R2. Since R2 has satisfied Condition (14) at time t=2, 
it becomes inactive and then is not plotted afterward. At time 
t=3, R1 arrives at D1, triggering R6, which identifies the 1st 
suitble path from O1 to D1.At the same time, R1 arrives at D2, 
triggering R7 at D2. Since R1 has satisfied Condition (14) at 
time t=3, it becomes inactive and then is not plotted afterward. 
At time t=4, R3 arrives at D1, triggering R8, which identifies 
the 2nd suitable path from O1 to D1. At the same time, R5 
arrives at D2, triggering R9, which identifies the first suitable 
path from O2 to D2. At time t=5, all ripples whose origin node 
is O1, i.e., R3, R6, R7 and R8, have a LSFP>RGR(1,1,2), i.e., 
satisfying Condition (13), so, they become inactive and then 



are not plotted. At time t=5, R5 arrives at O1, triggering R10 at 
O1. R9 identifies the 1st suitable path from O2 to D2. At the 
same time, R4 arrives at D2 and D1, triggering R11 at D2 and 
R12 at D1. R11 identifies the 2nd suitable path from O2 to D2. 
At time t=6, all ripples whose origin node is O2, i.e., R4, R5, 
and R9 to R12, have a LSFP>RGR(2,1,2), i.e., satisfying 
Condition (13), so, they become inactive. By time t=6, there is 
no active ripple, so, the ripple relay race is terminated, and then 
all suitable paths between all OD pairs have been found out 
successfully.    

IV. THEORETIAL ANALYSES 

Regarding the optimality of the proposed RSA, it is 
guaranteed by the ripple spreading optimization principle 
revealed in [1]. Basically, the proposed RSA can be viewed as 
a natural integration of many one-to-one RSAs, which are 
running in a parallel manner. A detailed mathematical proof 
about the optimality of one-to-one RSA was given in [1], and 
such a proof can be easily extended to the RSA proposed in 
this paper. 

Regarding the complexity of the proposed RSA, for a 
comparative purpose, first we analyze what could be the 
computational complexity of extending a k-SPP method to 
calculate all suitable paths between all OD pairs. As discussed 
in Section II, we need to apply a k-SPP method for each OD 
pair separately. Suppose, on average, for each OD pair, finding 
the k shortest paths is enough to identify all suitable paths 
between the OD pair. Thus, according to [18], an efficient k-
SPP method may have a computational complexity of 
O(k×NN+NL×log(NL)) to handle a single OD pair. We may 
have up to NN×(NN-1) OD pairs in a single problem of network 
performance assessment. This means, when applying a k-SPP 
method to network performance assessment, the computational 
complexity will be O(k×NN

3+NN
2×NL×log(NL)).     

Now we analyze the computational complexity of the 
proposed RSA for network performance assessment. Basically, 
for each origin node, there is an initial ripple. The ripple relay 
race started by this single initial ripple can identify all suitable 
paths from the origin node to all specified destination nodes, 
because each ripple will spread out in all directions to all 
relevant nodes simultaneously. The above analysis on the k-
SPP method assumes that finding the k shortest paths is 
enough. The explanation of this assumption in the context of 
RSA is that each node needs to generate up to k ripples, in 
order to find out all suitable paths from the origin node to all 
specified destination nodes.  

According to Section III, the basic computational step in 
the RSA is the spreading of a ripple along a link in a time unit. 
The basic computational step mainly includes a few addition 
operations and comparison operations, e.g., increasing the 
radius of a ripple by the ripple-spreading speed, and then 
comparing the new radius with the length of a link. Suppose a 
network has NN nodes, NL links (thus, each node has NL/NN 
links on average), and it takes NATU time units on average for a 
ripple to travel through a link.  

For identifying all suitable paths from a single origin node 
to all specified destination nodes, no more than k ripples are 
needed at a node. Therefore, basically, in the worst case, since 

the source node only generates one ripple, it then needs 
NATU×NL/NN basic computational steps on average. For the 
rest (NN–1) nodes, each needs up to k×(NL/NN-1)×NATU steps 
on average. Thus, about NBCS basic computational steps need 
to be conducted before all suitable paths from a single origin 
node to all specified destination nodes can be found, where  

NBCS = NATU × NL / NN + (NN −1)× k × (NL / NN −1)× NATU

< NATU × NL / NN + k × NATU × NL

.  (15)  

For a large scale network, we have NL>>NL/NN. This means 
the computational complexity for calculating all suitable paths 
from a single origin node to all specified destination nodes can 
be assessed as O(k×NATU×NL). 

The RSA reported in Section III can be viewed as a 
combination of many single-origin-node-based ripple relay 
races, because such single-origin-node-based ripple relay races 
run in a parallel and independent manner. In network 
performance assessment, we may have up to NN origin nodes, 
i.e., every node in the network is origin node, so the proposed 
RSA is a combination of NN single-origin-node-based ripple 
relay races. Therefore, the computational complexity for 
calculating all suitable paths between all OD pairs can be 
assessed as O(NN×k×NATU×NL).  

When comparing with the computational complexity of a k-
SPP method, i.e., O(k×NN

3+NN
2×NL×log(NL)), even if we could 

ignore the first part of O(k×NN
3), the second part of 

O(NN
2×NL×log(NL)) is usually still larger than the complextiy 

of RSA, i.e., O(NN×k×NATU×NL), given NN×log(NL)>k×NATU, 
which is often the case when the network scale is large.  

As discussed in [1], a most challenging and complicated 
step in a classical k-SPP method is to keep reconstructing route 
networks in an iteration process, as illustrated in Fig.3. First of 
all, a classical k-SPP method applies, say, the Dijkstra’s 
algorithm [19],[20], to find the 1st shortest path 1→2→3→4 in 
Fig.3.(a). Then the classical method proceeds to calculate the 
2nd shortest path based on the 1st shortest path. To this end, the 
classical method has to reconstruct three new route networks 
(see Fig.3.(b) to Fig.3.(d)), each of which is generated by 
removing one of the three links that together compose the 1st 
shortest path. Then based on each reconstructed route network, 
the classical method applies the Dijkstra’s algorithm to 
calculate the associated 1st shortest path. The associated 1st 
shortest paths in Fig.3.(b) to Fig.3.(d) are 1→3→4, 1→3→4, 
and 1→2→4, respectively. Among these associated 1st shortest 
paths, 1→3→4 is the shortest. Therefore, the classical method 
finds out that the 2nd shortest path in the original route network 
of Fig.3.(a) is 1→3→4. Existing methods following this 
practice often focus on how to reconstruct route networks 
efficiently [15]-[18].  

The proposed RSA never needs to reconstruct any network, 
but just runs a single multiple-origin-nodes-based ripple relay 
race on the very original route network, e.g., see Fig.2. This 
straightforward design based on the ripple spreading 
optimization principle of [1] significantly contributes to the 
computational efficiency of RSA.        

V. PRELIMINARY EXPERIMENTAL RESULTS 

As the general situation of network performance 



assessment against disturbances is bared discussed in literature, 
in particular, the generalized betweenness proposed in Section 
II is completely new to the authors’ best knowledge, there is 
no reported benchmark test case which could be borrowed to 
test the proposed RSA for calculating all suitable paths 
between all OD pairs of interest. Therefore, the goal of this 
section is not to conduct a comprehensive experimental study 
on the RSA, but to develop some preliminary test cases for 
future extension and research.       

In most studies on POPs, including our previous study on 
the RSA for classical POPs [1], route networks used in 
experiments are usually randomly generated. Basically, it is 
very difficult, if not impossible, to conduct theoretical 
analyses on a randomly generated network, e.g., for a random 
network, we cannot deduce out the 1st shortest path by 
analysis, but only run an algorithm to calculate the 1st shortest 
path. Is the result calculated by the algorithm for a random 
network correct? Basically, if the algorithm has a theoretical 
proof about its optimality, then the calculated result should be 
correct. What if there is no theoretical proof, or a theoretical 
proof is under doubt or argument? For a classical POP, there 
are usually many different algorithms already developed. 
Therefore, we can compare with relevant algorithms, in order 
to still get some conclusions on a random network.  

Unfortunately, in this preliminary study on the general 
situation of network performance assessment against 
disturbances, it is not suitable to test on randomly generated 
networks, because there is no other algorithm we can compare 
with. In a test without other algorithms for comparison, if we 
cannot deduce out the theoretical optimal result of a test 
network, then the experimental results would not be 
convincing enough, although we have a general theoretical 
proof about the optimality of RSA.     

Therefore, any test case to be developed in this preliminary 
study should be based on some networks whose optimal 
results can be theoretically deduced out rather than being 
found out by an algorithm.  

Regarding network performance assessment against 
disturbances, scale-free topologies play an important role. 
Therefore, this preliminary study should develop some test 
cases which can reveal how different levels of scale-free 
feature will affect the performance of network against 
disturbances.  

Based on the above concerns, in this preliminary study, we 
develop two extreme categories of regular networks, as 
illustrated in Fig.4. One category is regular scale-free network, 
where (NN-1) spoke nodes (i.e., nodes with low CND) are 
evenly distributed on a circle, and a hub node is located in the 
circle center connecting to every spoke node. In a network of 
this category, (NN-1) spoke nodes have the same very small 
CND, and only the hub node has a very large CND. The other 
category is grid network on a sphere, where NN nodes are 
evenly distributed on a sphere, and each node is connected to 
those spatially closest nodes on the sphere. In a network of 
this category, all of the NN nodes have the same CND, i.e., 
there is no scale-free feature at all. Actually, in a network of 
this category, all of the NN nodes are exactly the same in terms 

of any network property, including the generalized 
betweenness proposed in this paper. It is practicable to 
conduct theoretical analyses on performance assessment for 
these two categories of regular networks. With such results of 
theoretical analyses, we can then fairly judge the results 
calculated by the proposed RSA. For example, for a given 
path length range, we can theoretically deduce out how many 
suitable paths there are between all OD pairs in the two 
networks of Fig.4. Then, we apply the RSA to the networks in 
Fig.4, and the calculated results are exactly the same as those 
theoretical results. With these two categories of regular 
networks, we will carry out more experiments in future 
research, in order to gain a deeper and more comprehensive 
understanding of the proposed RSA and the generalized 
betweenness for the sake of network performance assessment.          

 

 
Fig.4 (a) A regular scale-free network; (b) A grid network on a sphere. 

VI. CONCLUSIONS AND FUTURE WORK 

This paper proposes a novel ripple-spreading algorithm 
(RSA) to assess network performance against disturbances in a 
more general situation: how likely between all pairs of origin 
and destinations (OD) of interest, will all of those paths whose 
length is within a given range be cut off by disturbances? 
Existing studies, such as how likely a network system will 
degrade into some separated sub-graphs, or how likely all of 
those 1st best paths between all OD pairs will be cut off, are 
just special cases of the general situation concerned in this 
paper. The proposed RSA can address the general situation of 
network performance assessment in a highly efficient way, 
i.e., between all OD pairs of interest, the RSA can find out all 
of those paths whose length is within a given range by a single 
run of algorithm. Theoretical analyses and experimental results 
clearly show that the proposed RSA exhibits significant 
advantages when compared with existing methods for network 
performance assessment against disturbances.  

As a preliminary study, more efforts are needed in future to 
further imporve the reported work. For example, conduct a 
more comprehensive analysis on the complexity of the 
propsoed RSA, compare with some state-of-the-art algorithms 
for the k-SPP,  design a decentralized parallel version of the 
RSA in order to achieve better computatioal effciency, and 
test on various relevant real-world applications. 
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Fig.2. An example about how the proposed RSA can find out all suitable paths between all OD pairs of interest by just a single run of ripple relay race.   

 



 
 

Fig.3. Reconstructing route networks in classical methods for the k-SPP 
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