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Abstract—Cybersecurity community is slowly leveraging Ma-
chine Learning (ML) to combat ever evolving threats. One of the
biggest drivers for successful adoption of these models is how well
domain experts and users are able to understand and trust their
functionality. As these black-box models are being employed to
make important predictions, the demand for transparency and
explainability is increasing from the stakeholders.

Explanations supporting the output of ML models are crucial
in cyber security, where experts require far more information
from the model than a simple binary output for their analysis. Re-
cent approaches in the literature have focused on three different
areas: (a) creating and improving explainability methods which
help users better understand the internal workings of ML models
and their outputs; (b) attacks on interpreters in white box setting;
(c) defining the exact properties and metrics of the explanations
generated by models. However, they have not covered, the security
properties and threat models relevant to cybersecurity domain,
and attacks on explainable models in black box settings.

In this paper, we bridge this gap by proposing a taxonomy
for Explainable Artificial Intelligence (XAI) methods, covering
various security properties and threat models relevant to cyber
security domain. We design a novel black box attack for analyzing
the consistency, correctness and confidence security properties of
gradient based XAI methods. We validate our proposed system
on 3 security-relevant data-sets and models, and demonstrate
that the method achieves attacker’s goal of misleading both the
classifier and explanation report and, only explainability method
without affecting the classifier output. Our evaluation of the
proposed approach shows promising results and can help in
designing secure and robust XAI methods.

Index Terms—Adversarial Attack, Explainable Artificial Intel-
ligence, Cyber security, gradient-based XAI, deep learning

I. INTRODUCTION

The term Explainable Artificial Intelligence (XAI) was
framed by Lent et.al [1] to explain the behavior of AI-
controlled entities in simulation game applications. The field
of explanations of intelligent systems was active in the 1970s
mainly focused around expert systems [2], and in the 1990s
around neural networks [3]. The success of Machine Learning
(ML) systems, mainly Deep Learning (DL) in various domains
and challenge to intuitively understand the outputs of compli-
cated models – how does a DL model arrived to a specific
decision for a given input has spurred intensive research into
XAI methods.

Adding interpretability at different stages of ML pipeline
improves the design, implementability, and adaptation of the

system for the following reasons: (a) Explainable results
ensure data-driven decision-making, i.e. to detect, and con-
sequently, correct from bias in the training dataset. This is
important in security where data sets are highly imbalanced;
(b) Explainable reports facilitates in improving the robustness
of the system by highlighting potential adversarial examples
that could change the prediction; (c) Interpretability can guar-
antee that only contextually correct variables infer the output,
i.e., ensuring that an underlying truthful causality exists in the
model reasoning. This is vital in security for use cases like
attribution of threats [4] etc.

Interpretability methods coupled with the human in the
loop improves the trust and security in the decision making
process [10] of ML systems. However, recent studies have
shown that the explainable methods are fragile and are po-
tentially susceptible to malicious manipulations in the image
recognition domain. Recent work [29] has showed that post-
hoc methods are fragile, where small changes in the input
cause significant changes in the interpretations. This fragility
is undesirable from a safety and security perspective. Part of
this fragility could be attributed to: (1) the black-box nature
of the underlying models that post-hoc methods are trying to
explain, and (2) the explanations themselves are models that
can be fragile [30].

In the context of the cybersecurity domain, little work is
done to understand the security robustness of explainable
methods with a realistic threat models. Motivated by this, in
this study we aim to conduct a security analysis of gradient-
based XAI methods. More specifically, we seek to answer-
How can an attacker deceive target classifiers and explainable
methods both together, given only explainable model keeping
the output of classifier similar? We first define the properties
of the threat model for XAI methods into a unified attack
framework and conduct both analytical and qualitative studies
of the security properties of these methods under realistic
assumptions of the real-world adversary. The contribution of
this paper can be listed as:

• We propose a three dimension taxonomy for XAI, relevant
to cyber security domain- (a) explanations of predictions/-
data itself X−PLAIN ; (b) explanations for security and
privacy properties of predictions/data XSP − PLAIN ;
and (c) explanations covering threat model of prediction-
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s/data under consideration XT − PLAIN .
• We propose a novel black box adversarial attack for test-

ing the consistency, correctness and confidence properties
of gradient based XAI methods.

• We test our proposed system on 3 security-relevant data-
sets and models, and show that the method achieves
attacker goal’s with threat models which reflect the real
world settings.

The rest of paper is organized as follows. Section II presents
the context of our research and related work in literature on
XAI methods and attacks on XAI methods. We describe the
role of XAI in cybersecurity in Section III. We also define the
three dimensions of XAI space as well as illustrate the threat
model for XAI in this section. We present and implement our
adversarial-based approach of XAI in Section IV. We evaluate
the experimental results and discuss our findings in Section V.
Finally, we conclude this paper in the last section.

II. RELATED WORK

A. Attacks on XAI Methods

Very recently, some works [34]–[37] are beginning to study
adversarial robustness by exploring the spectrum between
classification accuracy and network interpretability. Zhang et
al. present [35] a class of white-box attacks that generate
adversarial inputs which not only mislead target deep learning
classifiers but also their coupled interpretation models. They
benchmark the proposed method with four different class of
explainers. It was shown in [34] that an imperceptible adver-
sarial perturbation to fool classifiers can lead to a significant
change in a class-specific network interpretability map. In [36],
it was demonstrated that explanation maps can be sensitive to
small perturbations in the image domain. There has been some
recent research on manipulating explanations in the context of
image classification. Authors in [37] show modifying inputs
in such a way that is imperceptible to humans.

In [30] showed that the post-hoc explanations are not
faithful but only present correlations of the underlying compu-
tations. [13] showed that in the case of structured data, LIME
and SHAP explanations are not intuitive. In recent work Dylan
et al. [14] proposed a novel framework that can effectively hide
discriminatory biases of any black-box classifier and fool the
post-hoc explanation techniques such as LIME and SHAP.

Our work focuses on black box targeted attacks on two
classes of adversaries. One aims to compromise the integrity
of the underlying classifier and explainer and the other tries
to attack only the explainer without changing the prediction
of the classifier i.e. given a natural sample only change the
explanation map.

III. XAI IN SECURITY DOMAIN

A. Role of XAI in Security Domain

Explainable Security (XSec) - a extension of XAI to security
domain was proposed by Luca et.al [26]. They discuss the “Six
Ws” of XSec (Who? What? Where? When? Why? and How?).
They argue that XSec has unique and complex characteristics

that involve different consumers (i.e., the system’s developers,
analysts, users, and attackers) and is multi-faceted by nature
(as it requires reasoning about system model, threat model and
properties of security, privacy and trust [27]).

There are growing research efforts into methods to formally
evaluate and compare explainers. In a recent survey, Murdoch
et al. [31] proposed predictive accuracy, descriptive accuracy
and relevancy(which is judged by humans) as three essential
properties for evaluating explainers. Hall et al. [32] compiled
a set of objective characteristics- effectiveness, versatility, con-
straints (i.e., privacy, computation cost, information collection
effort) and the type of generated explanations without human
evaluations. Metrics proposed by Alvarez-Melis [28] cover
explicitness – intelligibility of explanations, faithfulness –
feature relevance, and stability – consistency of explanations
for similar or neighboring samples. Fidelity of explanations
was evaluated by Yeh et al. [11] by quantifying the degree to
which an explanation captures the underlying model changes.
Yang et al. [33] proposed three complementary metrics to
evaluate explainers: model contrast score – comparing two
models trained to consider opposite concepts as important,
input dependence score – comparing one model with two
inputs of different concepts, and input dependence rate – com-
paring one model with two functionally identical inputs. These
metrics aim to specifically cover aspects of false-positives.

B. Taxonomy of XAI in Security Domain

In the context of the security domain, we divide the ex-
plainability space into - (a) explanations of predictions/data
itself X − PLAIN ; (b) explanations covering security and
privacy properties of predictions/data XSP − PLAIN ; (c)
explanations covering threat model of predictions/data under
consideration XT − PLAIN .

1) X − PLAIN : This space covers the following type of
explanations:

• static vs. interactive changes in explanations seen by user
in response to feedback.

• local vs. global explanations.
• in-model vs. post-hoc model explanations that cover

models, which are transparent by their nature vs. use of
a auxiliary method to explain a model after it has been
trained.

• surrogate model is a second, usually directly interpretable
model that approximates a more complex model, while a
visualization of a model may focus on parts of it and is
not itself a full-fledged model.

2) XSP − PLAIN : The XSP − PLAIN explanations
include:

• Confidentiality properties of data and model e.g. which
features of the data are protected by system owner.

• Integrity properties of data and model e.g. when and
how the data was collected and model was trained to
accommodate domain shifts etc. Fairness property can
be part of model integrity in which explanations can
help expose fairness violations by providing insights into
possible biases in a model.



• Privacy properties of data and model in the explanations
e.g. which part of the data/predictions is exposed to
whom. For the publicly released training data and models,
have noise added to them so that data rights or model pri-
vacy are not compromised? Global explainability methods
need to investigate ways to provide explanations about
the model without providing details on model weights
(directly or via feature importance scores).

3) XT − PLAIN : This space captures the properties of
threat models considered at the time of training and deploy-
ment. e.g. data poisoning protection, thresholds used, etc.
Below we list some of the properties of XAI methods that
are relevant to threat modeling in the security domain.

• Correctness: Correctness evaluates the ability of an ex-
plainer to correctly identify components of the input that
contribute most to the prediction of the classifier.

• Consistency: It is the measure of the explainer’s ability to
capture the relevant components under various transforma-
tions to the input. More specifically, if the classifier predicts
the same class for both the original and transformed inputs,
consistency attempts to measure whether the generated
explanation for the transformed input is similar to the one
generated for the original input modulo the transformation.

• Transferability: Explainability is an advocate for trans-
ferability, since it may ease the task of elucidating the
boundaries that might affect a model, allowing for a bet-
ter understanding and implementation. Similarly, the mere
understanding of the inner relations taking place within a
model facilitates the ability of a user/attacker to reuse this
knowledge craft an attack.

• Confidence: as a generalization of robustness and stability,
confidence should always be assessed on a model in which
reliability is expected. As stated in [23]–[25], stability is
a must-have when drawing interpretations from a certain
model. Trustworthy interpretations should not be produced
by models that are not stable. Hence, an explainable model
should contain information about the confidence of its
working regime.

• Fairness: From a social standpoint, explainability can be
considered as the capacity to reach and guarantee fairness
in ML models. One of the objectives of XAI is highlighting
bias in the data a model was exposed to [5], [22]. The
support of algorithms and models is growing fast in fields
that involve human lives, hence explainability should be
considered as a bridge to avoid the unfair or unethical use
of the algorithm’s outputs.

• Privacy: One of the byproducts enabled by explainability
in ML models is its ability to assess privacy. ML models
may have complex representations of their learned patterns.
Not being able to understand what has been captured by the
model [6] and stored in its internal representation may entail
a privacy breach. Contrarily, the ability to explain the inner
relations of a trained model by non-authorized third parties
may also compromise the differential privacy of the data
origin. Ideally, XAI should be able to explain the knowledge

within a model and it should be able to reason about what
the model acts upon. However, the information revealed by
XAI techniques can be used both to generate more effective
attacks in adversarial contexts aimed at confusing the model,
at the same time as to develop techniques to better protect
against private content exposure by using such information.

IV. PROPOSED METHOD

A. Attack method on Consistency, Correctness and Confidence

Attacks, which compromise the confidence of underlying
system can be divided into two different categories based on
which part of the system is compromised: (a) CI− Attacks
which target the classifier as well as its coupled interpreter, (b)
I− Attacks which target only underlying interpreter keeping
the classifier’s decision intact.

More formally, we consider a neural network f : Rd → R
K

with relu non-linearities that classifies a sample x ∈ R
d

in K categories with the predicted class given by k =
argmaxi f(x)i. The explanation map is denoted by g : Rd →
R

d and associates a sample with a vector of the same dimen-
sion whose components encode the relevance score of each
feature for the neural network’s prediction.

Let gt ∈ R
d be a given target explanation map and

x ∈ R
d an input sample. For I− attack we want to construct

a manipulated sample xadv = x + δx such that it has an
explanation very similar to the target gt but the output of the
network stays approximately constant,i.e. f(xadv) ≈ f(x). For
CI− attack both g(xadv)

t ≈ g(x)t and f(xadv) �= f(x).
The norm of the perturbation δx added to the input is small,

i.e. ‖δx‖ = ‖xadv − x‖ � 1.
As per threat model, there are additional constraints on the

attacker as follows:

• The attack is performed in black-box settings i.e., attacker
has no knowledge of the underlying architecture of the
model, hyperparameters used, and training data distribu-
tions.

• The perturbation δ changing the original instance x into
xadv = x+ δ should be sparse.

• The adversarial sample xadv needs to be interpretable. We
consider an instance xadv interpretable if it lies close to
the model’s training data distribution. Let us illustrate
this with an intuitive example. Assume we are predicting
given traffic flow as malicious or not with features includ-
ing the protocol type and the Time-to-live (TTL) of the
packet. Most of the benign flows have a TTL below a pre-
defined value and we would like to know what needs to
change about the flow in order to make it adversarial. By
simply increasing the TTL and leaving the other features
unchanged, the method outputs adversarial sample, and
classifier and corresponding explainer can output that our
adv. flow is malicious. This sparse adversarial sample lies
fairly close to the overall training distribution since only
one feature value was changed. The adversarial sample is
however out-of-distribution with regards to the subset of
benign flows in the training data valued above pre-defined



value because other relevant features like the protocol still
resemble a typical normal flow. As a result, we do not
consider this adversarial sample to be very interpretable.

With these constraints in place, we now present the attack
steps. We follow a two-step strategy. For step 1, we use the
black-box model attack proposed in [12]. The attacker collects
a small set of n test data and start querying the prediction and
explanation report for each sample. One can train a surrogate
classifier with collected outputs of test samples but data n may
be limited and also the attacker has no knowledge of distribu-
tions of original training data of which the model was trained.
We run Manifold Approximation Algorithm (MAA) [9] on n
data points to find the best piece wise spherical manifold or
subspace M̂ and the projection map p : αp → M̂ such that

the mean square error
n∑

i=1

‖xi − p(xi)‖2 is minimized, where

xi ∈ R
α.

The output of step 1 helps us to divide the collected n
samples into various data distributions z1, z2..zi. Similarly, We
can run the MAA on explanation reports to find explanation
distributions g1, g2...gi for each data distribution. At the end
of step 1, we will have data and explanation distributions of
dataset (n samples) that the attacker has collected.

For the success of our attack, in Step 2 we need to induce
minimal distortions on the input distribution za to move the
decision boundary to zi along with ga to move to gi where
a is the natural sample distribution and i is the target sample
distribution. Perturbations based on data distribution helps us
satisfying the data manifold constraint i.e. adversarial sample
xadv needs to be interpretable.

To achieve this, we solve Equation 1.

min
d

Δ(za,zi)+Δ(ga,gi)+C‖d‖
s.t. Sa

p (Va,ca,ra) ≤ x+d ≤ Si
p(Vi,ci,ri)

(1)

where C is the regularisation constant that balances approach-
ing the target and limiting the input distortion and Kullback-
Leibler (KL)-divergence as Δ and s(X) = S(V, c, r) is
sphere centered at c with radius r and V determines an affine
subspace the sphere lies in for all data X . In case of I−
attack Δ(za, zi) = 0, here we aim to change the explanation
of natural sample to target sample keeping the label intact.

We measure the success of attack using attack success rate,
which is defined by

Attack Success Rate (ASR) =
#successful attempts

# total attempts

V. EVALUATION AND DISCUSSION

A. Experimental Setting

Here we introduce the setting of our experiments. We
choose three different security-relevant systems for our evalu-
ation.

System 1: Mimicus a multilayer perceptron that is capable
of detecting malicious PDF documents. We use the same
features as discussed in the original paper [20] and imple-
mented the system based on the work of [18]. The network

architecture consists of two hidden layers with 200 nodes
each. 135 features were extracted from PDF documents. These
features cover properties about the document structure, such
as the number of sections and fonts in the document, and are
mapped to binary values as described by [18]. For training
the model we use the original dataset, which consists of
5,000 benign and 5,000 malicious PDF files. For adversarial
feature value perturbation, we also ensure that the generated
files are valid and realistic by applying domain-specific con-
straints. For example, generated PDFs need to follow the
PDF specification to ensure that a PDF viewer can open
the test file. Explanation reports are generated by gradient-
based methods- Input*Gradient(I*G), Layer-Wise Relevance
Propagation(LRP), Guided Back Propagation(GBP), Smooth-
Grad(SG), Gradient(GRAD), and Integrated Gradients(IG).
We adopt their open-source implementation in our evaluation.

System 2: Drebin proposed [19] uses a multilayer percep-
tron for identifying Android malware. The network consists
of two hidden layers, each comprising 200 neurons. It builds
on features developed by [21]. The dataset has 129, 013
Android applications among which 123, 453 are benign and
5, 560 are malicious. There is a total of 545, 333 binary
features categorized into eight sets including the features
captured from manifest files (e.g., requested permissions and
intents) and disassembled code (e.g., restricted API calls and
network addresses). For adversarial feature value perturbation,
we enforce a constraint that only allows modifying features
related to the Android manifest file and thus ensures that
the application code is unaffected. The features are only
added but never deleted from the manifest files to ensure
that no application functionality is changed due to insufficient
permissions. Explanation reports are generated by gradient-
based methods- Input*Gradient(I*G), Layer-Wise Relevance
Propagation(LRP), Guided Back Propagation(GBP), Smooth-
Grad(SG), Gradient(GRAD), and Integrated Gradients(IG).
We adopt their open-source implementation in our evaluation.

System 3: The third system is an Intrusion Detection System,
which uses Adversarial Auto Encoder(AAE) [15] for Anomaly
Detection(AD) task on recently published UGR16 dataset [16].
The dataset consists of NetFlow traces captured from a real
network. For our experiment, we use dataset which consists
of 5,990,295 data points. We extract 53 aggregated features,
which include mean and standard deviation of flow duration,
number of packets, number of bytes, packet rate; and byte rate;
entropy of protocol type, destination IP addresses, source ports,
destination ports, and TCP flags; and proportion of ports used
for common applications (e.g. WinRPC, Telnet, DNS, SSH,
HTTP, FTP, and POP3).

An AAE is a generative model that is trained with dual
objectives i.e., a traditional reconstruction error criterion and
an adversarial training criterion. The encoder in AAE learns
to convert the data distribution to a latent representation
with an arbitrary prior distribution, attempting to minimize
the reconstruction error. In other words, a GAN is attached
to the latent layer. AAE used four layers of (conv-batch-
normalization-elu) in the encoder and decoder part of the



network. The AAE network parameters such as (number of
filters, filter size, strides) are chosen to be (53,10,1) for first
and second layers and (53,10,1) for third and fourth layers
of both encoder and decoder layers. The middle hidden layer
size is set to be same as rank K = 20 and the model is
trained using Adam. Once the parameters are optimized after
training, the AAE model is used for anomaly detection [15],
[17], where an IP address and its time window is recognized
as abnormal when the reconstruction error of its input features
is high. Here, the reconstruction error is the mean square
difference between the observed features and the expectation
of their reconstruction as given by the AAE. The threshold we
used is 5% of the data as anomalies as this reflect the actual
data set distribution. For adversarial feature value perturbation,
we impose the constraint that the distortion added should not
create malformed packets when features are transformed back
to pcap. To solve this constraint we selectively add noise
to a small set of features instead of perturbing any of 53
features and we use Scapy1 to generate valid packets for
changed values keeping other properties of the flow intact. For
explanations reports, we analyze the gradients contributed by
each feature of the data point. Given the trained AAE and an
anomalous data point, the gradient map between the feature
and reconstruction error is used to explain the contribution of
a particular feature to the anomaly.

Table I summarizes the performance of 3 systems we use
to evaluate our proposed method in our experiments.

TABLE I: Performance of models used in Experiments.

System Accuracy Precision Recall F1-Score

S1(Mimicus) 0.975 0.991 0.998 0.994
S2(Drebin) 0.980 0.926 0.924 0.925
S3(AAE-BotNet AD) 0.967 0.931 0.965 0.948

TABLE II: Results for the proposed CI and I attack on explainable
method vs three systems with n(1000(S1,S2),10000(S3)). For S3 we
only report gradient method n was sampled randomly from all dataset
and removed from the training set to reflect the real attacker.

Explainable Method LRP SG GRAD I*G GBP IG
Attack Success Rate for IC− Attack

Mimicus(S1) 0.98 0.94 1.00 0.99 0.98 0.99
Drebin(S2) 0.98.4 0.93 1.00 0.984 0.982 0.987
AAE(S3) X X 1.00 X X X

Attack Success Rate for I− Attack
Mimicus(S1) 0.983 0.93 0.99 0.98 0.984 0.978
Drebin(S2) 0.97 0.92 0.99 0.975 0.969 0.967
AAE(S3) X X 0.98 X X X

To solve equation 1 we use SciPy [8] L-BFGS-B [7]
optimiser, with initial disturbance sampled from a uniform dis-
tribution U(10−8, 108), 50 corrections on the memory matrix,
and termination test tolerance of 10. We set n to 1000 for
Mimicus and Drebin and for BotNet flows we set to 10000.
We randomly sampled 2% of each malicious type dataset and
8% of benign data from original dataset for n. We discarded n

1https://scapy.readthedocs.io/en/latest

from the training data to reflect the threat model, i.e., attacker
has no access to training data.

(a) Gradient Map of Anomalous BotNet Flow

(b) IC− Attack on AAE - Gradient Map of BotNet Flow(Malicious)
classified as Benign.

(c) I− Attack on AAE - Gradient Map of BotNet Flow(Malicious) changed
from original explanation map

Fig. 1: Gradient Map changes of AAE for IC− and I attack

B. Results and Discussion

Table II summarizes Attack Success Rate(ASR) for each sys-
tem against the gradient-based explainable methods. Smooth-
Grad(SG) method performed better compared to its counter-
parts.

For the qualitative evaluation of our attack, we visualize
the relevance vector of an explanation. First, we normalize
the scores to −1 and 1, and highlight features according to
whether they support the decision (green color) or contradict
the decision (red color). The brightness reflects the importance
of the features.

Table III visualizes small set of feature vectors of malicious
pdf file with hash2 with each explanation method. This file
exploits certain vulnerabilities in Adobe Acrobat and Reader to
obfuscate and hide, and subsequently run, malicious JavaScript
and shellcode. Table IV and V illustrates explanation map of
same file after CI− and I attack respectively.

Table VI visualizes set of feature vectors of malicious
Android file with hash of 3 with each explanation method.
This Android APK malware appear to be installers for other
applications; when executed however, the malware send SMS

2268aabdc7d2dcebdc42775e36e05ad6c842044b799176d16b3c42105931e7e6
3eb1bcca87ab55bd0fe0cf1ec27753fddcd35b6030633da559eee42977279b8db

https://scapy.readthedocs.io/en/latest


Id LRP SG G I*G GBP IG

0 createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts
1 creator_dot creator_dot creator_dot creator_dot creator_dot creator_dot
2 creator_lc creator_lc creator_lc creator_lc creator_lc creator_lc
3 creator_uc creator_uc creator_uc creator_uc creator_uc creator_uc
4 moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts
5 producer_uc producer_uc producer_uc producer_uc producer_uc producer_uc
6 title_dot title_dot title_dot title_dot title_dot title_dot
7 title_lc title_lc title_lc title_lc title_lc title_lc
8 title_oth title_oth title_oth title_oth title_oth title_oth

TABLE III: Explanation Map of Malicious PDF file 268aabdc7d2dcebdc42775e36e05ad6c842044b799176d16b3c42105931e7e6

Id LRP SG G I*G GBP IG

0 createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts
1 creator_dot creator_dot creator_dot creator_dot creator_dot creator_dot
2 creator_lc creator_lc creator_lc creator_lc creator_lc creator_lc
3 creator_uc creator_uc creator_uc creator_uc creator_uc creator_uc
4 moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts
5 producer_uc producer_uc producer_uc producer_uc producer_uc producer_uc
6 title_dot title_dot title_dot title_dot title_dot title_dot
7 title_lc title_lc title_lc title_lc title_lc title_lc
8 title_oth title_oth title_oth title_oth title_oth title_oth

TABLE IV: IC− Attack on Mimicus System, where the classification is changed to Benign. Explanation map of the original file changed
compared to Table III

Id LRP SG G I*G GBP IG

0 count_acroform count_acroform count_acroform count_acroform count_acroform count_acroform
1 count_trailer count_trailer count_trailer count_trailer count_trailer count_trailer
2 count_xref count_xref count_xref count_xref count_xref count_xref
3 createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts createdate_ts
4 creator_dot creator_dot creator_dot creator_dot creator_dot creator_dot
5 creator_lc creator_lc creator_lc creator_lc creator_lc creator_lc
6 creator_uc creator_uc creator_uc creator_uc creator_uc creator_uc
7 moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts moddate_ts
8 producer_uc producer_uc producer_uc producer_uc producer_uc producer_uc

TABLE V: I− Attack on Mimicus System, where classification of original file Malicious is unchanged and Explanation map of the original
file changed compared to Table III

messages to premium-rate numbers or services. Table VII and
VIII illustrates explanation map of same file after CI− and
I− attack respectively. Figure 1 summarizes proposed attack
on AAE anomaly detector.

Our results show that security properties of XAI methods
can be compromised by proposed CI− and I− attacks.
Both attacks compromises the correctness (the ability of an
explainer to correctly identify components of the input that
contribute most to the prediction) by changing the prediction
of the input without loosing functionality, consistency (the
explainer’s capability to capture the transformations to the
input) by changing the explanation map via feature additions,
and confidence of the corresponding explainers.

For the given trained model, and adversarial sample, ex-
planation methods do not agree on the same set of feature
vectors that influence the decision of the model. We can infer
that the transferability property of adversarial inputs across
different explanation methods is low. We speculate that one
of the reasons for our attack success is because explanation
methods for a given model do not exactly reflect the true
state of the model, which allows the adversary to exploit both

models and explainers simultaneously. Specifically, gradient-
based methods only rely on the gradient information, which
can deviate from the true behavior of underlying models.

VI. CONCLUSION

In this paper, we propose a three dimension taxonomy for
XAI, relevant to cybersecurity domain. We extend the threat
model for XAI methods to reflect the real world settings.
We design a novel black-box attacks to study the security
properties- consistency, correctness and confidence of gradient
based XAI methods.

Our attack focuses on two classes of adversaries - CI
and I attack. CI attack aims to compromise the integrity of
the underlying classifier and explainer simultaneously and I
attack tries to attack the only explainer without changing the
prediction of the classifier i.e. given a natural sample only
change the explanation map. Through empirical and qualitative
evaluation, we show the effectiveness of the attack on multiple
gradient-based explainers and on 3 security-relevant data-sets
and models. Our analysis highlights the gaps between model
inner workings and their corresponding explainers, and the
adversarial samples are weakly transferable.



Id LRP SG GRAD I*G GBP IG

0 activity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivity
1 activity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivity
2 feature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephony
3 feature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreen
4 intent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETED
5 intent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAIN
6 intent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATE
7 intent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENT
8 intent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHER
9 permission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATE
10 permission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGES
11 permission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGES
12 permission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNET
13 permission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTS
14 permission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATE
15 permission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETED
16 permission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMS
17 permission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMS
18 permission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGE
19 provider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVED
20 service_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiver
21 service_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiver
22 service_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciver

TABLE VI: Explanation Map of Malicious Android file eb1bcca87ab55bd0fe0cf1ec27753fddcd35b6030633da559eee42977279b8db

Id LRP SG GRAD I*G GBP IG

0 activity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivityactivity::.MainActivity
1 activity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivityactivity::MainActivity
2 feature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephonyfeature::android.hardware.telephony
3 feature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreenfeature::android.hardware.touchscreen
4 intent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETEDintent::android.intent.action.BOOT_COMPLETED
5 intent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAINintent::android.intent.action.MAIN
6 intent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATEintent::android.intent.action.PHONE_STATE
7 intent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENTintent::android.intent.action.USER_PRESENT
8 intent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHERintent::android.intent.category.LAUNCHER
9 permission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATEpermission::android.permission.ACCESS_NETWORK_STATE
10 permission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGESpermission::android.permission.DELETE_PACKAGES
11 permission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGESpermission::android.permission.INSTALL_PACKAGES
12 permission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNETpermission::android.permission.INTERNET
13 permission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTSpermission::android.permission.READ_CONTACTS
14 permission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATEpermission::android.permission.READ_PHONE_STATE
15 permission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETEDpermission::android.permission.RECEIVE_BOOT_COMPLETED
16 permission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMSpermission::android.permission.RECEIVE_SMS
17 permission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMSpermission::android.permission.SEND_SMS
18 permission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGEpermission::android.permission.WRITE_EXTERNAL_STORAGE
19 provider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVEDprovider::android.provider.Telephony.SMS_RECEIVED
20 service_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiverservice_receiver::AlarmReceiver
21 service_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiverservice_receiver::AutorunReceiver
22 service_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciverservice_receiver::SmsReciver

TABLE VII: IC− Attack on Drebin System, where the explanation map and corresponding classification is changed to Benign. Explanation
map of the original file changed compared to Table VI

Our future work will focus on three areas: (a) Study the
defense mechanisms against the attack proposed; (b) Extend
the proposed method to compromise the privacy and confiden-
tiality properties of explainable methods, and (c) Examine the
security robustness of other XAI with different neural network
architectures.
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