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Abstract—The sub-THz reflectance of the Human palm
was imaged while the person was subjected to varying
degrees of stress. The pattern of individual pixel intensity
and their correlation to stress matched the actual physical
distribution of sweat pores on the hand surface. This fact
is put forward as a possible novel biometric avenue.

I. INTRODUCTION

-I-he border today has become the first line of defense against
an ever increasing number of threats. First and foremost
stands the recognition of the individual attempting to enter the
state. Integral to this is the concept of Biometric recognition as
the guard against identity theft. While there are a number of
visual methods possible, we present a new and exciting vista
based on the distribution of sweat ducts and their response in
the sub THz frequency range. For the last 8 years, it has become
apparent that the Reflection Coefficient of the human skin in
the frequency region 0.1 - 0.5 THz is governed primarily by the
coiled structure of the sweat duct, allowing it to act as a helical
antenna (See Fig.1) [1-5].

Frequently the registered spectra depend heavily on the
physiological state of the individual. Succinctly put, should he
be stressed then his reflection coefficient will indicate this by
changes in both peak intensity and frequency. Furthermore, it

Fig. 1 - OCT imaging of the sweat ducts in upper epidermis
of the human fingertip in vivo [2].

appears that different origins of stress (mental, physical or
emotional) will lead to different response in different frequency
bands [6, 7]. This fact can be combined with the distribution of
densities of sweat pores on the skin surface. While there are
broad similarities between individuals (high density on the
palms, low density on the arms for instance), inside those
densities there is a unique pattern on the skin for each person
[8, 9]. Anexample is on the palm of the hand, where the sweat
pores follow quite closely the dips and ridges of the fingerprint.
Coupled together, the existence of an informative spectra in the
sub —-THz frequency region and an individual spatial
distribution of points on the body, one can imagine an image of
the person in the sub — THz that is both unique and telling.

The missing component in this vision is the necessary

hardware. Because of the difficultly of electronic based
detection and generation in the THz region of the spectrum —
The Terahertz Gap [10-14]- most spectroscopic systems have
been based on semi-optical gating methods using femtosecond
pulsed lasers. These have been suitable for research and
spectroscopy, but not for industrial application. Consequently,
the penetration of THz to commercial and industrial
applications has not greatly progressed. With the synergy of hot
bolometric techniques for sub-THz detection [15], image
processing and pattern recognition, there exists for the first
time the possibility to create a system based on a sub-THz
camera. This could effectively image the human skin, extract
the unique pattern of the sweat duct activity on the surface,
process this to a unique identity and all this done remotely. As
a person cannot change his skin, this remote fingerprint exists
no matter what. The implication of such a service for biometric
identification at the border is very broad. Not only is the
individual betrayed by his personal sweat pore distribution in
the sub-THz regime, but also his mental state at that moment —
is he aggressive or nervous? This opens a vista for selective
questioning that until today were entirely subjective, depending
only on the border control officer and his impressions.

We present evidence that the distribution of sweat ducts on
the skin surface is individual. Furthermore, spatial variations in
the sub-THz reflection coefficient over the body follow these
individual patterns. As the intensity of reflection is also heavily
influenced by the mental state of the individual, there is opened
a unique opportunity in Biometric recognition. Not only can
the individual be recognized remotely, but malicious intent can
be detected too. The paper presents these possibilities and
discusses the ramifications.

Il. RESULTS

The palms of five subjects were filmed using a terahertz
camera (TeraSense 1024, TeraSense Ltd.), while illuminated
by a 100 GHz source operating at 50 mW. The illuminating
beam was collimated to a diameter of 10 cm using a TPX lens
(See Fig 2).
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Fig. 2 — The experimental setup schematically represented.



Over the course of 11 minutes, the subjects were required to
perform a number of mental and physical tests to induce
differing levels of stress. The protocol is illustrated in Fig. 3.
The time variations in the intensity of each pixel was correlated
with a Galvanic Skin Response (GSR) reading of the
individual. GSR is a recognized marker of subject stress. The
individual pixel correlations where then used to create
Correlation map of the subjects palm. Separately the position
of individual sweat ducts on the palm of the subject were
recorded by using iodine/starch staining. The darker the stain
in the correlation image (Fig. 3(b)), the stronger the correlation
with the GSR. The intensity of these “strong” pixels are
presented for one of the subjects in Fig.3 (a), along the GRS
trace and the stages of the protocol to induce stress. In Fig. 3(b)
a comparison is made between the physical location of the
sweat ducts for each subject and their respective sub-THz
correlation maps. As can be seen the physical patterns of the
sweat ducts are mirrored by the areas of strong correlation in
the sub-THz.
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Fig. 3 — (a) The upper pane shows the time development of
individual pixel intensity from a Terahertz camera,
concurrently is shown the GSR trace of the subject and the
measurement protocol describing the stress inducing tasks.
The correlation is made between the individual pixel intensity
and the GSR trace, as the reliable marker of physiological
stress. The resulting correlation map is shown in pane (b),
along with the real sweat duct distribution on the hand
(iodine/starch staining). The coincidence between sweat duct
density and maximum correlation is evident.

The coincidence between the two images can be evaluated by
a 2D correlation matrix. Mathematically the problem can be
reduced to searching for a matrix X of size M by N in a matrix

H of size P by Q. The resulting correlation matrix C is of size
M+P-1 by N+Q-1 and is defined by
—-P-1D<k<M-1

where o <i<=N-1

@

and the bar indicates the conjugate matrix. Normalizing both
images and then searching for the pixel correlation map inside
the hand image (see Fig. 3) produces the 2D correlation matrix
[16], graphically illustrated in Fig. 4
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Fig. 4 — The 2D correlation matrix for subject 1 (left side of
Fig. 3(b)). The map represents the coincidence of patterns
visible in the Sub-THz Correlation Image (Fig. 3b) in the real
sweat duct distribution images (Fig.3b). The darker red the
color indicates the center of maximum correlation between the
two.

From the correlation matrix of Fig. 4 the position of true
overlap between the two images can be found can be found.
The result for subject 1 is shown in Fig. 5.
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Fig. 5— The Sub THz correlation Image (insert) overlain on the
sweat pore distribution image, derived from the picture of the
Iodine/Starch staining of the subject’s hand (Fig. 3). The insert
has been placed according to the 2D correlation map shown in
Fig. 4. As can be seen the images match well.
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The position of the sweat ducts has been shown to be unique
and capable of being used as a finger print [17]. Consequently
the pattern of sweating, when the subject is feeling stressed,
should likewise be a unique feature to the individual. As has
been suggested in ref. [2, 4], this activity leads to localized
changes in the conductivity though the skin surface. In turn,
this changes the localized reflection coefficient over the surface
of the hand. One would expect that this spatially dependent
reflection coefficient would reflect the variations of sweat pore
density and activity on the surface of the skin. It is not too much
of a jump to realize the intrinsic possibility for remote
biometric applications.

I1l. SUMMARY

Mental activity, emotional stress or other such trigger of the
autonomous nerve response [6, 7], will also result in the
activity of our sweat duct system, a term usually referred to as
“Non-thermal sweating”. In turn, this activity leads to notable
changes in the duct conductivity. It has already been shown that
at these frequencies Electromagnetic energy is preferentially
absorbed by the sweat duct [18]. Consequently, the reflection
coefficient of the human skin in the sub — THz frequency band
is heavily influenced by the sweat duct position and activity.
Such an image can now be seen using a sub-THz camera.
Furthermore, it was found that the sub-THz correlation image
of sweat duct activity across the palm could be matched to the
real position of sweat pores on the same palm. Due to the
unigque nature of the distribution of pores, this finding can be
the basis of remote Biometric identification.
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